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Abstract 
 
The potential for conflict in space or related to space systems is an under-researched issue.  
Space conflict could dramatically affect States and individuals, and therefore can be situated in 
the escalation, great power rivalry, and human security bodies of knowledge.  A normative 
policy analysis of the potential for conflict resulting from space contestation between the United 
States and China will seek to determine if volatility in space is qualifiable.  Using the stated 
positions of the U.S. and China, inquiries into strategic priorities, hazards and risk, and legal 
mechanisms for conflict escalation aim to pragmatically respond to this gap and indicate where, 
if at all, potential for space conflict escalation exists.  A discussion of the results situates them 
within the strategic rivalry between the United States and China and leads to practical 
recommendations for further research in this new set of problems in a new domain. 
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Introduction 

Discussion of space conflict is sometimes initiated by comparing and contrasting it with 

reference to “Star Wars” or “Star Trek”, but that is ill-suited because it fails to capture the spirit 

of the space race.  More accurate points of reference would be the Franklin Expedition or the 

first space race and the Cold War, which were respectively characterized by intrepid exploration 

into nearby but unknown environments, extraordinary mistrust, passive aggression, and 

volatility.  There is a remarkable level of cooperation amidst rivalry in space that is analogous to 

Arctic exploration and research (Byers, 2019, p. 36), in which the immediate need to survive and 

function in a hostile environment co-exists with strategic competition.  Space as a domain is 

much like that today: space powers and commercial actors are racing alongside each other into 

near- and high-orbit, onward to the Moon in order to project strategic advantages, both in 

national defence and security and in the marketplace respectively, back to Earth. 

 The first space race included all of the globally-renowned human achievements 

accomplished by the United States of America and the Union of Soviet Socialist Republics, 

notably cosmonaut Yuri Gagarin’s orbit of Earth in 1961; and, the Apollo program culminating 

in astronauts Neil Armstrong, Buzz Aldrin, and six other crewed landings reaching the Moon. 

There existed a distinctly militant element to the space race, which was a proxy battle in the Cold 

War just as it was a set of triumphs for humanity.  President Ronald Reagan’s Strategic Defense 

Initiative (SDI) is a prime example: proposed in 1983, it was an American development initiative 

for nuclear missile interception technology potentially comprised of lasers, microwave devices, 

particle and projective beams; however, the initiative was ultimately (and predictably) 

unproductive in space-based defence and was reorganized as a ballistic missile defence program 
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at the end of the Cold War (The Learning Network, 2012, n.p.).  The SDI is an early example of 

non-kinetic space-borne weapons being conceptualized to win the advantage in terrestrial 

conflict. 

 Today, the advantages sought in space have increased but the basic principles remain the 

same.  Space powers, primarily the United States and the People’s Republic of China, race to 

occupy orbital space and influence the system of actors, phenomenon, and threats to their favour.  

Amidst this traditional-style rivalry, the commercialization of space has been given an attractive 

outward appearance by popular billionaire business heroes Elon Musk of SpaceX, Richard 

Branson of Virgin Galactic, and Jeff Bezos of Blue Origin.  This congestion is the very reason 

that the militarization of space is concerning to international security experts, military officials, 

and human security experts: the interconnectedness of space systems, the duality of civilian and 

military uses for space systems, and the possibility of disruption in the event of conflict pose 

serious risk to individual and State security on Earth. 

 The International Committee on Global Navigation Satellite Systems (2016) reports that 

the American-led Global Positioning System (GPS) uses 27 satellites of varying models in six 

orbital planes, servicing increasing civil and military demands (p. 4) accurately within three 

meters horizontally and five meters vertically (p. 7).  The Chinese BeiDou positioning system is 

planned to rival GPS and to consist of 35 satellites providing open services globally, and it 

currently services the Asia-Pacific region with 95% accuracy within 10 meters (pp. 35-37).  

These services alone provide invaluable guidance to civilian users across the globe, but they are 

only one component of the numerous capabilities and effects space systems provide here on 

Earth.  As will be revealed below, geological surveys, disaster response, telecommunications, 

civil aerospace management and guidance, and military communications and guidance all rely 
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heavily on effects enabled by satellites.  Essentially, anywhere WiFi or cloud computing is used, 

space touches human lives.  The implications of space system interference for hospitals, supply 

chains, and commerce for example could be catastrophic.  Per Hanlon & Christie (2016), one of 

the basic considerations of understanding conflict in the contemporary world is the complexity of 

conflict involving multiple variables, including political, economic, and psychological factors (p. 

27).  Further, “at the most fundamental level, there is no contradiction between state interests and 

individual interests…states are designed (in liberal thought) to protect the security of 

individuals” (p. 49).  Considering these parameters for human security and traditional state 

security, it is certainly possible to examine space conflict as a human security issue.   

Human security as a concept was introduced by the United Nations Development 

Program (UNDP) (1994) as freedom from fear and freedom from want under seven main 

banners: economic, food, health, environmental, personal, community, and political security (pp. 

24-25).  The UNDP (1994) described the concept as an “integrative” one as opposed to a 

defensive type of security (p. 24), and it is through an integrative lens that one understands space 

conflict as a human security issue.  Given the interconnectedness of systems and their direct and 

dramatic effects on human beings, space conflict threatens human security in real and immediate 

ways.  As the threat of space conflict is generally under-researched, the most prescient concern is 

how and when the two greatest space powers – being careful not to discount Russia, India, and 

myriad space agencies - might find themselves in conflict.  From there, inquiry into the impacts 

on human beings and states cascades forward. 

 This research provides an overview of the range of strategic enablers space capabilities 

offer and the direct and indirect threats that space actors including China pose to them.  Those 

enablers include command, control, communications, computers, intelligence, surveillance, and 
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reconnaissance (C4ISR) functions; theatre coordination; and grey-zone coercive capabilities.  

China is of particular interest because of its open desire to access and actively utilize space in its 

military strategy, as will be discussed later, and because of its leadership of the global space race: 

China successfully completed 32 orbital launches in 34 attempts in 2019 and has plans for 40 

more launches in 2020, which far surpasses the United States’ 21 launches in 2019 and 36 

planned launches in 2020 (Berger, 03 January 2020, (paras. 1-5).  

The research will introduce kinetic and non-kinetic weapons systems and their effects and 

will analyze the American strategic outlook, discussing the results in the context of its rivalry 

with China and of China’s grand strategy, which relies on space use and access as a key enabler.  

The core problem this research seeks to address is the volatility of the space rivalry between the 

United States and China: are there strategic priorities, issues, enablers, or “hot buttons” that 

China might aggravate in a way that could spark kinetic terrestrial conflict?  Are there specific 

hazards or priority issues that the U.S. considers high-risk and might aggressively deter or defend 

from attack on?  Are there legal mechanisms that they might use to justify rapid, legal, deliberate 

escalation into conflict with China as a result of offensive action in space? 

 A normative policy analysis using the framework recommended by Roberts & 

Zeckhauser (2011) will examine a selection of American public-facing space policy.  

Presidential directives, defense directives, and defense and security strategy pertaining to space 

will be analyzed to satisfy questions posed above.  Following a review of the results, discussion 

will situate them within the current space strategic situation and juxtapose them against Chinese 

military space strategy and programming.  Conclusions and recommendations will be drawn 

from that discussion and will suggest that more research is needed on conflict escalation in 
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space, potential American courses of action in space, and on human and terrestrial vulnerability 

to space system disruption. 

Literature review 

International space legal literature, particularly that which relates to conflict escalation, is 

part of a new discipline with very limited analysis or legal frameworks that yield operationally or 

legally relevant information.  In fact, the United States has deliberately resisted new international 

legal agreements, preferring the fairly vacuous model that it is accustomed to (Union of 

Concerned Scientists, 11 February 2014, para. 1).  Rather, investigation of the subject usually 

produces a theoretical abstraction of existing international laws and customs.  The literature 

considered in this analysis is broken down into international law and just war principles; 

contemporary trends in American thinking on the use of force relevant to the cyber and space 

domains; and, hazard identification and risk assessments for space systems.  The international 

law and just war literatures populate a legal framework of expected behaviours, within which 

American statements of legal principle and commitment to assurance and defence can be 

compared with hazard identifications and risk assessments to identify likelihood of conflict 

escalation in response to Chinese action in space.  The bodies of knowledge that inform space 

scholarship are rapidly expanding, so space research is essentially up to date only as soon as it is 

published.  The literature consulted for this research project capture the fundamental issues 

concerning international law and just war, American use of force in cyberspace and space, and 

space hazards and risks.  Amongst these resources there should be no novel or controversial data: 

it is the extrapolation from these sources that will hopefully be innovative.  
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 The international legal framework balances sovereignty and conflict prevention, focusing 

heavily on the peaceful access and use of space.  It also demands attribution of unlawful acts to 

offending States in order to identify their culpability for the impacts of their unlawful acts, and 

therefore their responsibility to amend them or face consequences.  Attribution – confirming the 

origin of an act – is introduced and while it is a broader legal principle than it might sound, it 

generally requires a legal justification and substantiation of the claim.  The legal regime 

surrounding asymmetric operations and warfare is brought into parallel with the traditional law 

of armed conflict as seen in numerous references to the International Court of Justice’s decision 

on Nicaragua v. United States, and significantly dual use space systems are confirmed to be 

valid military targets.  Transitioning into contemporary, post-Cold War American thinking on 

use of force in space, strategic and legal uncertainty emerge as chief concerns.  The fledgling 

U.S. Space Force could start to respond to that uncertainty, but the enterprise of standing up a 

military branch is a long and complicated one.  Signalling is considered important, both from the 

U.S. in norm development, and from its rivals as indications of their intent and capabilities.  

Attribution and responsibility feature prominently again as part of the consideration for military 

response.  Finally, hazard identifications and risk assessments explore the various categories of 

space-borne weapons, and highlight the might of China’s space activities in both military and 

civilian capacities.  A review of Chinese space capabilities will demonstrate that their threat to 

the United States’ space supremacy is founded in stated, sanctioned main goals as outlined in the 

various organs of literature of the People’s Republic of China.  Though consensus on its 

affectation is not universal, the Chinese grand strategy is set. 
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International law and just war in space 

International law and just war principles as applied to space consist primarily of the set of 

UN resolutions leading up to the 1967 Outer Space Treaty, but also include frequent reference to 

the 1986 International Court of Justice decision on Nicaragua v. United States of America, which 

establishes States’ responsibility for third parties under their influence that interfere with another 

State’s sovereignty.  This decision is relevant to space law because of the congestion of actors in 

space under the influence of or acting in coordination with a few major space powers (China, 

U.S., Russia, India, Japan) and because of the inherently asymmetric nature of space conflict.  

Analyses of the legality and strategic meaning of space actors’ actions has also begun to inform 

the international space law and just war in space literature.  The existing literature sets out legal 

principles resolutely calling for peaceful and cooperative use of space but also rigorously 

defending a states’ right to defend its assets and interests in space. 

 The 18th session of the United Nations General Assembly (UNGA)(1963) adopted 

Resolution 1962, “Declaration of legal principles governing the activities of States in the 

exploration and use of Outer Space”.  This resolution set out to make a legal contribution to the 

peaceful exploration and use of space (p. 15), serving as the foundation of the hierarchy of 

treaties and statements the UN would later adopt.  The declaration listed principles intended to 

guide States in their exploration and use of outer space, establishing commitments to the 

peaceful use of space, cooperation and international law; and, State responsibility for objects or 

vehicles launched, their actions, the actions of subordinates or partners, and the associated 

consequences (pp. 15-16).  The UNGA’s Resolution 1884 (1963) called upon all States (with 

obvious overture to the United States and the Soviet Union) “to refrain from placing in orbit 

around the Earth any kinds of weapons of mass destruction, installing such weapons on celestial 
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bodies, or stationing such weapons in outer space in any other manner” and “to refrain from 

causing, encouraging, or in any way participating in the conduct of the foregoing activities” (p. 

13).  The foundational UN legal principles for use of space speak very clearly to the universality 

of space access and use, the importance of peaceful use and conflict avoidance, and the 

attribution of responsibility to actors who in any way affect the precarious peace of space.  The 

broad scope of these principles is permissive but also creates ambiguity that is at the heart of this 

research.  The modern, complex space environment includes the complexities of commercial and 

exploration laws along with military and state-centric legal frameworks.  There is no ultimate 

authority for or enforcer of these frameworks. 

 The UNGA’s Resolution 2222 (1966) – the Outer Space Treaty – is the key international 

legal statute on the universal use of space for both civilian and military purposes.  Emphasizing 

universal and peaceful access and use, it directly assumes the legal principles of Resolution 

1962, establishing the universality of space and celestial bodies, prohibiting militarization of 

space, and protecting States’ rights to assurance of their space assets and interests.  Specifically, 

it prohibits sovereignty claims or occupation of the Moon and other celestial bodies, and 

recognizes existing international (terrestrial inter-state) law as guiding principles in space “in the 

interest of maintaining international peace and security and promoting international co-operation 

and understanding” (pp. 13-14).  Article IV of the treaty is in itself an extremely important 

contribution: while prohibiting deployment of weapons of mass destruction, conduct of exercises 

and weapons tests, and establishment of military facilities in space, the article permits the use of 

military personnel “for scientific research or for any other peaceful purposes”, and further 

permits the deployment of equipment and facilities required for peaceful explorative purposes (p. 

14).  As will be demonstrated later in this analysis, this principle became part of a complex 
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justification for the militarization of space because permissible deployment of military resources 

for peaceful purposes has been conveniently misappropriated to include national defence and 

security activities.  The treaty continues by laying out responsibility for the consequences of 

space operations by States, their partners, or their subordinates or agencies, and requiring 

transparency in space operations to assure peaceful use and attribution of wrong-doing as 

required (p. 14). 

 The International Court of Justice (1986) sets out important limits to conduct in 

asymmetric conflict and establishes clear responsibility for asymmetric warfighting even if 

conducted through a third party.  Attribution and responsibility are important principles in 

international space law, as seen above, and in international law as applied to terrestrial interstate 

conflict.  Questions of attribution and responsibility are often compared by international legal 

scholars to the 1986 International Court of Justice judgement on “Military and paramilitary 

activities in and against Nicaragua”.  The complexity of this judgement must be acknowledged 

from a research perspective as reflecting very unique intersections of strategic and operational 

conditions in the Cold War and drug war contexts; however, the principles can be and are  

extrapolated and applied to other cases in asymmetric conflict.  The Nicaraguan allegation 

against the United States’ funding of the Contra1 guerillas charged that the U.S. had violated 

their sovereignty by indirect means, had intervened in their internal affairs, and had infringed on 

the freedom of the high seas (para. 15) as part of an asymmetrical warfare campaign.   

                                                           

1
 Cheit et al. (2019) concisely explain the Nicaraguan counter-revolutionary forces (la contrarevolución, or Contras) 

as a collection of right-wing militias raised from displaced National Guardsmen, and displaced and impoverished 

men opposed to their country’s communist revolution.  Ultimately disbanded as part of a peace process that led to 

the 1990 election, their terrorism, extreme violence, war rape, and torture tactics earned them a repute for ferocity 

but also brought condemnation upon their international backers, Argentina and the United States.  The U.S.’s direct 

and indirect support of the Contras, led by the Central Intelligence Agency, became the subject of an International 

Court of Justice suit brought by Nicaragua against the U.S. charging their interference in Nicaraguan internal affairs. 
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Significantly, the judgement established that the definition of an armed attack included 

employment of associate irregular actors and that responsibility of the State associated with these 

actors exists if the scale and effects of the attack are equivalent to a conventional, symmetric 

armed attack (International Court of Justice, 1986, para. 193).  The judgment also requires 

collective self-defence to be exercised only after the victim becomes aware of harm and requests 

assistance (paras 232-233), meaning that States cannot enforce their will under the guise of 

collective security; and, it finds there are limits to the justification of collective self-defence 

when the affairs of another state are interfered with (para. 292)(3)), and that asymmetric 

strategies like sea access denial are illegal and dangerous (para. 292(6)-(8)).  The International 

Court of Justice (ICJ) decision on Nicaragua v. United States is important when trying to 

understand the limits of justifications and practices in asymmetric conflict, which is highly 

relevant in space.  Preceding and reinforcing this decision is the S.S. Lotus case, in which a 1926 

naval accident between French (the Lotus) and Turkish ships resulted in a Turkish court’s guilty 

verdict of manslaughter for the French watch officer (Handeyside, 2007, p. 73).  The decision 

was upheld by the ICJ and produced residual principles and presumptions that States’ conduct 

are bound only by explicit prohibitions or treaties (p. 79).  So, just as the Nicaragua case 

establishes responsibility and attributability as key principles of international law, Lotus 

establishes freedom of action so long as their action is not explicitly prohibited.  These 

parameters are essential to understanding space competition. 

 Manimuthu Gandhi (2017), Executive Director of the Centre for International Legal 

Studies, Jindal Global Law School, Vellore Institute of Technology, identifies the foundational 

principles for legal protection of space assets.  He invokes the Chinese destruction of its own 

satellite FY-1C during an anti-satellite (ASAT) missile demonstration, which created a 
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significant portion of the approximately 22,000 human-caused debris and objects being tracked 

in orbit by the U.S. Department of Defense (p. 119).  This test was important both as a major 

signalling act and as a space environmental hazard which impedes rival satellite operations 

strategically and operationally.  As Major Marc Carns (2017) of the United States Air Forces 

suggests, attribution and responsibility in conflict are core concepts in international law and the 

law of armed conflict, and the permanence or at least the longevity of space objects and debris 

complicates responsibility for them (p. 190).  Gandhi (2017) identifies a significant gap in 

normative or directive space law, which creates an opportunity for loose interpretations 

(especially by the U.S.) that space law permits defensive or non-aggressive military use of space 

(pp. 119-120).  There are further arguments within this legal gap that space can be used as a 

warfighting domain because the Outer Space Treaty does not expressly prohibit ASAT weapons 

or Intercontinental Ballistic Missiles transiting through space – it merely prohibits their 

deployment there (p. 121).  This contribution highlights an important gap in international norms 

that is frequently taken advantage of by space powers.  Abhijeet (2017) also engages ASAT 

weapons from the perspective of arms control.  Categorizing them as dedicated and non-

dedicated, he raises the importance of visibility and consequence in attribution and response (pp. 

131-132). 

 The Tallinn manual on the international law applicable to cyber warfare (Schmitt, 2013) 

is an important operational manual establishing international legal customs in cyber war.  As 

Cyber warfare is inexorably linked to space warfare, the Tallinn manual plays a crucial role in 

establishing conflict norms in space.  A second edition (Schmitt, 2017) expanded on the rules of 

the first which were developed by legal and military experts, and in that sense superseded the 

first version (p. 1); however, the rules of the original were validated along with the new additions 
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by a more diverse range of experts, further codifying the principles of cyber warfare (p. 4).  The 

Tallinn manual variously establishes sovereignty over cyber infrastructure and platforms (p. 23), 

responsibility for infrastructure and platforms (p. 26), attributability of legal responsibility (p. 

29), and the right of response and responsibility for measured response (pp. 36-38).  It invokes 

the Nicaragua v. United States judgement (p. 46) in defining the use of asymmetric force, 

considering among other factors severity, immediacy, directness, and invasiveness (pp. 48-51) 

much like the Nicaragua judgement considers scale and effect.  Also following on the Nicaragua 

judgement are its rules constraining necessity and proportionality of response (p. 61), defining 

imminence and immediacy for counter-operations (p. 63), and reinforcing that collective self-

defence must be in response to an active attack and in response to a request for assistance (p. 67). 

 Acknowledging that the law of armed conflict applies to cyber operations (Schmitt, 2013, 

p. 75), the manual explicitly permits cyber warfighting in outer space and in other domains over 

which implicated actors have sovereignty (p. 78).  It permits the participation of civilians in 

cyber operations but requires they surrender their protected status (p. 104) and importantly 

defines a cyber attack as “a cyber operation, whether offensive or defensive, that is reasonably 

expected to cause injury or death to persons or damage or destruction to objects”, or operations 

against data that culminate in damage or destruction (pp. 106-108).  Therefore, cyber warfare 

custom concerns itself with the real-world effects of cyber war, just as space customs primarily 

focus on terrestrial effects.  The Tallinn manual lists members of armed forces or organized 

armed groups and civilian combatants as lawful objects of cyber attack (p. 115), and prohibits 

terrorist attacks (p. 122) and attacks on civilians (p. 124).  Perhaps its most important 

contribution is its discussion of dual-use targets.  Rule 38 of the customary manual delineates 

civilian and military objects by nature, location, purpose, and use (pp. 125-127); however, rule 
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39 directly states that “an object used for both civilian and military purposes – including 

computers, computer networks, and cyber infrastructure – is a military objective” (p. 134).  

Critically to the human security and just war perspectives of this analysis, dual-use systems are 

permissible military targets: systems which affect civilian security or prosperity, such as 

position, navigation, and timing (PNT) satellites or natural disaster monitoring capabilities, are 

valid targets for military attack if they support a military function.  While the manual protects 

objects “indispensable to the survival of the civilian population” (p. 225), the implications for 

human security and for conflict escalation are severe. 

 International law and just war principles as they apply to space adamantly express State 

sovereignty over and responsibility for assets and actors in its employ in the space domain.  

Concurrently, it builds on existing international legal standards to reiterate the importance and 

depth of attribution for action in space, and while some gaps in normative or directive space law 

exist, the law of armed conflict applies robustly and clearly to the cyber and space domains. 

Contemporary American thinking on use of force in space 

Contemporary American scholarship and military theory on the application of use of 

force essentially places American security and dominance at the forefront of all other concerns.  

As noted above, American interpretations of international law are permissive and wide-ranging 

when applied to American action and narrow in response to threats.  Codified by the principle of 

jus ad bello (justice to war) in the law of armed conflict, the permissibility of the use of force for 

the U.S. is highly context-driven.  Repeated allusion to uncertainty and posturing pepper 

American scholarship on the use of force in space, with a strongly implied aversion to space or 

space-based conflict erupting. 
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 There is an ongoing dilemma in space strategizing which pits urgent need for information 

against sensitivity of national space strategies.  Major Brian Green (2016), then Chief of Space 

and International Law at the U.S. Air Forces’ 14th Air Force Headquarters, situates the American 

GPS and Chinese BeiDou PNT systems at competing altitudes of approximately 21,000 

kilometres, enabling dual military and civilian functions for: weather detection, natural disaster 

response, aerospace management, missile guidance, ballistic missile defence, PNT, and civilian 

and military communications (pp. 50-52).  This contribution posits that because of satellites’ 

importance in space situational awareness (SSA), which protects space systems and therefore 

their terrestrial effects, strong space traffic management (STM) capabilities equivalent to 

international air traffic management are necessary (p. 125).  Associated with this peaceful and 

collaborative use of space is a perceived increase in vulnerability from providing data about 

sensitive satellites to international authorities (p. 126).  There is a security dilemma for space 

actors between immediate capability assurance and secrecy of future strategic intent and 

capabilities. 

 Dale Stephens (2017), Director of research on military law and ethics at the University of 

Adelaide, provides expert perspective on the militarization of space relevant to American space 

strategy.  Noting rapidly increasing global reliance on intelligence, surveillance, and 

reconnaissance (ISR), PNT, SSA, and communications capabilities, militaries like the U.S. 

Armed Forces and their Chinese rivals have incorporated counterspace operations into their 

strategic doctrine and have conducted high-profile ASAT tests (pp. 92-93).  These tests, and 

rumoured developments like Chinese satellites with “suicide” ramming attack capabilities (p. 

93), necessitate norms for kinetic attacks, but asymmetric means that empower weaker actors 

also need attention.  As the Outer Space Treaty permits deployment of military forces to space 
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for explorative or scientific purposes, and parallel international seal law does the equivalent, 

Stephens summates that military forces may be deployed to space and take action there despite 

the spirit of the treaty (pp. 94-95).  Even passive activity like satellite imaging of rival territory is 

permissible, rooted in the 1982 Law of the Sea Convention and the 1944 Chicago Air Convention 

(pp. 95-96).  The most important problems Stephens identifies are those of distinction and the 

duality of use of space systems (pp. 99-100); and, the application of existing operational manuals 

for sea, air, cyber, and space law that can only be legitimately invoked as records of existing 

laws for parallel problems, not as attempts to influence or progress the burgeoning body of space 

law (p. 102).  This article’s value is not just as a summary of international legal normative issues 

in space, but as insight into key challenges of conflict prevention and conflict escalation in a 

domain in which targets and effects are unclear and legal circumstances are very often murky. 

 Major John Goehring (2018) of the U.S. Air Force Headquarters’ International and 

Operations Law Directorate expands on international responsibility for commercial space 

activity.  This article sharply rebukes testimony given to U.S. Congress that effectively absolves 

the U.S. government for responsibility for commercial actors via the Outer Space Treaty.  The 

author refers back to the treaty, to prior expert interpretations, and to contemporary public 

reports on planned exploration activities to confirm that the U.S. (and thus its peers) is indeed 

responsible for commercial actors registered as originating from their State (pp. 103-104, p. 

107).  Goehring acknowledges the problem of defining space activities and avoiding 

responsibility for their consequences, but also notes that the intent of the treaty is generally 

respected (pp. 109-110).  He suggests that in order for the U.S. to ensure that its peers behave in 

good faith according to the treaty, it should “encourage responsible behaviour in space and lead 

by the power of our example” (p. 122). 
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 King’s College London space power theorist Bleddyn Bowen (2017) conceptualizes 

important links in the extrapolation of sea power theory to space power.  First, the values of the 

command of space theory are that: command of space is not supremacy; it is not decisive; its 

desired end-state is terrestrial effect; and, strategic and tactical victory are not synonymous (pp. 

15-18).  Furthering this dynamic concept of space power and command, space actors and 

systems are seen as valuable tools for occupying, contesting, or securing space (p. 19).  That 

terrestrial effects are the highest priority in command of space is essential to understanding space 

conflict and strategy, and especially to applying space conflict to human security.  

In his analysis of jus in bello (justice in war) in a cyber context, Major Zachary 

Augustine (2014), then the Chief of Cyber Operations Law at U.S. 24th Air Force Cyber 

Command Headquarters, explores attribution and targeting in the cyber realm.  Defining legal 

attribution to a State as a combination of “a valid legal theory of attribution and identification of 

the actor” (p. 86), the author expands on attribution theories by providing examples of state 

responsibility for its subordinates; non-state actors empowered by law; actors of or associated 

with States performing wrong-doing; and, groups or individuals under the influence of a State, to 

varying degrees based on the directness of instruction or involvement (pp. 86-87).  In 

differentiating human and technical attribution, the former is defined as identification of an 

operator and their responsibility, whereas the latter identifies equipment or methods used and 

evidence of their wrongdoing (p. 89).  Applying these concepts to the real world, the author cites 

cybersecurity firm Mandiant’s identification of 1,905 cyber attacks from 832 IP addresses almost 

exclusively from China and registered to an address where a Chinese military computer network 

operations unit headquarters is located (p. 90) – behaviour that is characteristic of the 

architecture of Chinese asymmetric warfare strategy, which is discussed later in this paper.  The 
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product of this analysis is a better understanding of the theoretical framework and the technical 

requirements of attribution, which is an important capability in asymmetric conflict and a gap 

often exploited by asymmetric combatants. 

 Uncertainty is a constant theme in American use-of-force-in-space literature.  Attribution, 

responsibility, assurance, normalization, signalling, and the ability to respond to threats are 

important considerations in U.S. space defence strategy.  They directly link to the international 

legal principles most commonly applied to space but have a distinctly American interpretation of 

requiring agile and highly capable space systems and forces.  The United States’ space strategy 

and use of force thinking aims to assure its own defence and security above all other objectives. 

Hazard identification and risk assessment for space systems 

In order to complete operationalization of international legal principles and American 

use-of-force thinking, a hazard identification and risk assessment (HIRA) must be compiled from 

existing sources for space systems and their terrestrial effects.  A HIRA suggests the potential for 

negative or critical impacts resulting from space system disruption or destruction.  In practice, 

risk may be qualitatively estimated instead of quantitatively assessed; however, the basic purpose 

of HIRAs for the purpose of this analysis is to apply legal and conflict escalation theory to real-

world space contestation and to determine if there is any likelihood of conflict resulting from 

space system interference. 

 A comprehensive and succinct assessment of general hazards and risk prioritizes kinetic, 

non-kinetic, electronic, and cyber weapons in ascending order of likelihood.  Harrison, Johnson, 

and Roberts (2018) of the Centre for Strategic and International Studies describe the general 

threat environment for space systems and hazards and risk associated with specific threat actors.  

Their threat assessment beings with a general exploration of kinetic physical weapons like ASAT 
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missiles and co-orbital platforms; non-kinetic physical weapons such as lasers, high-powered 

microwave bursts, and electromagnetic pulse (EMP) weapons; electronic means of data and 

communications interference like jamming or spoofing radio frequencies; and, cyber attacks that 

target data and the systems that use data (pp. 2-5).  Simon Wells (2019) proposes that when the 

object of risk is the individual, using a human security perspective, the risk of even the most 

unlikely attacks like EMPs becomes significantly greater.  Turning specifically to China, 

Harrison et al. (2018) describe their two space stations and plans for a third, lunar orbiters and 

rover, Moon landing program, advanced crewed and uncrewed rockets, all part of their US$11 

billion spending on space programming in 2017, not including Russian innovation funding (p. 6).  

The assessment acknowledged China’s plans for advanced ISR and PNT satellite constellations, 

its cyber capability development, counterspace weapons programs that counter low- and mid-

range satellites, directed energy weapons development, and satellite jamming capabilities (pp. 7-

10).  According to Harrison et al., and indeed a number of other expert voices, the Chinese 

military space program is well-developed and highly threatening to American space superiority. 

 Laura Grego (2017), a technical advisor on the Woomera manual on the international law 

of military space operations project, overviews space weapons by describing directed energy 

weapons, missile defence systems, and proximity operations satellites (pp. 25-26).  Listing space 

weapons types according to prevalence and severity provides a more realistic representation of 

hazards to American and other space actors’ space systems.  Harold et al. (2017) describe the 

functions of space systems, such as ISR systems being employed in missile detection and 

warning, search and rescue, and intelligence operations; peaceful purposes like earth observation 

and meteorology; communications, both civilian and military; and, SSA, which assures space 

superiority and all other functions for the United States (pp. 75-77).  Without these capabilities, 
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national defence and security, public safety, and civil and public needs would go underserved by 

existing infrastructure. 

 The United States’ Secretary of Defense’s annual report to U.S. Congress on the People’s 

Republic of China (2018) reports, among other things, China’s space and counterspace 

capabilities.  It reports 18 space launch vehicles launched and 31 spacecraft deployed, 

commercial launches under the Chinese flag, and space system tests believed to be in preparation 

for a third Chinese space station’s construction (pp. 39-40).  These findings indicate very heavy 

Chinese satellite activity and foreshadow more pronounced unilateral action in space.  

“Peacetime” and war-time cyber operations under the direction of the People’s Liberation 

Army’s Strategic Support Force (pp. 39-40) demonstrate Chinese cyber aptitude and activity. 

 Additional hazards in the form of actors, weapon systems, and capabilities are identified 

throughout this analysis.  The HIRAs reveal the vulnerabilities of space systems and, by proxy, 

their effects on military and civilian applications on Earth.  The HIRAs consulted for this 

analysis warn of a highly developed Chinese military and civilian space program that contests 

American supremacy in space.  
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Methodology and methods 

Space law, space strategy, and space conflict are subsets of an emerging and expanding 

area of study.  Study of space can draw on innumerate bodies of knowledge, and the lack of 

established space-specific literature in more specialized domains makes space an explorative but 

also highly theoretical area of specialization, particularly in human security and international 

security studies.  Resulting from the novelty of space literature, this analysis was immediately 

forced to turn to public-facing policies, international laws, treaties, and customs, and existing 

scholarship concerning U.S. space, counter-space, and terrestrial operations.  Therefore, the 

analysis must be conducted as a policy analysis, because of the mixed nature of sources and the 

nature of the basic question of response triggers, which will be described below.   

 The selected methodology is a normative policy analysis.  Due to the subjective nature of 

policy analyses, the method will follow recommendations from Roberts and Zeckhauser (2011) 

of Harvard University’s John F. Kennedy School of Government that propose such an analysis 

be structured as: 

1. An introduction; 

2. An analytical framework, consisting of: 

a. Scope, or “what elements of the world one is trying to understand”; 

b. Model, or “what mechanisms explain the behaviour”; 

c. Estimate, the products of the model in a given context; 

d. Standing, or “who counts”; 

e. Criteria, “what counts”; and 

f. Weights, the value of the criteria; 
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3. Results; 

4. Sensitivity analyses; and  

5. Conclusions and recommendations (pp. 26-27). 

This methodology and method are appropriate for space because it matches the critical qualities 

of being highly important, being contentious, and “clarity on its sources of disagreement has the 

potential to yield significant returns” (Robert & Zeckhauser, 2011, p. 2). 

Embedded analytical framework 

In order to coherently and comprehensively present the information within the framework 

without repeating its features ad nauseum, its structure has been modified so that most 

information gathered to determine scope has been presented within the introduction section of 

this paper.  The model and estimate have been almost completely explained in the literature 

review section, and the methodology and methods section presents the analytical framework as 

required by Robert & Zeckhauser (2011).  An examination of samples is conducted in the results 

section of the paper, and the remaining contextual information (primarily on Chinese military 

and space strategy) needed to understand scope, model, and estimate is presented in comparison 

and contrast to discussion of American policy samples.  Sensitivity analysis is primarily a 

quantitative exercise, and as this research project is qualitative in nature, a caveat will be 

tendered in the results portion of the paper.  The analysis will conclude with conclusions and 

recommendations drawn from the results and ensuing discussion. 
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Research design: Questions and purpose 

The research question and sub-questions used to direct research inquiry are as follows: 

Type Inquiry 

Question Are there strategic factors that indicate potential for kinetic and non-kinetic responses by the 

United States to Chinese offensive action in space? 

Sub-question Which hazards and risks to space systems are priorities for the United States? 

Sub-question Which policies, military precedents, and international laws and customs facilitate escalation 

of conflict in space? 

Table 1: Research question and sub-questions 
 

The purpose of this research is to compile and clarify American military and strategic priorities 

opposite China in space, in order to inform strategies for conflict prevention or of legal 

escalation of armed conflict.  An ancillary effect may be to identify divergent thought in 

traditional just war theory and conflict in new domains.  Synthesis of findings resulting from 

these inquiries will ideally support an estimate of risk of counter-attack by the United States in 

response to attacks on or interference with space systems, producing the beginning of a basic 

roadmap of conflict pressures, triggers, actions and responses in space. 

 Identifying potential for American armed response instead of likelihood is achievable 

within the constraints of a research project of this size and methodology.  Its significance is that 

it operationalizes international laws and customs and conflict actors’ expected behaviours and 

capabilities within the space hazard environment and current strategic situation.  Expected 

behaviours should be understood as the result of rational decisions based on actual conditions 

and objective readings of international laws and norms.  Its relevance is high and ever-

increasing: as the United States stands up its initially-maligned Space Force, sending a signal 

about the importance of space supremacy to defence and global power (Winter, 29 August 2019), 

China’s lunar rover conducts scientific research and exploration missions in a first for the human 
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race on the far side of the Moon (Jones, 29 August 2019) and NASA is completing initial 

contracting for the construction of systems for the Lunar Gateway project (Northon, 28 May 

2019).  The second space race is well underway and just like the Cold War, militarization of 

space is a primary characteristic. 

Scope, model, and estimate 

As stated above, scope, model and estimate data has been presented in the introduction 

and literature review respectively.  Relevant contextual information from each has been 

incorporated into the discussion section of this paper in order to compare and contrast the 

samples from American military and space policies with that of China, and to provide relevant 

strategic context concerning space and grand strategy. 

 The scope of the analysis, which is the limited arc of subject matter the analysis is trying 

to understand, was determined by inquiring which hazards to American strategic space 

capabilities exist, including direct and indirect threats from China; as a result, hazard 

identifications, an overview of the Chinese space program and military capabilities, and analyses 

of Chinese strategy were compiled.  Following that, the researcher engaged policies that signal 

American willingness or ability to respond to threats in space with force.  Those policies formed 

the core samples discussed in the results section of this paper. 

 The model of the analysis, the mechanisms believed to explain the behaviour of the 

world, was determined by engaged the literature reviewed in the preceding section of this paper.  

Research inquired into international laws affecting space and conflict escalation, including major 

conventions and established principles; the importance of SSA, STM, and other technologies and 

space systems to enabling military and civilian capacities; and, parallels to the cyber and 

weapons of mass destruction realms.  The estimate, parameters the model are thought to assume 
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in particular contexts, is the conditions in space conflict escalation norms that can be inferred 

from the existing literature. 

Standing, criteria, and weights 

Standing, criteria, and weights were determined in relation to the research questions, 

which focus on American response and defence priorities.  Therefore, standing was given to 

American public officials, departments, or agencies of the United States’ government, American 

military officials and organizations, and policy analysis experts in that order.  The criteria 

required documents sampled or used for supporting information to be either official government 

policies, peer-reviewed journals concerning the law of armed conflict or military and space 

doctrine, or reports from subject matter experts either commissioned by government or produced 

as part of a research program.  The research was weighted in the same order.
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Results 
 

The results of the analysis of seven sample documents indicate that there is potential for 

kinetic and non-kinetic responses by the United States to Chinese offensive action in space, and 

that the United States does identify priority hazards and risks to its space systems.  The results 

further engage the international legal principles and military precedents for conflict escalation in 

space.  Sampling included the following documents: Presidential policy directive-4, National 

space policy of the United States of America (The White House, 2010); National security space 

strategy: Unclassified summary (Secretary of Defense, 2011); Department of Defense directive: 

Space policy (Secretary of Defense, 2012); National security strategy of the United States of 

America (The White House, December 2017); Space policy directive-1, Reinvigorating 

America’s human space exploration program (The White House, 14 December 2017); Space 

policy directive-2, Streamlining regulations on commercial use of space (The White House, May 

2018); and, Space policy directive-3, National space traffic management policy (The White 

House, June 2018).  Per Robert & Zeckhauser (2011), a modified sensitivity analysis reveals that 

the results are subject to caveats of subjectivity and information availability. 

 The strategic factors indicating potential for U.S. response are primarily related to 

contestation of space and assurance of access and use of space.  Results of the analysis portray 

the United States’ strategic imperative of ensuring its access, use, and dominance of space as part 

of its national defence and security regime.  It considers awareness and control of space to be of 

paramount importance (The White House, December 2017).  Discussion of the results (later in 

this paper) will contextualize them within a space race against China and its equally imperative 

desire to command space in order to ensure its defence and security objectives and its ability to 



ASYMMETRY, VOLATILITY, AND ESCALATION 26 

project power in theatres here on Eath.  Hazards and risks the U.S. concerns itself with are those 

that threaten the continuity of operations of its space systems and the continuity of provision of 

services and effects on Earth, including systemic failure, orbital debris and enemy interference.  

While it does intend to abide by international legal principles and customary law in space, 

American policies place capability assurance above all other considerations. 

Sensitivity analysis 

The modified normative policy analysis methodology adopted for this research 

recommends sensitivity analysis as a solution for disagreement over weight (how much the 

individuals or criteria count)(Robert & Zeckhauser, 2011, p. 23).  As noted in discussing 

methodology and methods, sensitivity analysis is intended for quantitative values; however, a 

very simple but comparable process for qualitative values will still appropriately acknowledge 

sensitivity in this analysis. 

 Of primary importance is the subjectivity of qualitative policy analysis.  The scope of this 

research project and the depth of publicly available information on space contestation prevents a 

quantitative analysis of potential for conflict escalation.  Accordingly, a normative policy 

analysis of potential (which is broader and more permissive than likelihood) for American 

counter-attack from Chinese offensive action is achievable and reasonable even when 

considering the factor of subjectivity. 

 Perhaps the greatest limitation of any study of space from a military perspective is the 

invisibility of classified materials, and the highly classified nature of military strategic and 

operational space activities.  Essentially, the spectre of “known unknowns” and especially the 

“unknown unknown” haunts any analysis of public-facing policy or strategic documents because 

the operational reality of international military space activities may differ or may be diverging 
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from the stated intent of space policies.  The ultimate value of this research may be to serve as a 

foundational piece for understanding the relationship between space contestation and the 

limitless potential of command of space access and use. 

A prominent example of a “known unknown” is the forthcoming Woomera manual, a 

peer of Tallinn focused on military operational law in space, that will surely contain clarification 

and updates on international laws and customs affecting space operations.  The manual is a 

collaborative effort to clarify non-binding international legal customs in space, led by McGill 

University and the University of Adelaide.  It may contain new norms; however, as an 

extrapolation of existing international law (de Gouyon Matignon, 10 February 2019) it should 

not radically depart from the basic principles discussed in the literature review of this analysis, so 

its introduction will not fundamentally this research’s problem framing and response. 

 To counter the effect of subjectivity, the dilemma of unknowns, and the problem of rapid 

modernization and expansion of legal norms, this research is presented in a dispassionate 

analysis that intends to eschew value judgements and premature conclusion in favour of 

methodology (Robert & Zeckhauser, 2011, p. 5) as much as possible.  The analysis does not 

concern itself with assessing moral position, although conflict escalation is not always a rational 

process and sometimes includes moral components.  Similarly, while it does acknowledge non-

adherence to and ignorance of international law, the approach to doing so is policy-oriented and 

non-judgemental.  Sensitivities of this research have been mitigated by adherence to the method 

and concern only with the research questions, their answers, and the context they exist in. 
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Primary research question: Are there strategic factors that indicate potential for 

kinetic and non-kinetic responses by the United States to Chinese offensive action 

in space? 
 

The results reveal that there are strategic factors that indicate the potential for kinetic and 

non-kinetic responses by the United States to offensive action in space.  None of the samples 

mention the People’s Republic of China directly at any time.  The dominant factor that indicates 

potential for counter-attack is American commitment to assuring continuity and vitality of their 

space systems and operations including the use of force if necessary, especially for preservation 

of defence and security functions.  American space policies and strategies conceptualize their 

space systems as vital to defence, security, and civilian commercial and private needs.  Every 

sample contained reference to commitment to assuring space-enabled capabilities; additionally, 

SSA as a means to security and space power projection appeared thematically throughout the 

sources. 

 American space policy places great emphasis on their domain superiority in space and 

their commitment to maintaining it, justifying their position as a vital one to their own survival 

and to space leadership.  The accentuation of American exceptionalism or triumphalism is rooted 

in the belief that unwavering dedication to ideological principles has given birth to a militarily 

and economically superior state and global leader (Brooks, 2013, p. 76); retrospectively, this 

sentiment is closer to extreme nationalism and even fascism than some might care to admit.  

Presidential policy directive-4… contains statements of principle including that the U.S. 

considers “free access to, and use of, space vital to its national interests”, and that it considers 

interference with space systems or infrastructure “an infringement of a nation’s rights” (The 

White House, 2010, p. 3).  This foundational modern space policy document informs the 

Secretary of Defense’s (2012) policy statement that Department of Defense (DoD) space 
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activities will “extend the battlefield advantages that space systems can provide to allies”, 

incorporate space-related defense capabilities into one structure, and engage in SSA activities to 

protect U.S. interests (pp. 2-3).  The Presidential directive makes a solemn statement but the 

DoD directive explicitly intends to operationalize space capabilities for military benefit: it is here 

that American exceptionalism translates a possibly defensive or passive position into an actively 

and overtly militant one.  The White House (June 2018) states in its National space traffic 

management policy that “unfettered access to and freedom to operate in space [is] of vital 

interest to advance the security” of the nation (p. 1), and expresses its principle that stability and 

operational sustainability are imperative to national security activities (p. 3).  This space policy 

directive assumes that the U.S. “should continue to lead the world in creating the conditions for a 

safe, stable, and operationally sustainable space environment” (p. 3); however, the repertoire of 

mechanisms for creating conditions of safety and stability feature military force prominently.  

American exceptionalism and determination to preserve its space operational viability are 

prevailing characteristics in these publications. 

 Threats to American space systems and space operations also threaten their terrestrial 

grand strategy as a great power.  The National security space strategy: Unclassified summary 

(2011) reveals that  

“space is vital to U.S. national security and our ability to understand emerging threats, 

project power globally, conduct operations, support diplomatic efforts, and enable global 

economic viability…space is becoming increasingly congested, contested, and 

competitive” (p. 1). 

Space operations are evidently incorporated into several major lines of effort in U.S. national 

security strategy, so increasing congestion with, contestation by, and competition with new space 
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powers is threatening to U.S. national security.  With approximately 60 State actors and 

additional private and academic actors, plus debris, there is increasing risk of disruption to global 

civilian space-enabled services (pp. 2-3). 

 A set of national security space objectives was developed to mitigate risk to U.S. national 

security.  The first objective is promotion of peaceful use of space, including SSA development 

and information sharing and protection of U.S. and allied space assets (Secretary of Defense, 

2011, pp. 5-6).  SSA development is primarily intended to facilitate greater domain awareness in 

order to protect satellites and other space assets from the effects of debris, thereby assuring 

command and control of space-enabled systems and functions.  Next, the U.S. aims for provision 

of improved space capabilities including technological innovation to preserve strategic 

advantages offered by space (p. 7); then, partnership with other nations, international 

organizations, and commercial actors for information sharing for SSA and missile warning (p. 9).   

The fourth and fifth objectives of the National security space strategy directly state 

potential for American counter-attack in response to offensive action in space.  They commit to 

deterrence and appropriate response, and to overt combat preparedness.  The fourth objective is 

prevention and deterrence of aggression against U.S. national security space infrastructure, 

achieved by promoting operational norms, developing collective security arrangements, 

improving attribution abilities to determine responsibility for aggression, improving system 

resilience, and improving intelligence (Secretary of Defense, 2011, p. 10).  Further, the U.S. 

intends to “retain the right and capabilities to respond in self-defense, should deterrence fail”, 

using force in accordance with international law, treaties to which the U.S. is a party, and “the 

inherent right of self defense” (p. 10).  In its fifth objective, the strategy states that American 

“military and intelligence capabilities must be prepared to  
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“fight through” a degraded environment and defeat attacks targeted at [their] space 

systems and supporting infrastructure.  We must deny and defeat an adversary’s ability to 

achieve its objectives” (p. 11). 

Clearly the U.S. is prepared to engage in space warfare not only in defense but in deterrence so 

as to prevent enemy objective completion.  The strategy goes on to commit DoD to manage 

national security mission risk, improve resilience with capability alternatives and partnerships, 

and to develop doctrine and tactics for this new domain (p. 11).  U.S. national security strategy in 

space is openly aggressive to contestation and disruption, and it engages congestion by 

attempting to develop relationships that further its own security and strategy first. 

 American space policy presents space system continuity and defence as a high priority 

because space systems enable critical civilian and military terrestrial effects, and the focus of 

states and corporations turns outward to space evermore, introducing new commercial and 

strategic possibilities.  Their policy and strategy documents openly refer to it as essential to 

national defence and security, nestling their military objectives under the Outer Space Treaty and 

American triumphalism as means to achieving a peaceful and universal orbital space.  Space 

system assurance is also important to greater American space aspirations: having committed to 

return to the Moon and launch deeper-space missions (The White House, 14 December 2017, 

p.1), the U.S. must maintain orbital space supremacy in order to maintain its advantage in the 

deep space race.  It commits to responding deliberately to space system interference at a “time, 

place, manner, and domain” of its choosing (The White House, December 2017, p. 31). 
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Research sub-question 1: Which hazards and risks to space systems are priorities 

for the United States? 
 

The results indicate that the United States prioritizes hazards and risk to its space systems 

by systemic threats and loss of terrestrial effects, orbital debris, and enemy interference.  

Understanding American positions on specific threats and risks helps ground the potential for 

counter-attack against interference in terms of operational threats.  For the U.S., capability 

assurance remains a key priority, but there is acknowledgement of threats posed by 

interdependencies, by a congested space environment, and by specific enemy strategies and 

tactics.   

 Publicly available, unclassified American space policies and strategies recognize the 

critical interdependencies associated with space systems and infrastructure and their terrestrial 

effects.  Presidential policy directive-4… sets a goal of “strengthening stability in space 

through…protection of critical space systems and supporting infrastructures, with special 

attention to the critical interdependence of space and information systems” (The White House, 

2010, p. 4).  Another goal of the directive directly states its aim to “increase assurance and 

resilience of mission-essential functions enabled by…spacecraft and supporting infrastructure 

against disruption, degradation, and destruction” including by hostile causes (p. 4).  The 

Secretary of Defenses Space policy (2012) identifies restoration of space assets as a means of 

accomplishing defence missions (p. 4) when continuity of operations has been disrupted.  These 

statements recognize that a system of effects and capabilities are connected to space and in 

space, and that their failure poses risk to national defence and security. 

 The U.S. is equally concerned with loss of civilian capabilities and its effects on the 

security and well-being of human and commercial users.  It commits to maintaining GPS service 

for civil use within published performance standards and to investment in capability 
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augmentation to protect and improve GPS resilience and redundancy (The White House, 2010, p. 

5).  The preambles of each sample document recognize the duality of space systems and by 

assuring space system continuity, the policies and strategies seek to assure human security and 

benefit from space systems. 

 Orbital debris poses considerable risk to American space systems and is accordingly 

prioritized by their space policies and strategies.  For the purpose of minimizing debris, the U.S. 

committed developing international debris mitigation guidelines with space partners, and 

employing SSA for civilian and national security sources to “detect, identify, and attribute 

actions in space that are contrary to responsible use and the long-term sustainability of the space 

environment” (The White House, 2010, p. 7).  With between 20,000 to 22,000 objects in space 

being tracked by DoD and hundreds of thousands debris pieces too small to track (The White 

House, June 2018, p. 1; Secretary of Defense, 2011, p. 1), SSA and STM services are considered 

“essential” to mitigating the fatal risk of orbital debris and the constricting effects of space 

congestion (pp. 3-4).  There is empirical evidence from multiple case studies that orbital debris is 

fatal to spacecraft: the Secretary of Defense (2011) acknowledges the 2009 collision of a Russian 

government Cosmos satellite with an American commercial Iridium satellite, creating 

“approximately 1,500 new pieces of trackable space debris, adding to the more than 3,000 pieces 

of space debris created by the 2007 Chinese ASAT test” (p. 2).  While the U.S. cannot take 

unilateral action to mitigate risk of orbital debris, its commitment to international cooperation 

and its desire to prevent irresponsible debris-producing behaviour (The White House, June 2018, 

p. 7) are evidence that creation of orbital debris is contrary to its strategic interests. 

 The results identify specific enemy strategies and tactics that threaten American space 

systems, which combined with their stated strategic priorities clarifies which enemy actions 
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produce the highest risk.  Presidential policy directive-4… commits to protecting “U.S. global 

access to, and operation in, the radiofrequency spectrum” and to enhancing its ability to 

“identify, locate, and attribute sources of radio frequency interference, and take necessary 

measures” to sustain the critical function of U.S. space systems (The White House, 2010, p. 9).  

These commitments culminate in a clearly menacing position on threats to space system 

interference.  In more recent direction, the White House (June 2018) encourages all satellite 

owner-operators to consider encryption of command and control links and data protection 

measures (pp. 8-9), acknowledging the significant risk cyber attack poses to command and 

control of individual satellites and constellations.  It also states its intent to address the 

interdependency of radiofrequency spectrum protection, STM, and debris mitigation (p. 10), 

tying together the highest risks to American space operations of systemic failure, orbital debris 

and congestion, and enemy interference. 

 The results identify systemic failure, orbital debris, and enemy interference as key 

concerns for the U.S. in space access and use.  The globally accepted range of enemy combatant 

strategies and tactics is much broader, and Chinese capabilities and practices will be engaged in 

the discussion section of this analysis to further contextualize the results.  The host of scientific 

or naturally-occurring threats is equally broad in the foreboding environment of space; however, 

natural occurrences are divorced form the intent of this research and as such were not explored, 

and either way were not as prominent in the samples gathered.  Having identified strategic, 

causal issues that might indicate potential for American counter-attack to Chinese offensive 

action, and having clarified the aggravations of which hazards and risks the U.S. concerns itself 

with most evidently, the analysis now turns to the mechanisms of policy and precedent the U.S. 

might justify counter-attack. 



ASYMMETRY, VOLATILITY, AND ESCALATION 35 

Research sub-question 2: Which policies, military precedents, and international 

laws and customs facilitate escalation of conflict in space? 
 

The results present American policy, customary, and legal positions on conflict escalation and 

use of force in space that, building on the international legal literature reviewed above, 

unsurprisingly permit the U.S. to maintain an aggressive and ready posture in space.  Permission 

to militarize space is an American interpretation of the international legal and policy suite: 

American policy application is liberal, allowing it to undertake military and security activities 

justified as self-defence in space.  While the samples do not refer directly to military precedents, 

the previous research question’s results included reference to ASAT testing causing orbital 

debris: therefore, the U.S. does acknowledge preceding rival military action in space in its policy 

suite.  The samples also generally acknowledge the principles of international laws and customs 

in space; however, they do so selectively and in a manner that serves their policy goals.  

American justification for conflict escalation in space as a result of attack on its space systems is 

explained in its own policies as an interpretation of international laws and customs, but it has 

taken a clearly aggressive stance and is prepared to engage its enemies to protect its space assets. 

 The United States’ own policy, as it interprets international law and customs, permits 

militarization of space.  The White House (2010) interpreted the universal right to peaceful and 

globally beneficial space exploration and use as permitting “for space to be used for national and 

homeland security activities” and committed to assuring access and use of space, self-defence, 

deterrence, and defence and defeat of attacks (p. 3).  Its guidelines for the Secretary of Defense 

and the Director of National Intelligence task them to increase space system resilience, improve 

ISR, generate military plans for response operations, and support strategic intelligence and 

defence goals (pp. 13-14) in direct support of defence and security objectives.  Any ambiguity in 

the intent of these capabilities is erased by the DoD’s Space policy which requires the 
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department to “possess capabilities, not limited to space, to respond to an attack on U.S. or allied 

space systems in an asymmetric manner by using any or all elements of national power” 

(Secretary of Defense, 2012, p. 2).  Put simply, the U.S. military is prepared to fight over space 

system interference and have been ordered to be ready.   

This directive also requires implicated combatant commanders to “plan and implement 

space-related activities that support national security objectives”, “provide baseline space 

capability needs and prioritized Combatant Commander space-based mission needs and effects”, 

“integrate space capabilities and applications into training”, and to “plan for and provide force 

protection…for space forces assigned, deployed, and operating in their area of responsibility” 

(Secretary of Defense, 2012, pp. 10-11).  These requirements simultaneously integrate space 

activities into operational planning, contingency planning, training and capacity building, and 

continuity of operations in a joint deployed environment.  Space activities are seen as core to 

national defence and security and therefore inherently require assurance and defence.  The White 

House (May 2018) acknowledged that in the application of executive direction on space, national 

security, public safety, and foreign policy interests need to be protected (p. 1).  In both the 

strategic and operational tiers of space, American policies require that their capabilities be 

protected. 

The samples include very clear signals from military and political officials in the U.S. 

government that interference with their space systems will result in counterattack.  The Secretary 

of Defense (2012) states openly that 

“purposeful interference with U.S. space systems, including their supporting 

infrastructure, will be considered an infringement of U.S. rights.  Such interference, or 

interference with other space systems upon which the United States relies, is 
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irresponsible in peacetime and may be escalatory during a crisis.  The United States will 

retain the capabilities to respond at the time and place of our choosing” (p. 1). 

In this policy statement, the DoD explicitly states that interference with space systems may result 

in conflict escalation using capabilities that afford the U.S. military agility and depth in power 

projection. 

 The National security space strategy: Unclassified summary also clearly commits to 

assuring space use and access and can be read with clear intent to use force where necessary.  

The strategy’s objectives include maintenance and enhancement of “the strategic national 

security advantages afforded to the United States by space” in “a secure space environment in 

which responsible nations have access to space and the benefits of space operations” (Secretary 

of Defense, 2011, p. 4).  American thought on use of space arbitrates responsibility and security 

in space, presumably with both being defined in favour of American strategies and practices.  

Their strategy summarizes that its aim is to “enhance the strategic national security advantages 

afforded to the United States by space” by enhancing SSA and information sharing, improving 

deterrence through alliances, and improving attribution and counter-space operational 

capabilities (pp. 13-14). 

 American space policies and international legal interpretations contained within the 

samples provide a very unambiguous depiction of the U.S. position on conflict escalation in 

space: it will not tolerate interference with its space systems because to do so is to interfere with 

their national security and defence strategies and operations.  The U.S. is ready to use military 

means to protect those interests and its policies give itself permission to employ them under the 

guise of universality of access and use of space.  While the samples do not specifically mention 

them, there are international legal precedents in the literature reviewed for this analysis, notably 
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the Outer Space Treaty and the International Court of Justice decision on Nicaragua v. United 

States.  The Outer Space Treaty’s language and principles are directly invoked in the American 

policy suite sampled in this analysis.  In the discussion section that follows, the American 

posture will be contextualized in the strategic situation in comparison with China and the 

existing international legal framework.  The Chinese perspective portrays America as just as 

underhandedly aggressive, hiding behind the cloak of scientific exploration to weaponize space 

(Wang, 06 March 2019, n.p.). 

Summary of results 

The results confirm that, based on the American policies sampled and analyzed, potential 

exists for conflict escalation in space if the U.S. stages a military response to offensive action; 

however, it does not overtly indicate any potential regarding China.  The U.S. prioritizes 

assurance of its interdependent capabilities and terrestrial effects for both civilian and military 

purposes, is attentive to orbital debris mitigation, and is cognisant of hostile interference with its 

space systems.  The American space policy suite sampled in this analysis clearly and repeatedly 

signals that the U.S. is immediately prepared to take military action to protect its space systems 

from interference or destruction.  Space is heavily contested and the U.S. is intent on maintaining 

its command of space. 

 Without specific reference to the People’s Republic of China, it is difficult to determine 

actual courses of action for conflict escalation at the strategic or operational tiers; however, it 

was unlikely that China or any other state would be specifically named in any public-facing 

policy.  The results also identified a lack of public-facing knowledge of reasonable and 

proportionate responses that United States might use to de-escalate or win an operational or 

strategic contest in space.  As China vies for space superiority and rapidly advances its civilian 
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and military space programs, it emerges as the primary threat to American space supremacy.  To 

apply the determination of the analysis so far – that there is definite potential for conflict 

escalation resulting from space system interference with the U.S. – strategic context needs to be 

developed and the international legal literature reviewed as part of the analysis should be 

considered.  Discussion of the results will apply them to an aggressively expanding China in 

order to directly address the only remaining factor not yet answered by this inquiry: if it is 

merely possible that the United States would engage China in a counter-attack for offensive 

action against its space systems. 
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Discussion 
 

The results of this analysis concluded that American space policy does not indicate 

potential for American armed response specifically to China; however, it did indicate potential 

for U.S. armed response to a general actor contesting space access and use.  Doing so threatens 

its dominance and the national security and defence advantages that space offers, which was 

reinforced by results that showed the hazards and risks the U.S. concerns itself with are threats to 

continuity of operations in space systems and terrestrial effects.  The samples of American space 

policies demonstrate strong concern for loss of civilian space-enabled capabilities, and for their 

impacts on the security and well-being of human and commercial users.  The U.S. recognizes the 

vitality of space systems to modern human security.  American policies place capability 

assurance above all other considerations; therefore, the analysis has determined that potential 

exists for an American response to a general threat, even though China was not specifically 

mentioned. 

 While the results of the analysis do not directly answer the research question 

affirmatively, it is worthwhile to situate them within the strategic context of space and then to 

again compare them with the international laws and customs consulted in the analysis.  This 

process will return a result for a more basic inquiry into whether or not it is possible that the 

United States might counter-attack China for offensive action in space.  This inquiry pre-

supposes both that China has undertaken or will undertake aggressive action of some type 

against American space assets, and that all involved actors will behave somewhat rationally.  The 

product of this exercise is that, of course, there is a possibility that the U.S. would counter-attack, 

which is a much broader query than potential, which involves a somewhat higher degree of 
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certainty.  Still, compared with Chinese space strategy and the overall space situation, and 

considering the lack of meaningful operational law or military precedents in space at this time, it 

is useful to fill the gaps in space operational norms with a measured, reasonable extrapolation 

from policies, law, and situational awareness. 

Chinese space strategy and contestation 
 

China’s space program is robust, its strategy is developed and far-reaching, and it 

specifically acknowledges “international strategic competition” with “countries concerned” with 

space and space forces (Ministry of National Defence, 2015, p. 4).  Although the United States is 

not named, there are only a select few countries concerned, and only one immediate challenger.  

Chinese space strategy is rational: it aims to compete specifically against the U.S, whereas it 

ignores its regional rival Japan, whom it is (aerospace) technologically superior to, and Russia, 

which it is aligned with (Suzuki, 2013, p. 105).   

The interplay between civilian and military space programming is mutually supportive 

and closely coordinated.  Chinese space strategy plans to use space as a key enabler of its grand 

strategy, and it is linked to concerns of economic and social prosperity in addition to security for 

the People’s Republic of China (Ministry of National Defence, 2015, p. 4).  China’s 

demonstrated ability to contest space is cause for great concern in the United States, as noted by 

prominent American military officials like the Commander of the 1st Space Brigade, U.S. Space 

and Missile Defence Command (Brimelow, 13 February 2018, paras. 1-6).  Ultimately, Chinese 

space strategy and operations are much more consequential than their actions appear, and 

accordingly their coordination with other branches of government is high.  Though civilian space 

activities are publicly managed by the China National Space Administration, important policy 
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and operational decisions are made by the PLA and its influence in the Chinese aerospace sector 

is strong (Chang, 2018, p. 1164). 

 Chinese military strategy incorporates system-of-system operations (SOSO) (alternately 

called “system versus system warfare”), which aims to disrupt systems, processes, and decision 

cycles, and is heavily reliant on information systems and communications capabilities (Pollpeter 

et al., 2018, p. 4).  The Chinese characterization of their military strategy as active defence is one 

that conspicuously allows the People’s Liberation Army (PLA) to “seize the initiative” to 

counteract threats (Secretary of Defense, 2018, p. 46).  Their coercive approach to achieving 

strategic objectives is apparently designed to avoid provoking the United States; however, their 

increasing military presence in the South China Sea and even in their new military base in 

Djibouti enable them to project power through military missions and missions other than war 

(pp. 46-47). 

 These concepts are not necessarily revolutionary to military affairs in China.  In their 

leaked defence scholarship on asymmetric and systems warfare, Unrestricted Warfare, PLA 

Colonels Qiao & Wang (1999) suggested a long list of avenues of approach in asymmetric 

warfare, including space warfare, network warfare, intelligence warfare, and virtual warfare 

(deterrence) (pp. 149-150).  They call for a shift in thinking on domain warfare, imploring their 

colleagues to adopt multi-pronged approaches to asymmetric warfare in multiple domains (pp. 

197-198), and encourage multi-dimensional thinking when planning effects to achieve, listing 

space as one of the battlefield domains from which system impacts can be achieved (pp. 217-

218).  So, while recent defence policy has emphasized SOSO, system-level conflict analysis is 

not new to the PLA.  Not long before this definite text, General Secretary Jiang Zemin urged 

senior military leadership to focus on intense, localized effects in high-tempo, joint operations 
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enabled by technology (Cheng, 2012, pp. 58-59).  SOSO is the honing of a developed grand 

strategy of asymmetric sub-strategies and it deserves attention and analysis from potential 

adversaries, specifically the U.S. 

 The 2015 Chinese military strategy whitepaper (Ministry of National Defence, 2015) 

describes its “comprehensive national strength, core competitiveness and risk-resistance 

capacity” at a time when it must assure its strategic objectives and development interests, and it 

recognizes outer space and cyber space as prominent domains in strategic competition (p. 1).  

Their self-perception is one of a competitive rising global power that needs to protect its growth 

– it is an accurate perception.  China understands space operations as a key enabler to speedy, 

surprising offensive operations and urges initiative and decisiveness with space-enabled first 

strikes (Pollpeter et al., 2018, p. 8), applying the principles of terrestrial war to the space domain.  

China equivocates space superiority to battlefield supremacy, and considers denying the use of 

space to the enemy crucial (p. 7).   

Their current and planned future space capabilities aim to enable their own ability to 

operate with speed and surprise, and to deny those same principles of war to their enemy: 

“currently, China has the ability to jam common satellite communication bands and GPS signals, 

and it has made the development and deployment of satellite jamming systems a high priority” 

(Harrison et al., 2018, p. 10).  While China’s strategy and policy statements declare a position of 

active defence, their actions and abilities indicate their readiness and willingness to engage pre-

emptively and aggressively.  That is in line with President Xi Jinping’s vision for “big power 

diplomacy” and the predicament of growing their influence in a congested and sensitive region 

of the world (Hu, 2015, pp. 165-166) – the Chinese near-abroad requires a soft but firm 

approach. 
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China’s new defence strategy includes deep-water naval operations heavily enabled by 

space-based command, control, communications, computers, intelligence, surveillance, and 

reconnaissance (C4ISR) systems, such as over-the-horizon radar, information and intelligence 

sharing systems, and counter-space capabilities (Pollpeter et al., 2018, pp. 5-6).  This kind of 

joint operative capability has been in development since 2000, when China began to rapidly 

modernize space-based C4ISR capabilities and increased its satellite fleet to 181 spacecraft in six 

variants by 2016, the second largest fleet in the world (p. 8).  All of this information and 

intelligence capability has strategically enabled the Ministry of National Defence (2015) to apply 

the principle of “preparation for military struggle” (PMS) toward “winning informationalized 

local wars, highlighting maritime military struggle and maritime PMS” (p. 3).  Chinese military 

strategy very directly links operational- and strategic-level missions by way of information and 

system warfare, tying in regional or domain conflicts like space superiority or the South China 

Sea to its grand strategy.  China aims to incorporate flexibility, mobility, mission command, joint 

and combined operations, and system-versus-system operations (p. 3) in a sweeping revolution 

of military affairs catalyzed by its success in space and cyberspace.  Now, China is organizing 

units, forces, and information systems that will be coordinated “seamlessly in a variety of 

environments and for a variety of missions”, in constant high readiness perfecting integration, 

functionality, agility, and efficiency (Ministry of National Defence, 2015, p. 5). 

On 31 December 2015, the PLA reorganized and expanded significantly to create 15 

functional departments, offices, and commissions out of four original departments, restructured 

its regional commands into theatre commands, and created the Strategic Support Force 

(SSF)(Pollpeter et al., 2018, p. 14).  The SSF was created to provide “strong strategic, 

foundational, and sustainment support to carry out the integration of capabilities… [and to] 
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optimize the structure of the military forces and improve comprehensive support capabilities” (p. 

15).  The total reorganization and the stated mission of the SSF indicate a strong focus on 

coordination, planning, and logistical support for deployed operations with specific missions in 

specific theatres.  Retired PLA Navy Admiral and national expert on information warfare Yin 

Zhou more directly stated that the SSF aims to support the PLA in the battlefield so it can 

“achieve superiority in the space, cyberspace, and electromagnetic domains” (p. 15).  It has a 

unique organizational structure comprised of offensive and defensive cyber forces, electronic 

warfare units, and information warfare forces concentrated under one command (p. 16).  The 

SSF is the embodiment of China’s SOSO strategy and its vision of outer space and cyberspace as 

critical warfighting domains. 

The highest levels of PLA command and strategy development have committed to 

creating joint-operating, space-enabled military forces.  The Ministry of National Defence (2015) 

committed to activity, security, and arguably to superiority in space and cyber space, citing 

national security and assurance of their national economic and social development goals as chief 

concerns (p. 4).  For China, access to and use of space is an existential issue.  The SSF’s 

leadership structure accordingly dedicates China’s most qualified personnel to leading the space 

and cyberspace fight, drawing heavily from their civilian and military space programs and from 

the PLA Ground Force (Army) – the SSF is believed to be commanded by a Lieutenant General 

Gao Jin and a Political Commissar, General Liu Fulian (Pollpeter et al., 2018, p. 17).  Its 

executive body consists of eight other senior flag officers, heading up departmental functions and 

its Network Systems and Space Systems departments, and its command structure appears to 

include just as many political officers as military officers in its executive ranks (pp. 18-21).  The 

Deputy Commander and Chief of Staff (COS) of the SSF, Major General Liu Shangfu, was 
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formerly Commander of the Xichang Satellite Launch Centre, Deputy Commander of the 

Chinese human spaceflight program, and served as Deputy Commander and COS in multiple 

military formation headquarters (pp. 18-19).  The SSF’s leadership contains a high amount of 

individual knowledge, depth in leadership and operational experience, and significant 

institutional and historical knowledge.  Staffing the SSF as such is a clear indication of how 

important the PLA and China considers space and cyberspace. 

China’s actual space and cyberspace operations demonstrate significant institutional and 

operational capability, threatening real-world effects for civilians and militaries alike.  To 

understand the interdependence of space and cyber threats to human security, one can look to 

both immediate effects of disruption on individuals and systemic disruption for states.  Cyber 

threats, for example, including Chinese cyber offensive operations, intersect with a multitude 

real-world environmental and theoretical layers.  According to Harold et al. (2017), these 

intersections include geography, such as the location of networks and infrastructure or legal 

jurisdictions; networks, for their connectivity and infrastructure; components and devices; online 

identities or personas; and, actual identities of actors and organizations (p. 44).   

GPS is an often-cited example of interdependence: the same system provides three-

dimensional positioning in civil aviation approach management; PNT, materials, and fleet 

management for the U.S. Coast Guard; geodetics research, climate disaster monitoring and 

research, and orbital science research support (International Committee on Global Navigation 

Satellite Systems, 2016, p. 5); standard positioning for civilian use; and, precise positioning for 

U.S. military, U.S. federal agency, and allied use (p. 8).  In a 2015 book arguing that China does 

not threaten American hegemonic power, John Hopkins-based sociologist Ho-Fung Hung 

posited that the American economy and military will forever impede Chinese ascent to unipolar 
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power (Hanlon, 2017, paras. 6-7).  If this is true, than American hegemonic power can still be 

disrupted and frustrated by its partner-enemy by inhibiting its military and economic capabilities 

asymmetrically, like China can in space – perhaps even more so than if it were a hegemonic 

threat.  The asymmetric or non-kinetic fight is an extremely important one for China, and it is the 

more likely threat to the public and their individual security.  China still very readily challenges 

American space use even though its own exploration and research relies heavily on safe and 

secure orbital space.  Chinese research related to satellite communications and operations 

includes aerospace engine systems; deep space occupation and exploration; quantum computing; 

national security in cyberspace; advanced communications, and resource acquisition 

(Kenderdine, 2017, p. 335).  The PLA and SSF are willing to risk peaceful use of space and the 

terrestrial uses of space systems, notably security and communications, in order to compete. 

In very recent history, China has conducted tests and operations that threaten these and 

more space-enabled functions.  A 2013 “high altitude science mission” was determined to be a 

counterspace test of a missile system that could attack satellites in geosynchronous orbit, such as 

GPS satellites (Pollpeter et al., 2018, p. 10).  Examples of suspicious and concerning Chinese 

operations in space include a 2010 Shijian satellite collision followed by suspicious silence from 

China; a 2013 test of three Chinese satellites in close proximity operations involving 

manipulating each other with a robot arm; a 2016 launch of the Aolong-1 satellite with a robot 

arm ostensibly for removing space debris; and, an aggressive incident in 2006 in which a 

Chinese laser “painted” an American reconnaissance satellite in a directed energy weapon attack 

without causing damage (p. 10).  Other counterspace operations and tests include a 2007 kinetic 

ASAT test that destroyed satellite FY-1C, multiple ballistic missile tests between 2010-2015, 

multiple proximity operations and tests between 2010-2016, and two cyber attacks on the United 



ASYMMETRY, VOLATILITY, AND ESCALATION 48 

States’ Jet Propulsion Laboratory and National Oceanic and Atmospheric Administration 

attributed to China (p. 11).  The SSF is highly adept at kinetic and non-kinetic space and counter-

space operations.  Recognizing space systems as a potential target for future first-strikes, and 

understanding their own increasing dependence on and strength drawn from the asymmetries of 

space systems, the SSF has developed a breadth of capabilities and resilience (Kania, 29 

September 2018, paras. 12-13) that bolster their concept of operations within the grand strategy 

of the PLA and China. 

Chinese military strategy, space strategy, and space operations focus their asymmetric 

and systems warfare doctrine into a domain that is essential to their grand strategy of assurance 

and active defence.  Their new SSF, led by the most experienced and powerful political and 

military staff in the Chinese space community, operationalizes the strategic advantages of space 

systems into real-world advantages in specific theatres.  Chinese space operations demonstrate a 

wide range of capabilities and a willingness to contest space if necessary to achieve their 

strategic objectives.  Chinese space contestation is an active threat, even if the People’s Republic 

of China is not directly named in American public-facing space policies. 

International law and customs applied 
 

 This paper has presented a basic overview of the international legal framework governing 

activity in space.  It has also analyzed public-facing American space policy and determined that, 

while it does not make specific reference to China, it does demonstrate willingness to use force 

to defend its interests in space.  Finally, the paper has presented the formidable threat of the 

Chinese space program and its military space operations.  In order to further develop the 

constraints of the discussion of results – that China has undertaken or will undertake aggressive 

action in space (confirmed above) and that all actors will behave somewhat rationally – it is 
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necessary to position the Chinese and American space power rivalry within the international 

legal framework introduced above. 

 The UNGA (1966) permitted deployment of military resources to space for peaceful and 

scientific purposes, and successive interpretations have concluded that military resources for 

national defence and national security purposes fall under the umbrella of peaceful purposes 

(Stephens, 2017).  When Chinese (and indeed all States’) space operations are contrasted with 

this generous interpretation, they are permissible under international law because they are 

constructed to ensure the active defence of China (Secretary of Defence, 2018) instead of serving 

a more overtly aggressive strategy.  In recognition of increasing congestion and militarization of 

space, diplomatic efforts have attempted to constrain use of space within acceptable behaviours; 

however, none have succeeded in generating a consensus.  The European Union’s draft Code of 

Conduct for space and the joint Russian and Chinese Treaty to Ban the Weaponization of Outer 

Space brought before the Conference on Disarmament in Geneva have both failed (Sridhara 

Murthi & Gopalakrishnan, 2017, pp. 37-38).  Therefore, States are left to extrapolate 

international legal customs from the Outer Space Treaty, international sea law, and international 

cyber law (and other applicable bodies and principles) and can realistically be expected to come 

to conclusions that favour their space objectives.  China and the United States do not differ in 

this respect. 

 Applied to space, international law and international legal customs contribute to the 

traditional deterrence calculus that opponents must evaluate in order to determine the value of 

aggressive action.  Space deterrence is essentially an amplification of existing deterrence theory, 

which in process considers the value of an objective and its potential cost, the probability of 

courses of action occurring and the probability of success (Harrison et al., 2017, p. 21).  When 
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examined through normative policy analysis, the position of the United States on space 

interference is one of deterrence, and it appears to be parallel with the international customs and 

laws affecting space.  In addition to very clearly stating its general position on space system 

assurance, the United States has developed capabilities that support its intent and demonstrated 

willingness to employ them, satisfying the key features of effective deterrence as described by 

Harrison et al. (2017): capability, credibility, and communication (pp. 21-22). 

 Applying the legal concepts contained within just war and conflict escalation theory is of 

course complicated by the modern security environment and the actors in it.  No examination of 

this nature can ignore that the globalized, informatized, interconnected world contains 

overlapping domains of warfighting and a myriad of non-traditional actors.  While the focus of 

this analysis has been on great power rivalry, elsewhere there is acknowledgement that the more 

likely threat to space systems comes from non-state actors (Miller, 2019, p. 34) and the more 

likely attack vector is cyber (p. 44).  Further to the concept of interconnected threats and impacts, 

as has been discussed in this paper, consequences are important in discussion of legal 

ramifications for space operations.  The ICJ (1986) recognized that the U.S. flew SR-71 

Blackbird supersonic fighter jets over Nicaraguan airspace during the Contra affair to create 

sonic booms intended to cause psychological stress to Nicaraguan government officials (para. 

87).  Accordingly, it ruled that overflights – including for reconnaissance by unarmed aircraft – 

were violations of Nicaraguan territorial sovereignty (para. 292).  What this means for space is 

that indirect effects – including those that are intended to have an element of deniability – are 

still the responsibility of states or actors to manage in conflict. 

 In the new space race, the body of knowledge of deterrence grows ever more out of date.  

International law and escalation theory is drawn extensively from nuclear deterrence laws and 
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theories created for the problem of bipolar global hegemonic powers (the United States and the 

Soviet Union), not for space forces operating with such systemic vulnerability that decades of 

military technology could be rendered ineffective if space access and use is lost (Harrison et al., 

2017, pp. 27-28).  There are the cyber warfare principles established in Tallinn and the 

international legal precedents on attribution and prohibition from the ICJ; however, space legal 

guidance is extrapolated from these parallel resources, not reliant upon them in a foundational 

sense.  Space power is a fundamentally different type of power requiring more nuanced 

operation and response.  At the very heart of the discussion of these results is the mystery of 

conflict escalation thresholds in space: at what threshold does it become possible for the United 

States to respond with kinetic or non-kinetic force to Chinese space contestation? 

The possibility of American counter-attack to Chinese contestation in 

space 
 

 China undoubtedly has aspirations for space supremacy linked to its grand strategy and 

its survival as a communist state.  It has a robust military and civilian space program that rivals 

the United States’ and China poses a very real threat to American space access and use, which 

affects American military and commercial and private civilian capabilities.  The international 

legal framework surrounding space use and the law of armed conflict clearly identifies 

responsibility for actions in space and their consequences.  It fairly clearly makes States 

responsible for the first and second order effects of their actions.  The problem that remains in 

the current military and commercial strategic situation in space and the vacuum of international 

law intended specifically for conflict in space is the lack of a roadmap of escalatory thresholds 

for conflict in space.  Specific to the constraints of this discussion, one aims to identify 

thresholds at which the United States might respond with force to kinetic or non-kinetic attacks 

on its space systems. 
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In their exploration Escalation & deterrence in the second space age, Harrison et al. 

(2017) recommend U.S. policy makers identify their own vertical conflict escalation thresholds 

and responses ranging from non-kinetic interference to kinetic-kill options, and horizontal 

escalation measures ranging from military to diplomatic, informational, and economic means of 

escalation (p. 31).  An escalation roadmap of this sort would lay out numerous options for 

decision makers that could permit a proportionate use of force in response without risking a 

significant upswing in conflict.  China already employs “gray zone” strategies to antagonize the 

United States without triggering conflict, so the U.S. would do well to establish escalation 

options appropriate for response to asymmetries and sensitive to the divergent priorities and 

understandings of conflict amongst other actors (p. 33).  Based on the results, this expert 

analysis, and their subsequent Space threat assessment 2018 (Harrison et al., 2018), it is evident 

that the U.S. does not have a (public facing) escalation roadmap for space. 

 Identifying American escalation thresholds for China might start with its cyber deterrence 

policies.  The Obama administration’s cyber deterrence policy stated a first preference for 

network defence, law enforcement, economic action, and diplomacy, relying on use of force 

when those options fail (Harold et al, 2017, p. 55).  Whereas American space deterrence is 

generally practiced through collective security and system resilience (pp. 80-81), Chinese space 

deterrence is a combination of dissuasion and coercion (p. 84).  American space deterrence 

simply intends to stop attacks, but Chinese space deterrence intends to diminish disadvantageous 

enemy activity and encourage advantageous activity – it is truly strategic in approach.  The 

divergence of Chinese military space strategy and escalation thresholds from their American 

rivals is dangerous: whereas kinetic operations might be seen as coercive by the Chinese, the 

U.S. could very well interpret them as acts of war; additionally, attempts to de-escalate might be 
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misunderstood by the Chinese as fear as opposed to their true intentions (p. 85).  Chinese space 

strategy focuses heavily on aggressive signalling and fear, aiming to intimidate and thus dissuade 

and coerce its opponents in space and in support of its grand strategy, escalating from displays of 

power, to military space exercises, to military asset deployment to space, and to space blockades 

of terrestrial effects or space operations (pp. 85-87). 

 With incongruent and asymmetric strategies, the United States and China find themselves 

competing urgently and aggressively in space with no apparent developed courses of action for 

response to interference or attack.  Extrapolation from existing international norms and laws 

might help identify possible American courses of action in response to interference or attach in 

space.  American thinking on kinetic response to asymmetric cyber attacks invokes the UN 

General Assembly’s broad definitions of use of force as any armed attack, and it infers the right 

to respond proportionately in self-defence or upon invitation from an injured ally (Keen, 2015, 

pp. 135-137).  When theoretically applied to the possibility of kinetic responses to cyber attacks, 

self-defence appears the most practical mechanism upon which to justify armed counter-attack 

but its legality hinges upon attribution and the scale and effects of the cyber attack, both of which 

are very difficult to prove (Keen, 2015, pp. 144-146).  Globally recognized expert and Tallinn 

manual editor Dr. Michael Schmitt predicted this stalemate in 1999 when his analysis found that 

cyber attacks occurring in isolation do not truly warrant armed response, and that those made in 

conjunction with or as a component of military action may only warrant limited counter-attack, if 

any (p. 26).  It is highly unlikely that the U.S. could satisfy the legal requirement that a cyber 

attack reach the threshold of “armed attack” to either obtain UN Security Council permission to 

respond to an attack or to satisfy the after-action investigation by the ICJ (Keen, 2015, p. 149), 

so it is increasingly unlikely that they might try to, although it is not impossible. 
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 The structure of American space forces, if President Trump’s directives are ratified, may 

play a significant role in determining the possibility of American kinetic response to counter-

attacks in space.  As it stands today, the U.S. Space Force is being established as a force 

generator and enabler and coordinator of effects, and if approved congressionally will ramp up to 

a combatant command by 2024 (Whitney et al., 2019, pp. 91-93).  Much like the PLA SSF, 

Space Force is not in command of combat operations; rather, it is responsible for generating 

assets and personnel in support of terrestrial combat operations.  Former Secretary of Defence 

General (Retired) Jim Mattis, United States Marine Corps (2017) opposed the creation of a space 

corps at a time of fiscal conservatism and integration of warfighting functions (p. 2).  Although 

he later rescinded his comments with no stated purpose, his high-profile challenge of a 

Presidential directive illustrated the complexity and sensitivity of establishment of a new service 

branch.  The United States appears unprepared to immediately engage in direct kinetic armed 

conflict in space or in defence of their space superiority. 

 This discussion of Chinese space strategy, international laws and customs in space, and 

the possibility of American use of force theory and preparedness has not disproven the 

possibility of American kinetic response to Chinese space interference.  Chinese posture is 

decidedly aggressive and international norms do not prohibit use of force, but just as the results 

of this research established, there is very low likelihood or plausibility that the U.S. would or 

could justifiably employ force to respond to Chinese aggression in space.  Analysis of the results 

of the research inquiry found there was no indication in public-facing U.S. space policy that 

there were strategic factors that indicate potential (likelihood) of response to China, and the 

resulting discussion did not establish specific thresholds at which American counter-attack might 

become possible because there do not appear to be thresholds established or understood.  There 
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are merely international legal constraints that are understood to hypothetically apply to space and 

space conflict, and practical limitations for the United States that prevent such action and for 

China which make them unlikely to want to step outside the coercive “gray zone” they 

comfortably operate in.  At this time, although not necessarily always, American space policy, 

international law, and Chinese space strategy appear to be kinetic-conflict avoidant.
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Conclusion and recommendations 
 
This research inquired into strategic factors stated in American space policy indicating that there 

is potential for armed response to Chinese offensive action in space; concurrently, it analyzed 

American space policy to determine if hazards and risks that are priorities to the U.S. were 

identified, and it inquired into which policies and international laws and customs might enable 

armed response.  The purpose of this inquiry was to determine the potential for inter-state armed 

conflict or disruptions to dual-use systems, which threaten human security with political 

instability, violence, and economic and personal insecurity. The impacts of space system 

disruption are universal in that daily life and State affairs both rely on space systems as critical 

enablers. 

 The results of the analysis found that American space policy does not directly state 

potential for armed response to offensive action in space.  The results clearly stated that the U.S. 

intends to defend its access and use of space, defining defence as actions including deterrence, 

and in addition that it intends to maintain space supremacy.  American space policy identifies 

system interference, orbital debris, and enemy action as key threats that it is prepared to defend 

against using a host of preventative measures and responses; however, this sub-question also 

yields no reference to China or to specific thresholds for response.  The results revealed that 

American policy and legal justification for use of force generally conforms to international laws 

and customs, but like its peers the U.S. generously interprets the Outer Space Treaty’s 

permissiveness of deployment of military assets in space as well as the Nicaragua decision to its 

advantage. 
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 Discussion of these results then evolved into the possibility of American armed response 

to Chinese offensive action in space, recognizing that potential for this specific scenario could 

not be determined, although the results indicated plausibility.  Examination of 2015’s updated 

Chinese defence strategy and its creation of the SSF depict a People’s Republic and a PLA that 

are positioning themselves to gain decisive advantage in space and are already making 

significant strides toward space supremacy.  The range of capabilities available to the PLA SSF 

makes their space contestation rightfully concerning: the SSF’s ability to asymmetrically disrupt 

enemy spacecraft with electronic and cyber weapons is more likely to be employed, but their 

ability to kinetically attack enemy spacecraft with ASAT and co-orbital kill capabilities is well-

developed.  It is here that that we begin to respond to the initial human security inquiry into 

vulnerability caused by space system interference.  Knowing that two rival space powers are 

highly capable of disrupting and destroying space systems, which are often of dual use, one can 

comprehend that there is some risk to civilian space-enabled systems.  What is missing is sector-

specific risk mapping that seriously considers the impacts of space-enabled functions on 

infrastructure and business continuity, and produces qualifiable or quantifiable risk to human 

security factors as a result of system disruption or failure. 

 Applied to the specific scenario posed by the research question, international laws and 

customs do not prohibit armed conflict in space.  Traditional escalation and deterrence laws and 

theories apply, but they are growing increasingly out of date as the interconnected world leaves 

individuals vulnerable to impacts from space conflict on dual-use systems.  As the new space 

race progresses, policy and international legal and customary gaps continue to grow.  The 

modern world’s reliance on space-enabled systems for positioning, navigation, and timing; just-

in-time supply chains; hospital patient data storage and recall; and certainly commerce and 
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communications are a high level and yet non-comprehensive list of critical infrastructure impacts 

affecting the everyday lives and human security of people around the world, regardless of 

economic, health, or political status. 

Within the context of Chinese space expansion and the constraints of international law, it 

is possible but unlikely that the United States might respond with force to Chinese offensive 

action in space.  The most likely offensive action China might take is non-kinetic and perhaps 

unattributable, and therefore difficult to respond to proportionately within the current legal suite 

and strategic calculus.  The U.S. is certainly prepared for and willing to respond with force, but it 

is unlikely to be provoked to the necessary degree. 

 The People’s Republic of China challenges American space supremacy more every day.  

Their aggressively expanding space program includes plans for space stations, lunar landings, 

and lunar logistics bases to enable deep-space operations.  They have demonstrated the ability to 

land a rover on the far side of the moon – a first for humanity that decisively places them at the 

forefront of the new space race – and to interfere with and destroy enemy spacecraft using subtle 

or violent means.  The complexity of space strategy and operations will only grow and American 

and allied space actors, whether commercial, civilian government, or military, should be 

prepared for the spectre of Chinese space contestation and even superiority. 

Recommendations 
 
The most practical result of this research is an exposure of gaps in public-facing knowledge of 

escalatory thresholds that the United States might adhere to in response to offensive action in 

space, particularly from China.  It also exposed a need for public-facing knowledge of reasonable 

and proportionate responses that United States might use to de-escalate or win an operational or 

strategic contest in space – a conflict escalation “ladder” or roadmap of sorts.  Clearly, further 
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study along these lines of inquiry are required.  There is also a disconnect in international 

operational law in space that is intended to be filled by the upcoming Woomera manual; 

however, at the time this research was conducted there was no definitive answer to this problem.   

Finally, a more comprehensive understanding of the impacts of space system interference 

on citizens and individuals is needed in order to comprehensively and holistically understand 

risk.  As has been discussed in the weapons of mass destruction realm, risk is too often 

associated with economic or inter-state metrics without acknowledgement of the catastrophic 

effects of systems failure on human security (Wells, 2019). 

 There are recommendations that follow as natural results of this analysis and discussion.  

More research is needed on escalatory thresholds for American armed response to great power 

offensive action.  Specific actions that might constitute aggressive acts or acts of war need to be 

identified.  More research is needed on reasonable and proportionate responses the United States 

might use when escalatory thresholds are crossed.  Specific actions the U.S. might use in 

response need to be identified, such as cyber attack to disable an enemy capability or deployment 

of terrestrial land or naval forces to project force.  The Woomera manual should be consulted in 

these lines of effort but should not be considered any more than the guideline that it and its 

predecessors are intended to serve as.  Actual courses of action should be considered 

independently, including likely enemy courses of action that might violate international law. 

Finally, an area of research on space systems and human security should be pursued, with a goal 

of comprehensively understanding the effects of space systems on every aspect of human life and 

security; beyond simply acknowledging GPS, the interconnectedness of space systems and 

critical infrastructure, supply chains, open markets, and education and development (to start the 

list) should be researched. 
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