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Abstract 

TITLE:   

Protecting the Information Society: Exploring Corporate Decision Makers’ Attitudes 

towards Active Cyber Defence as an Online Deterrence Option. 

 

ABSTRACT 

This doctoral research was developed in consultation with government and corporate 
cybersecurity professionals who have been involved in privacy breach investigations, cybercrime 
investigations and prosecutions, and cyber conflicts attributed to state sponsored cyberattackers.  
The specific research question is “What are the factors that influence corporate decision-

making processes when deciding whether, or not, their organization should engage in active 

defence?” 

The sub-questions are:  

1. How does “offensive cyber operation” differ from “active defense?  
 

2. What is (are) the objective(s) of an active defense operation: i) deter, ii) disruption, 
iii) deference, and / or iv) destruction?   
 

3. What are the cognitive aspects of the decision-making process which are involved in 
conducting the respective types of active defense cyber operations? 
 

4. To what degree does the decision-maker’s level of confidence in technology influence 
the decision to launch an active defense operation? 
 

5. To what degree does the decision maker’s knowledge of the level of harm to network 
/ information influence the decision to launch an active defense operation? 
 

6. To what degree does the decision maker’s knowledge of the threat influence the 
decision to launch an active defense operation?  
 

7. To what degree does the decision maker’s level of confidence in technology lead to 
adoption of active defence technology? 
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1.0 The Impact of Cyberattacks on the Information Society 

Beginning in the 1940’s, with the emergence of information and communication 

technologies, citizens, corporations, and governments have been able to generate and capture 

data from a wide variety of transactions or interactions.  The benefits gained from the analysis of 

this data are experienced every day activities such as shopping, driving, heating our homes, the 

ability to communicate around the world, share ideas, and generate new lines of revenue.  

Currently, there have also been citizens, corporations and governments who have attacked, 

stolen, and/or compromised the data and information of individuals, corporations, and 

governments.  

In Canada, 7.3 million Canadians were affected.  This resulted in $840 (CAD) million in 

direct financial losses, and $4.7 billion (CAD) in lost productivity.  On a global scale, there were 

430 million cybervictims with a total cost of $388 billion (USD) in direct and indirect costs.  To 

put this into context, the global costs of cybercrime is estimated to be $100 billion (USD) more 

than the value of the global marijuana, cocaine and heroin markets combined (Symantec 

Corporation, 2011).   According to Akamai (cited by Govtech, 2013) the source of these attacks 

are 10 countries which accounted for 75% of the world hacking (China and U.S. making up 51% 

of the attacks).  The primary method of launching these cyberattacks are botnets used to conduct 

a dedicated denial of service attack (DDOS).  For the cybercriminal conducting the cyberattack, 

a botnet of 100 machines is approximately $2,000 (USD) per month generating $1.3 (USD) 

million revenue for the criminal.   

To counter this threat, computer and information security professionals have developed 

defensive cybersecurity measures such password protection, firewalls, encryption, and computer 

security awareness training. While these measures have some effect, they are a passive defensive 
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technique designed to delay or impose a cost of doing business to the cybercriminal. In 

otherwords, waiting for the cybercriminal to attack first, then defend against the attack.  

 

1.1 Cybersecurity Measures are Failing   

Cybersecurity measures consist of a robust design of hardware, software, physical 

security, and people.  Cybersecurity measures include training employees how to create strong 

passwords, building rooms and offices which have strong doors, walls, and implementing two or 

three levels of user authentication to gain access.  To augment these measures access to 

computers, include user authentication via biometrics (fingerprint scanning, retina scans), special 

designated physical keys and locks, and specific access permissions to work in secure locations.  

The effect of the cybersecurity measures is to create a level of deterrence by imposing some form 

of cost (time, resources, failed attempts) to the cybercriminal.  

However, cybersecurity remains a passive security function which waits for the 

cyberattacker to continually attack the information and communication technology.  To 

compound matters further, law enforcement agencies and courts have a limited effective 

deterrence strategy using traditional investigation, arrest, and prosecution methods (originating in 

the Industrial Revolution).  This has created a level of frustration amongst cybervictims who are 

have resorted to conducting revenge and retaliation hackbacks / strikebacks against 

cyberattackers.   

 

1.2 Cybervictims seek Revenge and Retaliation.  

Cybervictims who seek revenge and/or retaliation on cyberattackers, conduct hackbacks 

and strikeback using the same security software designed to test network security.  Collectively 
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these techniques are called active defence (AD).  However, AD is; 1) illegal, 2) is not conducted 

in an orderly consistent manner, and 3) does not appear to comply with existing deterrence 

proportionality response (Baker, 2013, Hopkins, 2011).  Despite these limitations, lobby efforts 

by corporations have resulted in two attempts (late 2017 and early 2018) to make AD a legal 

remedy.  One has failed, the other is under U.S. congressional review.  A scan of the scholarly 

literature revealed AD is a viable option, with caveats attached.  However, the lobbying and 

scholarly research has framed AD as a technological solution.  This doctoral research approaches 

AD as a social issue with a social solution.   

 

2.0 Active Cyber Defence: The Social Science Approach.  

While the technological centric approach is valid for explaining how hackbacks and 

strikebacks work, the social science approach repositions cybersecurity as a societal issue and 

enables the exploration of how society’s stakeholders (government, corporations, and citizens) 

can protect the Information Society from cyberattacks. The following theories are incorporated 

into this exploration: Social Contract Theory, Sense of Justice Theory, Criminological Deterrence 

(Revenge, Vengeance, Vigilantism), International Relations (Securitization), and Theory of 

Change.   

 

2.1 What is Active Cyber Defence.  

Dewar’s (2014) Active Cyber Defence (ACD) model sets the baseline for this doctoral 

research.  Dewar’s model consists of six stages: method of defence, mode of defence, intention, 

asset protected, areas of operations, and weapons selection.  A comparison of traditional active 

defence models used in biology and military fields revealed Dewar’s model needed one 
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additional component (draw upon allies).  This revised model is used for this current research.  

Operationalized, victims of a cyberattack could find the attackers, explicitly state what the 

cybervictimization is, conduct cyber operations inside the attacker’s computer network, 

neutralize the attacker’s capabilities to conduct future attacks by drawing upon the assistance of 

other known cybervictims, and then finally repairing their own computer networks.  In other 

words, the passive cybersecurity practices are now augmented by ACD as a rational response, 

not a response motivated by revenge and retaliation.   

 

3.0 Conducting the Research.  

This doctoral research used an online survey consisting of Likert scale questions, self 

reporting drop-down menus, and open-ended questions.  The survey themes are:  Protect the 

Information Society, Information Society, Deterrence, Active Cyber Defence, Demographics, 

Demographics (European Commission, 2013; nCircle, 2013; Ponemon Institute, 2012; Public 

Safety Canada, 201; RAND, 2005; & Schwartau, 1999).  The survey was based on eight 

previous surveys which explored similar themes of cybersecurity, cybervictimization, and active 

defence.  The survey was hosted online with Fluidsurvey and 140 individuals were emailed to 

participate.  The survey was presented at three cybersecurity conferences.  44 individuals 

completed the survey.  The low response rate is attributed to three issues (as noted in the 

literature): a very small sample population of experts in this domain, protecting the identity of 

the participants (these experts know online systems can be hacked and their identify can be 

compromised), and the lack of established sound theory, historical facts accepted as truths, and 

coherence and cohesion which can be tested.   
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3.1 The Research Results.  

27 Likert scale questions were used in a Principal Component Analysis (PCA) (rotation 

method: Varimax with Kaiser Normalization).  Eight factors loaded, five are statistically 

significant.  These five factors form the key findings of survey participants’ perceptions of social 

contract, sense of justice, decision making, and protecting the information society (See table 

below).  

Component Label α 

1 Insure Corporate ACD 
(Social Networks and Computer 

Networks) 

0.972 

2 Legislate ACD is Corporate Social 
Responsibility mandate 

0.839 

3 Government Must Punish 
Cyberattackers 

0.819 

4 Do More to Protect Information 
Society 

0.889 

5 Existential Information Society 0.784 

 

Analysis of the opened questions revealed the following themes:  Privacy and Trust, 

Legislative Framework, Government and Corporations Protect the Information Society, Other 

Stakeholders in Active Cyber Defence, and Cyberdeterrence.   

 

3.2 Interpreting the Results.  

Corporate decision-makers want to use Active Cyber Defence to protect themselves when 

they are victims of cyberattacks.  The decision-makers believe ACD can be put into a legal 

framework which provides direction on how to conduct ACD, who to report an ACD operation 

to, and the passive cybersecurity status quo must be challenged.  Decision-makers also expressed 

concern government cannot do this alone and want an independent third-party organization to 

have oversight to ensure adequate information sharing and conduct future research.   
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There were two significant findings which were not reported in the literature.  Corporate 

decision-makers’ still believe there is a social contract based on the notion information affects 

the safety and security of society.  Corporate decision-makers’ also wanted to utilize existing 

social responsibility accountability framework which would enable them to report out to their 

shareholders and customers ACD had been deployed.   

 

4.0 Knowledge Mobilization using Theory of Change. 

This research was directed by industry seeking advice about Active Cyber Defence in its 

current state, and what corporate decision-makers’ attitudes are towards ACD (Anonymous, 

2011).  It was generally understood by industry ACD was being utilized, however, the extent was 

unknown.  Industry was also interested in whether or not decision-maker’s perceptions of ACD 

were influenced by social contract obligations and/or familiarity with existing cybersecurity 

technology used in ACD.  The finding and results (as noted above) indicate decision-makers 

want ACD.  Based on these findings, the next step is to develop a strategy to implement ACD 

policy change.   

ACD policy changes are possible using two theory of change models: Large Leaps (also 

known as Punctuated Equilibrium) and, Messaging and Frameworks (Anderson, 2005; 

Stachowiak, 2013).    Large Leaps identified specific advocacy processes, whilst Messaging and 

Frameworks identified the specific communication messages and behavioral changes of the 

targeted audience (policy makers, cybersecurity professionals).  Utilizing these two processes, 

the researcher created two models showing the ACD process and the perimeters decision-

maker’s must consider when conducting ACD operations.   
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5.0 Future Research and Conclusions.  

Five issues require future research:  

1. Technology Adoption Model (TAM) as means to measure ACD software influence on 

decision making,  

2. Creating a dedicated cyber deterrence research and development thinktank,  

3. Conducting ethical framework debate unique to ACD,  

4. Employing structural equation modeling to test ACD theory and a larger sample size, 

and  

5. Botnet neutralization.  

In conclusion, Active Cyber Defence was explored as a social policy issue, not a 

technology issue.  Moreover, the research was intentionally focused very narrowly on the 

corporate decision-maker’s attitudes, the cybersecurity professionals are using ACD.  The 

research conclusively showed ACD is being used by victims of cyberattacks, there is growing 

interest in ACD as a technological solution.  The gap in the ACD discourse is the larger social 

science context of ACD.  Through the lens of social contract theory, philosophy of information, 

and securitization ACD is reasonable option.  Presenting ACD as a deterrence option (within a 

social context) is possible using specific messaging to influence policy makers and cybersecurity 

professionals to adopt an active approach to protecting the Information Society.   

 

Keywords:  Active Cyber Defence; Social Contract Theory; Cybercrime, Cybersecurity, 

Cyberdeterrence, Cyberdefence, Securitization, Information Society; Corporate Decision Makers 
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What is this Information Society and Why We Need to Protect It? 

Contemporary society live in a period in which we can access data and information from 

anywhere in the world, using virtually seamless technology and with seemingly incredible ease 

(Hood & Galas, 2003; Keyl, 2002).  Castells (2009) Webster (2006) and Floridi (2002) have also 

observed, we also live in a time in which the flow of information and the corporations who 

control that flow are increasingly beyond the traditional control of state and national regulation.  

In other words, we now live in the information society, which is fundamentally different than the 

Industrial Revolution.  The essence of this difference is captured succinctly by Bruce, Hick, and 

Cooper (2004) in their opening comments about the role of information in contemporary society. 

Information is the most valuable commodity in the world.  It’s more valuable 

than money, for with it one can make money. It’s more valuable than power, for 

with it one can achieve power. It’s more valuable than goods, for with it one can 

build, acquire, and improve goods.  In any business, in any industry, in any part 

of the world, the right information is absolutely priceless. (p. 11) 

 

Protecting the information society also requires tools, policy responses and resources that 

align with information as a commodity and asset.  My doctoral research will utilize social 

contract theory, deterrence theory, and securitization theory to propose the information society 

can be protected by positing information as a commodity which is a public good which embraces 

active cyber deterrence as a viable public policy.  These theories will be developed throughout 

my research and applied to corporate decision makers.   

While it can be argued there is a heightened interest in information per se, the study of 

information can be traced back to philosophers in Greece, India, and China (Deutsch & 
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Bontekoe, 1997; Gleick, 2011).  Information has also been the subject of study for military 

strategists dating back to Sun Tzu’s Art of War, which was written around the late 6th century 

B.C., and for law enforcement management studies in our current time (Ericson & Haggerty, 

1997; Ratcliff, 2008).  However, it was not until the 1950’s that the emergence of information 

and communication technologies (ICT) enabled organizations, governments, businesses, and 

people to generate and capture data from virtually any transaction or interaction.   

With the development of computational power there is evidence of growing concern 

about the impact of the technology on society.  Concerns include who had access to data and 

computer networks, and how decision makers will use the data generated to make choices and 

draw conclusions.  Webster (2006) posited that because the “information society” is now 

ubiquitous, it is subject to abuse and threats, and can be used to harm the individuals who 

surrender their personal information to corporate and governmental entities. His concerns have 

been realized less than two decades later, with cybercrime estimated to cost victims more than 

$600 billion globally as of 2017 (Bisson, 2018).  These numbers do not include information-

sharing abuses by Facebook and others that have recently been uncovered. While the total of 

costs to society of these latter threats and abuses have not yet been fully examined, they will 

likely multiply cybercrime costs as their implications are fully understood. Identity theft victims 

alone spend approximately $1,600.00 (USD) (Baum, 2007) to recover from the exploitation.  

Furthermore (more detail provided in the literature review), the impact of cybercrime can be 

traced to reduced credit ratings, limiting the ability to obtain mortgages and the ability to secure 

employment.  Moreover, the impact of cybercrime continues to be felt globally, as is the threat 

actors who carry out these attacks.  The extent of the impact is discussed in the botnet section 

below, more specifically the malware and software used to conduct these attacks.   
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This exploitation of data to commit criminal offences against individuals, corporations, and 

governments challenged information and computer security capabilities and capacity to protect 

the emerging information society.  For example, societal stakeholders such as corporations, 

government, and citizens began to have concerns about who is collecting data, what is the data 

used for, and who is responsible for securing these data.  These stakeholders also raised 

questions and concerns about how to hold cybercriminals accountable for a cybercrime, 

government agencies for slow responses, and corporations for failing to security the data they 

collected. In response to these concerns a growing cybersecurity industry consisting of 

corporations, state, and information science and computer science researchers developed a 

number of tactical and strategic responses (at the technical and personnel levels) such as 

firewalls, encryption, and software tools (Hopkins, 2011; Lachow, 2013; Public Safety Canada, 

2011) to protect information assets.  Despite how successful these tactical and strategic responses 

have been, there is mounting frustration by society about criminals who continue to steal 

information seemingly with no or little consequences (legally or socially), and with relative 

apparent ease (Public Safety Canada, 2011).  This frustration has led some victims (corporations 

and individuals who have been victimized) to conduct cyber-based vigilante, revenge, and 

shaming attacks, often using the very same tools as the cybercriminal.   

The cybercriminal, as an individual, has been stereotypically presented by Hollywood as 

socially inept teenage boys with high IQs, and great technical skills. Although they are 

considered dangerous criminals, Hollywood presents them as never violent (Zuhri, 2017, np). 

However, Odinot, Verhoeven, Pool and de Poot (2017) analysis of 107 organized cybercrime 

criminals in Netherlands suggest otherwise.  The cybercriminals were between 17 to 72 years of 

age (mean age=37, however the median age for those involved in cyber only activities were 29 
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years old), 102 are male, 63 were primarily associated with traditional crimes (p. 31).  Moreover, 

almost one third were not known to police. Prior to Odinot et al’s, Rogers (2010) sought to move 

beyond “mere anecdotes and cultural myths” and adopt a scientific approach toward 

understanding cybercrimes and cybercriminals.  Based on this rational Rogers (2010, 217 – 235) 

developed a cybercrime taxonomy.  It describes a continuum of seven cybercriminal behaviors, 

from novice to state-sponsored terrorism (p. 218).  

Rogers (2010, p. 217-235) continuum starts with the Script Kiddies (SK) who have limited 

technical knowledge are immature and seek thrills.  The SK behavior reflects an underdeveloped 

sense of morality and do not grasp the severity of their actions. Following the SK, are the Cyber-

punks (CP) who clearly disrespect authority and societal norms, are predominately 12-18 year 

old males, and consider arrest a badge of honor.  Cyber punker’s behavior is characterized by 

committing offences that get public attention (e.g., defacing websites).  Next in the continuum 

are Hacktivists (H).  Hacktivists justify their behavior as civil disobedience, hiding behind the 

semantics of language by employing morally neutral language.  Their behaviors demonstrate 

base motives such as revenge, power, greed, marking, or media attention.  Thieves (T), the next 

profile in the continuum, are primarily motivated for money or greed, hide behind labels to 

deflect feelings of guilt.  Thieves’ behavior is characterized as “petty criminals who steal credit 

card numbers and banking information which can be converted to immediate personal gain, 

obtain false credit cards, loans, and mortgages.  

The last three groups (Virus Writers (VW), Professionals (P), and Cyber-terrorist (CT)) are 

distinguished by their levels of technical skills, and motivations.  The VW’s consist of four sub 

groups: adolescent, college student, adult and ex-virus writer. The VW criminal behavior is the 

writing of virus code which can be complex or very simple. These individuals desire attention, 
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seek thrills, are not deterred by sanctions. The Professionals (P) are the most elite and the least 

understood.  They employ strict anonymity to cloak their activity.  Members of the Professional’s 

include former KGB / Eastern Block trained intelligence and espionage operatives who are now 

mercenaries for hire. Their behavior is dictated by former training indoctrination which is for 

sale to the highest bidder.  The last group is the Cyber-terrorist (CT).  The CT are state 

sponsored, politically motivated groups who view themselves as soldiers or freedom fighters.  

Their behavior is described as waging war and battles targeting enemy computers and computer 

related technologies.   

Rogers’ (2010) continuum provides a framework for corporate cybersecurity decision-

makers to assess the likelihood of a cyberattacker responding to an Active Cyber Defence 

response.  The corporate decision maker can also develop insights into the cyberattackers’ 

motivation and technical capabilities, these insights can be used to develop specific ACD 

responses.  From these three issues (likelihood of being deterred, motivation, and technical 

capabilities) the corporate decision maker, who has suffered an cyberattack, can tailor an ACD 

response proportional, and appropriate.  This tailored response is consistent with McGee, Sabett, 

and Shah’s (2013) posits there a logic which supports cybervictims the same or similar “right of 

self-defense [which] has existed for hundreds of years in the physical realm; it should have a 

corresponding construct in the cyber world. Unfortunately, a lack of clarity in current law and 

policy has not allowed that to happen” (p. 2).   

My research seeks to resolve this lack of clarity using social contract theory, philosophy of 

information, deterrence theory, and international relations securitization to reframe ACD as a 

social issue which corporate decision makers must address.   
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Outline of Current Doctoral Research  

My research examines corporate decision makers’ attitudes towards Active Cyber Defence, 

utilizing a variety of social science and information science theories.  Before introducing this 

research, it is necessary to first lay the foundation knowledge about cybersecurity and 

cybercrime.  This will ensure the reader has a clear understanding of cybersecurity as defined in 

my research.  This approach has been adopted by Castells (2009) and Hopkins (2011) who 

provided extensive background material before introducing the cybersecurity and information 

science research being considered.  The rationale for this approach by these authors is provided 

below.   

Castells (2009) and Hopkins (2011) devoted significant portions of their research 

publications explaining the technology that enabled cyberattackers such as those found in 

Roger’s (201) taxonomy to conduct their activity.  Both researchers noted the complexity of the 

cybersecurity and technology domain which was perceived as a barrier to conducting research.   

Although Castells and Hopkins use this model, the model also provides a rational for introducing 

the reader to cybersecurity and cybercrime as socially constructed phenomena that can be readily 

accessed by all Information Society stakeholders.  The socially constructed phenomena consist of 

three issues: cybersecurity as a social construct, individual decision makers in corporations are 

part of the social contract, and information as an artifact of social interactions.   

Using the approach outlined above my dissertation is organized as follows: 

1. The 5 W’s (Who, What, Where, When, Why) of Protecting the Information Society.  

This section introduces Information Security and Cybersecurity, cyber threat actors, 

typology of cyberattacks, Active Cyber Defence (ACD), Philosophy of Information, 
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and moral agency of individuals in corporations (not corporations) as units of analysis 

in my research.  

2. Research Questions. 

In this section, the reader is introduced to the specific primary and secondary research 

questions generated by subject matter experts who have been involved in 

cybersecurity and cybercrime investigation in the public and private sector.  

3. Literature Review 

This section provides a summary of the literature related to social contract theory, 

sense of justice, securitization, and personal decision making within corporations and 

introduces a Theory of Change.   

4. Methods and Results Sections 

This section describes the research methods applied, the challenges of conducting 

research in cybersecurity, and the implications of using small sample sizes.  The 

survey data results are provided in three subsections: Descriptive, Statistical, and 

Thematic. 

5. Answering the Research Questions 

This section applies the data to the specific research questions. Included in this 

section is an extrapolation to a Theory of Change model. 

6. Theory of Change and ACD. 

Using Theory of Change and my research findings, I create an action plan for creating 

active cyberdefence policy, propose an ACD technology evaluation model, and 

propose future research, and finally, 
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7. Conclusion, in which future research, final observations, and how my research 

contributes to the ACD knowledge base are explained to the reader. 
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The 5 W’s (Who What, When, Where, Why) of Protecting the Information Society. 

Information Security and Cyber Threat Actors 

Contemporary society has been characterized as the Information Society or Information Age.  

The Information Society has evolved due to the incredible capabilities of computers to store and 

retrieve data and human development of skills and competencies that enable the collection, 

synthesis and dissemination of data and information globally. Ways of measuring this capability 

and influence are FLOPS.  FLOPS (Floating Operations per Second) measures processor 

capacity, for example the Apollo Guidance computers is equal to two (2) Nintendo Entertainment 

systems, or Cray-2 Supercomputer is equal to one (1) Apple iPhone 4, and most recently one 

Apple watch is equal to two (2) Apple iPhone 4 (Experts-Exchange, 2018). One element of the 

Information Society, the Internet, has experienced, between 2000 and 2018 a 1,052% increase, 

and is currently used by 4.1 billion people or 54.4% of the world’s population …to conduct 

business and transactions that include sharing personal information across the Internet 

(Miniwatts Marking Group, 2018).  While many benefits have been gained from this widespread 

access to information, commerce, communication and more, criminals and terrorists have also 

used the Internet for malicious means (Rogers, 2010).  In response to these malicious actions, 

protecting the Information Society has evolved with a primary focus on defensive postures (e.g., 

firewalls, password protection, and public education) which are akin to moats around the castle.  

However, there have been periodic debates proposing offensive actions to disarm online 

assailants (Shwartau, 2000), conduct strikebacks / hackbacks at the attackers (nCircle, 2012), and 

take the fight to the attackers (Dewar, 2014).  In the past three to five years there has been an 

emerging discourse that proposes a defensive posture called Active Cyberdefence (ACD).  ACD 

is generally the ability to retaliate and/or strike back at cyberattackers.  I will explain the ACD 
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terminology, in full, later in this dissertation.  This section now elaborates on the notion of 

cybercrime, cybersecurity, and ACD. 

Cybercrime and cybersecurity1 are broad terms used to describe specific activities.  

Cybercrime can be technology-as-target or technology-as-instrument. Technology-as-target 

involves criminal offences directed at computers and other information technologies, such as 

those involving the unauthorized use of computers or mischief in relation to data. (RCMP, 2014, 

p. 6) Examples of technology-as-target include distributed denial of service attacks, malware 

threats, criminal botnet operations, and hacking.  Technology-as-instrument involves criminal 

offences in which the Internet and information technologies are instrumental in the commission 

of a crime, such as those involving fraud, identity theft, intellectual property infringements, 

money laundering, drug trafficking, human trafficking, organized crime activities, child sexual 

exploitation or cyber bullying. Both types of cybercrime may involve physically visiting the site 

and gaining access to the room where the data are stored; virtually or physically moving data 

from one computer network to another computer network; and/or some form of social 

engineering such as an email request for information or a phone call asking unwitting individuals 

for specific usernames and passwords.   

 

Software Suites and Cyber Attack / Defend Techniques 

This section is organized into two sections.  The first section deals with the white hat 

ethical hacker, the person who defenders and tests computer networks.  The second section will 

deal with black hat unethical hackers.  Those who conduct cyberattacks, and those who conduct 

                                                 
1 Cybersecurity also encompasses mobile devices which are an emerging threat to corporate information security.  
For example, Shaffer (2014), and Harris and Patten (2014) note mobile devices raise concerns such as data leakage, 
system access controls, malware and virus threats, and robustness of mobile device security.   While there is an 
argument mobile devices introduce new risks my research is not focusing on the specific technical risks.     



28 

ACD operations use the same software suites and attack/defend techniques to achieve their 

respective goals; the intent of the individual actor is the defining factor.  The person’s intent is 

defined by the intent of the cyberattacker is the deliberate exploitation of computer information 

systems, infrastructures, computer networks, and/or personal computer devices to hack, 

steal, alter, or destroy (Gangadeen, 2016). These intentions are internally defined by 

norms, beliefs, and values such as good and bad, right and wrong. By contrast, an “ethical 

hacker” is a skilled professional who understands and knows how to look for weaknesses and 

vulnerabilities in target systems and uses the same knowledge and tools as a malicious hacker, 

but in a lawful and legitimate manner to assess the security posture of a target system(s) (EC-

Council, 2018).  

The process of ethical hacking, notification to system administrator, and repairing 

the breach has evolved into a lucrative computer security market.  One aspect of the 

computer security industry is the bug bounty program.  The bug bounty program 

encourages ethical hacking by paying hackers to find vulnerabilities and then provide 

proof of concept to repair the vulnerability.  Between 2010 and 2016 Google paid over $9 

million to security researchers who found vulnerabilities in their computer network 

(along with the working proof of concept to fix the vulnerability) (Wei, 2017).  Initially 

the bug bounty program was perceived as a risky cybersecurity solution because ethical 

hackers were now financially rewarded for breaking into computers and this may 

motivate them to become unethical and end up ransoming the company for higher 

payments.  

In 2016 this changed when HackerOne partnered with U.S. Department of 

Defence, and subsequently the U.S. Army, U.S. Air Force, and Pentagon.  The results of 
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these partnerships were the discovery of over 2,000 vulnerabilities and payout of 

approximately $330,000.00 (U.S.)(Business Wire, 2018).  HackerOne’s “Bug Bounty 

Platform” hosts more than 600 customers with a formalized bug bounty program 

responsible for discovering / closing more than 30,000 vulnerabilities and awarding over 

$10,000,000 (U.S.) to those who have found and reported the vulnerabilities (Mickos, 

2016).  

Finding and exploiting these vulnerabilities requires hackers to use software tools and 

languages (e.g. Python, C++, Java) that are generally known to the cyberattacker and 

cybersecurity professional and can be legally obtained for minimal or no cost.  These software 

tools are designed to perform specific logical functions to gain access and leverage a user’s 

computer system for ethical or illegal reasons Raza (2015). Examples of these software, their 

purpose, and their impact are provided in Table 1. 
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Table 1 - Sample of Top 125 Security Software 
Software Name Purpose Exploit (example only) Impact on User 

Angry IP Scanner   Helps someone scan IP addresses 
and ports. 
 

Doorways into a user’s system. Unauthorized entry into a user’s network. 
 

Cain & Abel 
 

Password recovery and hacking 
tool, primarily used for Microsoft 
systems. 

Brute force dictionary type attack; 
recover wireless network keys. 

Unauthorized Record Voice over Internet 
conversations, alter or leak unauthorized data. 
 

Burp Suite spider Recon toolkit - map out and list 
the different parameters and 
pages of a website. 
 

Examining the cookies and 
initiating connections with 
applications residing in the website. 

Attacks a website traffic – initial attack point 
assessment. 

John the Ripper 
 

A password cracking tool. Brute force dictionary attack. Poor passwords (ex 1234password). 
 

Metasploit Cryptographic tool. Known vulnerabilities. Unauthorized access to network extract data. 
  

Nmap Network exploration and security 
auditing. 

Inventory of Open and closed ports 
and their functions. 
 

Spreadsheets and consumer databases can be attacked. 

Wireshark Single source for testing multiple 
platforms, networks, and traffic 
patterns. 

Windows, Linux, MacOS, Solaris, 
FreeBSD, NetBSD, file capture 
many formats, decryption. 
 

Exploit multiple vulnerabilities in one comprehensive 
package – Transaction accounts modified. 
 

Aircrack-ng Assess and Crack wireless 
networks. 

Replay attacks, deauthentication, 
fake access points and others via 
packet injection. 
 

Unauthorized listening in / diverting wireless network 
data. 

Nessus Trusted vulnerability scanning 
platform for auditors and security 
analysts 

Malware/Botnet Detection,  
Auditing of Virtualized & Cloud 
Platforms 
 

Attacks cloud computing – which companies are 
migrating to. 

THC Hydra Brute force crack a remote 
authentication service 
 

Client/server compromised security Can’t trust your client/service communications. 

Putty. A.1.1 Run a remote session on a 
computer, over a network. 

The SSH, Telnet and Rlogin 
network protocols 

Remote session into your network, desktop.   
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Typology of Cyberattacks 

Regardless of the motivation (terror, crime, ransomware, etc) for committing a 

cyberattack, cyberattacks follow a specific pattern called “intrusion kill chain” (Hutchins, 

Cloppert, & Amin; 2010). Hutchins et al intrusion kill chain outlines the specific steps of a 

cyberattack: reconnaissance, weaponization, delivery, exploitation, installation, command and 

control (C2).  Using this model, cybersecurity researchers can examine cyberattacks and develop 

countermeasures.  Andress and Winterfeld (2014), and Gangadeen (2016) provide a brief 

typology of cyberattacks.  A cyberattack consists of: logical weapons, physical weapons, and 

psychological weapons.  These weapons are deployed in three distinct phases: computer network 

exploitation (CNE) (aka – recon and espionage) to glean information about the network; 

computer network attack (CAN) (aka – recon, scan, access system, escalate privileges, exfiltrate 

data, assault the computer system, sustain access, and obfuscate (hide) and traces; and finally, 

computer network defense (CND) defending against the attack by securing the data and 

information, physical security, and personnel’s security awareness training.  Corporate 

cybersecurity professionals who have knowledge of the kill chain model and logic weapons 

being deployed are able to appreciate the scope the threat and develop responses to the threat.   

Cyberattacks can also be further classified into types of attacks.  Gangadeen 

(2016) suggests there are two types of attacks: Syntactic Attacks and Semantic Attacks. 

Both attacks utilize software suites that are grouped into “logical weapons” (Andress & 

Winterfeld, 2014).   Some common examples of software suites are provided in Table 1 

(with their functionality). There are currently 22 categories, consisting of 125 ranked software 

programs or suites.  Some examples of these categories are: encryption tools, wireless tools, 

vulnerability scanners, antimalware, port scanners, and rootkit detectors.  Some examples of top 
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ranked software suites and programs are: wireshark, metasploit, nessus, aircrack, snort, cain and 

able, back track, netcat, john the ripper, kismet, OpenSSH/PuTTY/SSH, and burp suite (Lyon, 

2016). 

Using a hypothetical attack on the corporation as an example, and following the 

guidelines of the kill chain as noted above the cyber attacker may use Kali Linux’s 2 Nmap (Kali 

Linux, 2018) to scan the computer network of the corporation (aka cybervictim) to find a 

vulnerability (such as weak passwords, improper configurations, or default admin root level 

username/passwords), then use Wireshark to determine which vulnerability can be exploited.  If a 

password is found on the network being exploited the hacker would use Cain and Able software 

to crack the password and give themselves access to the victim’s network.  Once inside the 

network, Putt A.1.1 is deployed to ensure the vulnerability remains open for future access.  

During the reconnaissance of the network a wireless network card is found, the hacker deploys 

Aircrack-ng to determine who is on the wireless network.  The hacker then collates the results of 

the reconnaissance, conducts analysis and then decides the best weaponized software to use in 

the victim’s network. The most common method for carrying out these attacks are botnets and 

distributed denial of service attacks.   

 

Botnets and Distributed Denial of Service Attack:  A Case Study in Harm 

This section will provide a definition of botnet, distributed denial of service attacks, and 

introduce some legal challenges when working with neutralizing botnets (Holz, Steiner, Dahl, 

Biersack, & Freiling, 2008; Taylor, Fritsch, & Liederbach, 2015). The section also provides the 

                                                 
2 Kali Linux is a Debian-based Linux distribution aimed at advanced Penetration Testing and 
Security Auditing. Kali contains several hundred tools which are geared towards various information 
security tasks, such as Penetration Testing, Security research, Computer Forensics and Reverse 
Engineering. Kali Linux is developed, funded and maintained by Offensive Security, a leading 
information security training company. 
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first tentative application of social science theory to botnet threats within the context of the 

information society.   

 

What is a Botnet?   

The botnet has emerged as a threat but has also evolved to become more sophisticated 

and thus more challenging to neutralize.  First, the botnet threat emerges as a threat due to its 

software and hardware configuration which amplifies a single threat actor’s power to disrupt a 

computer network.  Originally botnets consisted of computers which are infected with malware 

code controlled by a cybercriminal.  The cybercriminal’s master uses a command and control 

software protocol which sends commands to the compromised computer.  Collectively the 

compromised computers (sometimes in the hundreds) are coordinated to attack another computer 

network (Zhang, Yu, Wu, and Watters (2011). In 2017 the top five botnets accounted for 

accounted for approximately 1,300,000 to 1,600,000 unique accounts being compromised and 

used by botnet cybercriminals to conduct attacks3 (PentaSecurity, 2017; Shaikh, 2017).  

Cybersecurity professionals were able to neutralize these botnets by exploiting the vulnerability 

of the command and control communication channel.  This enabled the cybersecurity 

professional to neutralize the entire botnet.  In response to this neutralization, botnet 

cybercriminals built a more resilient botnet. Holt et al (2008) found the botnet evolved to become 

a peer-to-peer model (P2P).  The P2P botnet was designed so that each compromised computer 

has a independent client / server function.  In other words, each botnet compromised computer 

acted independently but in a coordinated manner.  And, the network work could not no longer be 

                                                 
3 350,000 Twitter botnet accounts (aka the Star Wars Twitter botnet), 300,000 Internet of Thing devices (aka the 
Hajime Malware botnet), 130,000 – 160,000 unique android IP addresses (aka WireX botnet), 100,000 IP wireless 
cameras and other IoT (aka the Reaper IoT), and 280,000 IP addresses (aka Satori IoT botnet) 
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shut down through a single command and control neutralization.  Each computer in the botnet 

now had to be neutralized.  This increased the resilience of the botnet to being compromised.   

 

What is DDoS?  

A botnet consisting of the compromised computer is used to deliver the Dedicated Denial 

of Service (DDoS) attack, but what DDoS?  DDoS is the dedicated attack of one or more 

computer networks or websites with the intent of denying service to legitimate users wishing to 

log on or utilized the attacked server (Taylor et al, 2015).  The attack consists of singular or 

multiple requests for computer services access such as emails, phony login requests, or 

bombarding the victim’s server with data.  The effect of the DDoS is server failure caused by 

lack of computer memory to process the requests, unresponsiveness to legitimate user logins, and 

in some cases, shutting the company down permanently.   

What is the Harm & Costs (Victims & Botnet Controllers)?  

 Quantification of harm and costs of botnets have been previously published, however 

one study in particular provides a unique itemized accounting model which explores the entire 

range of costs.  Conducted in Serbia, Radunovic (2013) calculated the cost of a botnet based 

DDoS attack.  The calculation included Serbian internet user population, total work time using 

the Internet, and 24 hours downtime of a country-scale DDoS attack.  Radunovic estimated 

productivity loss at 2,775,728 EUR, revenue loss yields at 7,602,739 (EUR) for a total of 10.4 

million EUR. The same scenario in Switzerland would produce a loss of almost 500 million EUR 

(p. 7).  Other harms include privacy breaches (Stone-Gross et al, 2009), financial harm through 

stolen credit and debit card credentials associated with payment and banking systems 

(Mansfield-Devine, 2009), and reputation (Judge, 2013). 
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A similar challenge exists when calculating the cost of botnets.  While the top five 

botnets attributed to 1.3 to 1.6 unique compromised IP addresses or devices, the costs of these 

botnets is not readily discernable.  Existing publicly available botnet costs suggest the botnet 

market is lucrative.  For example, Taylor, Fritsch, and Lauterbach’s (2015) review of the costs of 

operating a botnet found that a botnet consisting of 100 compromised computers rent4 for around 

$2,000 per month, while Shadow Botnet, a network of over 100,000 zombie computers sold for 

$36,000 in 2009.  Kirk (2017) estimates the HyphBot composed of at least 500,000 Windows 

PCs in the user systems were infected and reaped upwards of $1.3 million in daily ad spending 

according to Danish advertising company Adform.  Weissman (2015) outlined 9 services a 

hacker could be hired to do and the associated fees.  For example, hacking a generic WordPress 

cost $2,000 (EUR), Facebook hack was $19.99 (no currency identified) for three months, posting 

positive Yelp reviews at $3.00 (no currency identified) per incident.  If the wronged individual 

was looking for hacking service, there are bidding forums such HackerList 

(https://hackerslist.com/#services) which can be accessed, and project bids placed (Weissman, 

2015).  Two examples, a bid to hack a Facebook account closed at $350.00 (USD), whilst the bid 

for hacking a Gmail account closed at $90.00 (USD).  The site continues to operate in 2018 

(Figure 1).  

 

 

                                                 
4 Renting a botnet.  The scenario for renting a botnet is as follows.  An individual lacking computer skills, but 
feeling wronged or mistreated by an online company such as Amazon, PayPal, PlayStation, etc. wants to seek 
revenge.  The wronged individual conducts an online search or reaches out to friends who have strong computer 
skills and asks about how to seek revenge.  Through a process of introductions and vetting on Reddit-like forums, 
the wronged individual pays for segment of the botnet and attacks the company.  The rental fee includes 
documentation for a service agreement, and proof of attack.   
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Figure 1 - Hacker Bidding Website 

 

Source: Hackers List at https://hackerslist.com/#services 

 

The power of the botnet to disrupt the information society is alarming.  As we move to 

more internet of things devices, adopt and/or embed technology in every minutia of our lives, 

and continually seek to deploy SmartCities technology, the botnet is a significant threat.  The 

financial gains for cybeattackers are high with minimal risk, and the readily accessible selling 

and buying of the attack tools will only increase as cybervictims continue to grow frustrated with 

response from government and corporations to protect the information society.  Preventing 

DDoS attacks will become a critical function of government and corporations, and, I would 

suggest for citizens of the information society.   
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How to Take Down a Botnet?  

 There are currently two types of botnet takedown (i.e., denying the botnet access to 

machines enslaved to commit nefarious acts) (Stone-Gross, Cova, Cavallaro, Gilbert, 

Szydlowski, Kemmerer, et al, 2009; Huang and Zeng, 2010).  The first is neutralizing the 

cybercriminal’s computer which controls the botnet and directs the DDoS attack. This 

neutralization occurs when the cybersecurity defender finds a vulnerability in the cybercriminals 

command control computer and then exploits that vulnerability to turn of the control function of 

the botnet. The second type of takedown involves neutralizing the compromised computer in the 

botnet.  This neutralization occurs when the security defender implements a software patch that 

turns off the compromised computer.  Both botnet takedown methods are considered active 

defence (AD), in that the cybersecurity defender is exercising a preventative measure after being 

victimized.  However, this kind of research raises ethical and legal issues about the harm 

incurred by the owner of the compromised computer when the cyber defender attempts to 

compromise the botnet and harms the compromised computer (Mansfield-Devine, 2009, p. 10).     

 Cybersecurity researchers continue to search for vulnerabilities of command and control 

and peer-to-peer botnets that can be exploited to neutralize the botnet. For example, Stone-Gross 

et al (2009) exploited Storm Worm’s call back vulnerability, and Huang and Zeng (2010) were 

able to hypothesize and propose as model for neutralizing a P2P botnet.  The result of Stone-

Gross et al’s work was the ability to temporarily take over the botnet, while Huang and Zeng 

were able to demonstrate P2P botnets are vulnerable and could be detected.  Using a completely 

different methodology, Migarglia and Casenove (2016) used a combination of botnet and 

malware to compromise the attacking botnet.  These researchers proposed to create malware and 

botnets designed to take control of malicious P2P botnets and then have the malicious command 
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control computer report back to their network.  Once reporting back, the researchers would then 

have the ability to conduct analysis of the attacking botnet.  From this analysis the researchers 

collect information about the cyberattacker’s command and control computer and then make 

software solutions to neutralize the botnet.    

 Underlying botnet research are concerns about the destruct function of the botnet 

(Kassner, 2009; Mansfield-Devine, 2009).  Called Kill Operating System (KOS) or the “nuclear 

option”, the KOS function is controlled by the cybercriminal operating botnets such as 

InfoStealer, ZeuS, and Nethell (all targeting financial institutions).  The range of affects are 

destruction of the data files on the compromised computer if there are attempts to remove the 

botnet, and / or going into “blue screen of death” which prevents the Windows operating system 

from loading and running.  The purpose of the self-destruct function is to prevent the botnet from 

being stolen, destroying computer evidence which can be used in forensic analysis.    

 These methods raise ethical and legal concerns such as privacy, right to self-defence 

within a limited force projection option, and finally the role of the state as an enforcement 

agency in cybersecurity.   

 

What are the Legal Challenges of taking down a botnet?  

The legal challenges of cybervictims defending themselves online are divided into two 

distinct areas: the state defending themselves (as an act of war) and individuals defending 

themselves (as a victim of cybercrime).  In the first case (state defending themselves) 

cyberattacks and use of force as a weapon of war is clearly defined in military and international 

law (see Armistead (2004) for detailed analysis of U.S. cyberwar operations; Baradaran and 

Habibi (2017) for summary of relevant international law government proportionality and 
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response in a cyberwar, and; Lewis and Timlin’s (2011) preliminary assessment of national 

doctrine for cybersecurity and cyberwarfare country level assessment).  

For cybercrime victims, the law is also very clear, it is illegal to strikeback or conduct 

revenge attacks (see below for detailed discussion).  As noted in the detailed section there are 

grounds for challenging this position.  Specifically related to botnets, the objection to taking 

down the botnet is the revictimization of the owner of compromised computer which is part of 

the botnet (Vihul, Czosseck, Ziolkowski, Aasmann, Ivanov, & Bruggemann, 2012).  Another 

objection is the perceived lack of legal instruments available to law makers. However, the UK 

and U.S., for example, are actively pursuing amendments to their legislation to enable hackbacks 

and active defence options.  For example,  the UK Government Chancellor Philip Hammond’s 

statement that “hack back is the unique alternative to a conflict, a proportional measure in 

response to the cyber-attacks of foreign hackers” (p. 2) and the April 2016 U.S. Chief Justice 

John Roberts commentary noting the U.S. Supreme Court is seeking amendments to Rule 41, 

which let U.S. judges issue search warrants for hacking into computers also located outside 

(emphasis added) their jurisdiction (Paganini, 2016).  These two comments combined with U.S. 

attorney David Wilson’s observation cybervictims are within their rights to retaliate in online 

self-defence (even though he notes AD is a “legal grey area” (Judge, 2013, np) could be used to 

define how cyberdefenders can actively use AD options to takedown botnets which originate 

from outside national borders.  

However, objections to the botnet continue to be raised.  For example, Mirgalia and 

Casenove (2016) notes the effect of inserting software into the compromised botnet computer is 

not fully understood.  Stone-Gross et al (2009) note there is also a need for better education of 

the computer user to understand the consequences of irresponsible behavior when using a 
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computer.  Furthermore, botnets which are international in scope, legal concerns also continue to 

be raised about the different legal regimens governing botnet takedowns.  Vihul et al (2012) 

conducted an analysis of botnet takedowns relative to Germany and Estonia using ACD and 

patching. Their scope of analysis included a variety of postal service, criminal code, and 

telecommunication acts responsible for electronic communication and application of force.  The 

researchers concluded 

Direct botnet takedowns or takeovers are potentially the most successful ways to restrain 

botnets. However, the implementation of anti-botnet techniques should be carefully 

assessed against their legal admissibility. Potential restrictions to technological 

countermeasures may arise from basically any field of law, including administrative, civil 

and criminal law.  On the other hand, the law not only establishes limitations to people’s 

behaviour, but also requires stakeholders to take actions against botnets in certain 

situations, whereas the obligations are derived from general duties to act and do not 

specifically concern botnets (p. 67)  

Vihul et al’s conclusion demonstrates the tension between the obligation to act, the 

restrictions on which actions can be taken, and the lack of uniformity in different fields of law.  

The tension may be arising due to the ubiquitous nature of the computer technology whereby 

each state actor’s (postal service, police force, and military) historical roles (bounded by 

relatively unique duties and confined by physical duties and boundaries) have been significantly 

compromised.  The result is a conflicting message is legal or illegal, and who is responsible for 

defining which active defence (AD) option is available to cyberdefenders trying to neutralize a 

botnet.   
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In conclusion botnets and DDoS attacks are a severe threat to the internet, impose 

significant costs on victims of cyberattacks, and generate enough revenue to criminal 

organization /entities who operate botnets.  Despite the harms, the legislative framework 

prevents or inhibits self-defence responses for victims living in the information society.  There is 

evidence of an emerging countervailing argument which suggests AD can be a viable legal 

option, but there is also further need to develop further knowledge of the role of AD in protecting 

the information society.  My research will contribute to this development of knowledge using 

social contract theory, deterrence theory, and securitization model to explore AD with the context 

of corporate decision makers who are responsible for AD deployment.   The focus on corporate 

decision maker will be explained below.   

 

Other Cyberattacks Using Weaponized Software  

Cyberattacks are carried out using a variety of malicious software (malware) programs 

that are “…covertly inserted into another program with the intent to destroy data, run destructive 

or intrusive programs, or otherwise compromise the confidentiality, integrity, or availability of 

the victim’s data, applications, or operating system” (NIST, 2013, p. vii). The malware is 

classified as; viruses, worms, trojans, spyware, and ransomware.  Fruhlinger (2018) provides the 

following summary of these malware (Table 2).  



42 

Table 2 - Classification of Malware 

Malware Type How It Attacks Computer Harm Caused 
Ransomware Received through a phishing email, or similar 

file attachment which asks you to open the 
attachment. 

Encrypts your hard drive's files and demands a 
payment, usually in Bitcoin, in exchange for the 
decryption key. 

Adware Forces your browser to redirect to web 
advertisements 

seek to download further, even more malicious 
software 

Rootkit Collection of software tools that gives a threat 
actor remote access to and control over a 
computer or other system at system administrator 
access level with full privileges to modify 
victim’s computer software and hardware 
functions. 

Install a variety of malware while hiding attacker’s 
presence on the victim’s computer. 

Keylogger Records victim’s keystrokes through a remote 
access through a rootkit. 

Can capture passwords, messages, and operating 
system details which are then used as intelligence 
assessment of victim activities. 

Spyware Secretly gathers data you send and receive on the 
victim’s computer. 

Breaches victim’s privacy usually with the purpose of 
sending that information to a third party 

Trojan Software program which masquerades as 
something the user wants and tricks them into 
activating it so it can do its damage and spread 

access users' personal information such as banking 
information, passwords, or personal identity. 

Virus Computer code that inserts itself within the code 
of another standalone program.  

Forces that program to take malicious action and spread 
itself 

Worm A standalone piece of malicious software that 
reproduces itself and spreads from computer to 
computer. 

Used to install other software and take control of the 
victim’s computer operating system.  

Scareware:   A version of ransomware; it claims to have taken 
control of your computer and demands a ransom,  

Unlike ransomware can be relatively easily disabled 

Cryptojacking 
 
 

Malware infects your computer and uses your 
CPU cycles to mine Bitcoin. The mining 
software may run in the background on your 
operating system.  

Targets cryptocurrency mining software and directs 
bitcoin revenue (which normally goes to the computer 
owner running the miner) to the attacker. 
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Famous malware attacks include Stuxnet, a June 2010 worm which attacked at least 14 

industrial sites in Iran, including a uranium-enrichment plant which reported lost 1,000 

centrefuge devices and set back the Iranian nuclear production capabilities for two years.  

However, the unintended consequences of Stuxnet was the infection of one U.S. corporation (no 

specific damages identified).  The I Love You virus, which attacked global energy company 

Chevron, resulting in  $10 billion damages; CodeRed worm, discovered in 2001,  infected 

Microsoft Word documents by targeting email lists costing $2 billion in lost productivity 

worldwide;  Zeus, trojan horse malware first identified in July 2007, is estimated to have 

destroyed approximately $70 million damages targeting financial records; and Conficker, a 

computer worm first detected in November 2008, that has, as of August 2018, resulted in $9 

billion in damages and is still continuing (Kushner, 2013).  

In the past five to seven years underground markets developing, distributing and 

supporting these malware products has evolved into a sophisticated enterprise.  According to 

Ablon, Libiicki, and Golay (2010) the market consists of unsophisticated buyers and observers, 

to sophisticated elite researchers, exploit developers, and malware code writers (Figure 3).   

The services have also expanded to include offering malware as a service (MaaS).  These 

include botnets for rent, full attack cycle support such as hackers for hire, and Dedicated Denial 

of Service (DDOS) as a full service (Ablon, Libicki, Golay, 2014, p. 10).  As a MaaS provider 

the organized crime entity provides a complete one stop shop and technology help desk support 

for the software they sell to cyberattackers.  An example of the scope of the MaaS is found at a 

darkweb site (name redacted by original author) (Figure 2 and shows the screenshot of the 

ransomware, level of trust for selling and supporting the software, and payment method 

(escrow).  Moreover, the darkweb account holder explained the delivery method and software 
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formats available (Waqas, 2016). The effect of this MaaS service delivery model is to make the 

malware available to anyone with a bitcoin wallet, a grudge seeking to be revenged, and some 

simple search on a web browser which would lead to accessing these sites.   

 Figure 2 - Stampado Ransomware as MaaS 

 
Source: Waqas (2016).  
 

Figure 3 - Levels of Participants in Underground Software Market 

 
Source: Ablon, Libicki, Golay, 2014, p. 6 
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 During the introduction, I indicated that identity theft victims alone spend approximately 

$1,600.00 (Baum, 2007) to recover losses, and the global cost is $600 billion (USD) .  Bisson 

(2018) suggests there are specific costs of cybercrime which provide further insight into the harm 

caused to society.  For example, in 2010, 7.3 million Canadians were victimized online, costing 

$840 (CAD) million in direct financial losses to victims.  The victimization cost $4.7 billion 

(CAD) in lost productivity.  On a global scale, there were 430 million cybervictims with a total 

cost of $388 billion (USD) in direct and indirect costs.   To put this into context, the global cost 

of cybercrime to corporations, government, and citizens (a/k/a consumers) is estimated to be 

$100 billion (USD) -- more than the value of the global marijuana, cocaine and heroin markets 

combined (Symantec Corporation, 2011).  According to cloud-based platform service provider 

Akamai (as cited by Govtech, 2013) these attacks can be attributed to the following top 10 

countries, which account for 75% of the world hacking sources (Table 3). 

 

Table 3 - Top 10 Countries Launching Cyberattacks 

Ranking Country Percent of World Attack Traffic 

1. China 41 
2. U.S. 10 
3. Turkey 4.7 
4. Russia 4.3 
5. Taiwan 3.7 
6. Brazil 3.3 
7. Romania 2.8 
8. India 2.3 
9. Italy 1.6 

10. Hungary 1.4 
Total  75.1 

Source: GovTech (2013) at 

http://www.govtech.com/security/204318661.html 

In response to these attacks, cybervictims such as corporations, governments, and 

individuals have continually sought to improve their ability to protect their networks.   
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Cybersecurity includes both human and physical security components that provide the 

protection of networks and information from criminal activity.  Cybersecurity involves robust 

design of networks and software, and the use of technology such as firewalls, passwords, 

biometrics, encryption, and much more.  But cybersecurity is not just technology. Human factors 

include training employees how to create strong passwords and protect themselves from social 

engineering, and physical security demands that rooms and offices be built with strong doors, 

walls, and two or three levels of user authentication to gain access.  These forms of access 

typically include user authentication via biometrics (e.g., fingerprint scanning, retina scans), 

specially designed physical keys and locks, and specific access permissions to work in secure 

locations.  As previously noted, these are passive methods analogous to putting a moat around a 

castle. Frustrated with this kind of passive approach, cybervictims have begun to consider and/or 

conduct active cyberdefence operations that take the fight to the cyberattacker, with the goal 

sending a message: We know who you are, and we are not going to take this anymore.  However, 

this “take the fight to the cyberattacker” is an emotional response which may not necessarily 

resolve the cyber threat.  My research explores this decision to use revenge and develop Active 

Cyber Defence (ACD) as a deterrence model accessible to cybervictims. The next section 

explores the underlying deterrence theory of ACD.  

Active Cyber Defence as Deterrence 

My research, exploring corporate decision makers attitudes towards active defence, 

utilizes behavior models such as deterrence theory, securitization speech acts, and social contract 

theory.  As such, examining previous cybersecurity which utilizes similar behavioralist theories 

helped to inform my understanding of cybersecurity decision makers.  A literature review, 

completed by Lebek, Uffen, Breitner, Neuman, and Holher (2013), discovered cybersecurity 
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researchers used a total of 54 theories used in 113 articles.  However, seven primary theories 

were identified (Table 4).  

Table 4 - Cybersecurity Behavior Theories 

Theory # of 
Usage 
used 

Theory Focus  

Theory of Reasoned Action (TRA) / 
Theory of Planned Behavior (TPB) 

27 Behavioral 

General Deterrence Theory (GDT) 17 Behavioral 
Protection Motivation Theory (PMT) 10 Behavioral 
Technology Acceptance Model (TAM) 7 Behavioral 
Social Cognitive Theory (SCT) 3 Learning 
Constructivism 3 Learning 
Social Learning Theory (SLT) 3 Learning 

Source : Lebek et al., 2013, p. 2980 

 

A review of the behavioral theory presented by Lebek et al. find two theories relevant to 

my doctoral research:  General Deterrence Theory (GDT) and Technology Acceptance Model 

(TAM). These theories provide a means to examine human behavior relative to deterrence, and 

human behavior relative to using technology as part of their decision-making process. For 

example, General Deterrence Theory (GDT), based on rational decision-making, has been used 

to examine how employees (presented as internal threats to information assets and cybersecurity) 

(Bulgurc, Cabusoglu, & Benbasat, 2010; D’Arcy, Hovav, Galletta, 2009; Lebek, Uffen, Breitner, 

Neuman, Hohler, 2013) misuse information assets.  Deterrence generally consists of three 

aspects: certainty of sanction, severity of sanctions, and swiftness of punishment. Straub (1990) 

analysis of 1,211 information security survey respondents, examined two aspects, certainty of 

sanction and severity of sanctions, (Straub, 1990).  Based on these two aspects he was then able 

to make up the cost benefits analysis of illegal or harmful activity of the employee.  His study 

concluded these two measures provided some level of deterrence. However, Straub’s research 
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was conducted in corporations, and the concept of swiftness of punishment may not have been a 

relevant measure.   

Relative to my doctoral research, Straub identifies that the deterrence may continue due 

to “strong motivations, such as malice or greed coupled with opportunity and incentive” (p. 273), 

and that swiftness of punishment may be relevant to create an ACD model which provides a 

swift response and form of punishment.  Is it possible, cybercriminals may respond to the swift 

response of the corporation using ACD, when they experience the impact of having their 

computer network compromised by the same tools such ransomware, malware, and asset seizure 

through civil remedy?  However, before advancing this hypothesis and the effect of ACD, it is 

necessary to understand the origin and rational of active defence, not active cyber defence.   

While conducting the literature review for this doctoral research, I discussed the origins 

of active defence and the different stages of active defence emerged.  Furthermore, the literature 

also provided evidence to delineate and clarify the stages of active defence called active cyber 

defence (ACD), and the role of the decision maker at different stages.  Biological and military 

models provide a framework for understanding the overall situational context for when ACD is 

deployed.   In the computer science domain, ACD is part of the overall posture of network 

security, which includes the tactical and strategic decision to hack back and take the fight to the 

attacker (Dewar, 2014).  This section of my research examines the biological and military origins 

of active defence, discusses emerging definitions of ACD, provides examples of ACD, and 

outlines legal challenges and constructs of ACD.  The final segment of this section is a synthesis 

of the literature that demonstrates the specific role of ACD in cybersecurity. 

Active Defence, used within botanical plants (Hutcheson, 1999) and US Army doctrine 

(Brown, 2000), consists of the following stages; surveillance capability, activate kill sequence, 
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draw upon allies, kill completed, and restore barriers. In plants, AD consist of “structural 

barriers . . . anti-microbial compounds, and, induced cellular defences . . . which are described as 

active defense mechanisms” (Hutcheson, 1998, p. 59 – 60).  The induced cellular defenses 

(active defense mechanisms) have barriers in three layers, in recognition and response to 

multiple stimuli (ibid, p. 60).    

Outside of biology, military active defense first appeared in the U.S. Army doctrine 

beginning in the 1970s.  The term Active Defense describes military doctrine adopted by the U.S. 

Army in the mid-1970s for possible battle in Europe. The model utilized 

 systems analysis approach, relied on advantages in superior technology, logistics, 

command and control, communications, intelligence, and training, and was also grounded 

in a mathematical system of analysis that embodied four key principles: threat, terrain, 

ambush, and attack. It divided the battlefield into three areas: the covering force, the main 

battle area, and the rear area.” (Brown, 2000, n.p.).   

 
A key consideration within AD doctrine was the assumption that the defending force was 

outnumbered, and the defending force would leverage AD to sustain a defensive posture until 

ready to go on the offensive.  In other words, AD is an integral component of the defense 

posture, but is designed for forces to “tak[e] the fight to the attackers” alluded to by Dewar 

(2014, p. 10).   

Both biological and military models of AD have clearly established threat actors and a 

typology that positions AD within a larger defensive framework.  Moreover, the threat actors 

(e.g., other plants, germs, or enemy forces) addressed in the biological and military models are 

readily identifiable and within physical proximity of the plant or military force.  This is not the 

case in cybersecurity.  Cybersecurity threat actors are not always within physical proximity, nor 
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easily vulnerable to physical actions, nor readily identifiable.  This creates the adequate 

attribution problem which is explored by McGee et al. (2013) (as cited by Dewar (2014, p. 7)) 

note.  In order for cybersecurity to engage AD, McGee et al. argue that there must be a means to 

ensure the attacker is positively identified.   This is problematic when the attacker uses a botnet 

(which utilizes many computers under the command and control of a criminal) to conduct the 

attack.  The botnet may use computers from different country codes, and infect computers owned 

by innocent individuals (Holz et al., 2008).  

The adoption of ACD as a viable public policy option has been explored in the past.  For 

example, The Commission on the Theft of American Intellectual Property “considered but did not 

support a recommendation that “Congress and the administration authorize aggressive cyber 

actions against cyber IP thieves” (National Bureau of Asian Research, 2013, p. 83). They 

continued, explaining that these actions should not be taken  

because of the larger questions of collateral damage caused by computer attacks, 

the dangers of misuse of legal hacking authorities, and the potential for 

nondestructive countermeasures such as beaconing, tagging, and self-destructing 

that are currently in development to stymie hackers without the potential for 

destructive collateral damage. Further work and research are necessary before 

moving ahead” (pg. 83).   

 

Regardless of the IP Commission’s findings, a multitude of surveys and studies shows there 

is longitudinal evidence ACD has been either used by or considered for use by cybersecurity 

personnel. A sampling of these studies includes:   
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1.  Schwartau’s 1999 study of Australian cybersecurity personnel’s hackback motivations 
and limitations (Schwartau, 1999).  
 

2. Cyber Security Index, January 2014, developed by Geer and Pareek (2013)(as 
referenced by Bejtlich, 2014) surveyed cybersecurity professionals on legality, emotion 
rational, and attitudes towards the legal constraints of AD attitudes. 
 

3. nCircle (as referenced in Lachow (2013) article) discussion of revenge attacks. 
 

4. Steptoe and Johnson, LLP (2012).  The Hackback Debate posted on their cybersecurity 
blog at http://www.steptoecyberblog.com/2012/11/02/the-hackback-debate/ 

 

Mr. Stewart A. Baker’s (Partner at Steptoe)5 2013 written statement, Cyber threats: Law 

enforcement and private sector responses, to the U.S. Senate Judiciary Committee’s 

Subcommittee on crime and drugs (113th Congress, 1st Session. Washington, DC) posited the 

need to raise the cost to hackers and their customers. Mr. Baker suggested that raising the 

cyberattackers’ cost of committing a cyberattack would involve retribution, attribution, and the 

“need to find another paradigm.” These concepts all reflect ACD measures, but raise a variety of 

legal issues, moral / ethical considerations, definitional challenges, and use of force 

considerations which I now explore in my research.  

 

Active Cyber Defence: Emerging Discourse and Definitions 

ACD definitions are evolving and will continue to evolve.  In this section I explore the 

origins of the AD concept, its application to cybersecurity, and the challenges of defining ACD.   

Rosenzweig’s (2013) ACD definition is “…the synchronized, real time capability to 

discover, detect, analyze, and mitigate threats. Moreover, Rosenzweig notes ACD operates at 

                                                 
5 Mr. Baker has “been concerned with cybersecurity for two decades, both in my private practice and in my public 
service career, as general counsel to the National Security Agency and to the Robb-Silberman commission that 
assessed U.S. intelligence capabilities on weapons of mass destruction, and, more recently, as assistant secretary for 
policy at the Department of Homeland Security” (Baker, 2013, np). 
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network speed using sensors, software and intelligence to detect and stop malicious activity 

ideally before it can affect networks and systems. (§1, ¶ 2)” 

McGee, Sabett, and Shah’s (2013) ACD definition is based on the U.S. Armed Forces 

model “the concept of offensive action and counterattacks to deny advantage or position to the 

enemy” (pg. 2) 

Dewar (2014) reviews these two definitions and creates a third definition.  His ACD 

definition is “an approach to achieving cybersecurity predicated upon the deployment of 

measures to detect, analyze, identify and mitigate threats to and from communications systems 

and networks in real-time, combined with the capability and resources to take proactive or 

offensive action against threats and threat entities including action in those entities’ home 

networks.” p. 10) 

My analysis of the three definitions identified the following commonalities: 

1. The ACD is focused on an entity external to the cybervictim’s (e.g., corporation, 
government, citizen) network.   

2. There are explicit steps to conducting ACD (intelligence, analysis, targeting, and harm 
inflicted). 

3. The ACD is a defensive posture in which the victim of a cyberattack has the ability to 
project a deterring effect on the cyberattacker.   

Rosenzweig (2013) and McGee et al. (2013) are contextually correct, but they do not provide 

segmentation of the ACD model within the framework consistent with cybersecurity software 

categories (Table 1 above).  Dewar’s model provides the framework, and the option level of 

response to specific attack vectors utilized in other cybersecurity research.  For example, 

Dewar’s “method of defence” is consistent with Andress and Winterfeld’s (2014) and 

Gangadeen’s (2016) segmentation of the cyberattacks (noted above).   
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Dewar provides a framework for ACD including methods, modes, operational 

environment, and weapons deployed (Table 5).   

 

Table 5 – Modified Active Cyber Defence Model 

Stages Actions / Expectations 

Method of defence Discovery, detection, analysis and mitigations. 
Mode of defence Sensors and intelligence synchronizing real time surveillance at 

network speed 
 

Intention Stop malicious activity IDEALLY before it can affect networks and 
systems 

 
Assets protected Data & information 

 
Area of Operations Other people’s networks and devices 

 
Weapon Options “White worms” (Lu, Xu, & Yi, 2013) 6 

Honeypots with fake command control mission systems (Heckman, 
Walsh, Stech, O’Boyle, DiCato, and Herber, (2013) 

Source:  Original material has been removed because of copyright restrictions, however a full 
citation of the material has been retained:  Dewar, R. (2014). The “triptych of cyber”: A 
classification of active cyber defence”. 2014 6th International Conference on Cyber Conflict, P. 
Brangetto, M. Maybaum, & J. Stinissen (Eds.).  Tallinn: NATO CCD COE Publications.  

 

Dewar’s ACD model is also compatible with the AD modeled by plants and adopted by 

the military.  More specifically, Dewar clearly situates ACD as a response to being attacked and 

using a weaponized response affecting the cyberattackers’ (whom Dewar call “other people’s”) 

networks and devices.  The result is imposing some form of harm in the “kill stage” of the plant 

and military model (Table 6 bold underlined).  However, the Dewar model does not address 

“draws upon allies” component.  This is the information sharing potential and also the 

coordinated ACD response of multiple cybervictims.  The former is addressed in the literature, 

while the latter is illegal under the current legislation. For example, the United States the 

                                                 
6 Lu, Xu, and Yi, (2013) developed a game theory paper positing ACD as a mix of strategic decision points of 
attacker and defender.   This model was utilized in the white worm “Welchia” deployed to destroy the malicious 
Blaster worm.  The white worm failed to continually perform the network patch function correctly which resulted in 
further vulnerabilities (Bransfield, 2003). 
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Cybersecurity Information Sharing Act of 2015, and Canada’s 2010 Cyber Security Strategy 

document has specifically identified information sharing. 

Table 6 - Active Cyber Defence Linked to Biological / Military Models 

Active 

Defence 

Steps 

Domains 

Biological Military Active Cyber 
Defence 

Surveillance 

Capability 

Recognition Event 
of invading harmful 
agents 

Reconnaissance of 
enemy forces and 
their capabilities 

Sensors and 
intelligence 
synchronization in 
real time (Dewar) 

Activate Kill 

Sequence 

Narcotization of 
Invasive Agent 

Establish arcs of 
fire, deploy 
minefields, launch 
air strikes 

Deploy white 

worms, honeypots, 

and DDoS attacks 

(Dewar) 

Draw Upon Allies Induction of 
Neighbor Cells to 
assist with 
necrotization 

Allied Forces 
intelligence sharing 
and force 
coordination 

Information Sharing 

or 

Coordinated 

Cybervictim 

Response 

Kill Completed Programmed Cell 
death (Oxidative 
burst) 

Engage enemy Operate in other 
people’s networks 

Restore Barriers Build stronger 
defense barriers 

Shift from defensive 
stance to offensive 
operations 

Anti-virus software 
upgrade is current 
practice in 
cybersecurity 

 

 

The final section of the AD model, “Restore Barriers,” is conducted under existing 

cybersecurity practices.  This includes new firewall configurations, improved password 

requirement, and cybersecurity education for employees.  ACD may provide further insight into 

cyberattackers’ capabilities that may influence which upgrades are most effective.   

The next section of my research examines the ACD discourse.  In brief, the emerging 

discourse is linked to a growing frustration with existing cybersecurity practices.  While the 

research suggests there is grounds for ACD, there is also legal opinion that clearly indicates that 
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ACD is currently illegal in Canada, U.K., U.S, E.U. to mention a few (Hopkins, 2011; 

Messerschmidt, 2013; West, 2012). Regardless of the legality, there is evidence that corporations, 

governments, and citizens are conducting ACD operations (Centre for Homeland and 

Cybersecurity, 2016). 

Examples of ACD operations include companies conducting retaliatory hacking or ACD / 

hackbacks (Bejtlich, 2014; Lachow, 2013; Menn, 2012).  These examples demonstrate there are 

computer and network security trained people who conduct ACD outside the boundaries of law.  

Lachow (2013), in which he cites nCircle’s 2012 survey, claims 36% of the 180 organizations 

surveyed conducted AD operations.  During my doctoral research, I conducted some back 

checking on Lachow’s (2013) reference to nCicle in Lachlow’s endnote #2.  I was able to 

identify the original survey conducted by nCircle at a Blackhat conference (p. 11) 7.  nCircle’s 

specific question was not about active cyberdefence but rather Have you ever engaged in 

retaliatory hacking?  This notion of “retaliation” could be inferenced to mean revenge or 

retaliation, which are two different emotive responses to be victimized. In other words, when 

considering hackbacks, ACD, or striking back it is essential to distinguish which emotions are 

influencing the cybervictims intentions.    

Depending on the meaning attached to “retaliatory”, the decision to conduct  ACD 

motived retaliation, revenge, or retribution  will influence the formulation of the strikeback, the 

level of harm imposed on the cyberattacker, and the timeline between victimization and 

retaliation.  For example, consider nCircles’ venue, Blackhat, where the survey was conducted.  

Blackhat participants are cybersecurity and IT professionals who intentionally use a variety of 

                                                 
7 Blackhat Conference has been operating for approximately 14 years as the leading conference of IT security 
professionals.  Many who attend this conference are noted experts in a variety of techniques to test and compromise 
IT security systems (legally and ethically). 
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attack techniques to test or compromise IT security systems regardless of the ethical or legal 

implications of conducting the test (Mills, 2009). Moreover, Blackhat attendees can be registered 

as either individuals or representatives of corporations.  The evidence from backchecking, 

nCircle reports “individuals”. The survey reported by nCircle, asking whether individuals have 

engaged in retaliatory hacking, indicates that 64% said that they have never engaged in 

retaliatory hacking, 23% once, and 13% said frequently.  Lachow reported the nCircle results as 

36%, the combined score of 23 and 13.  It may be argued that someone who conducted one cyber 

retaliation is emotionally different than a person who conducts frequent retaliation.  Or, the 

person who conducted frequent retaliations was a from a major corporation with IT resources 

dedicated to retaliation, whereas the one person who conducted one attack may be IT consultant 

with time to conduct a single retaliation attack.  While Lachow is appealing to the overall reader 

audience to make a case for ACD, combining the numbers may confound the survey findings.  

However, Cyber Security Index (as cited by Bejtlich, 2014), designed by two IT professionals, 

provides a nuanced perspective relevant to my doctoral research.   

Bejtlich (2014) tweeted a study conducted by Cyber Security Index and developed by 

two IT professionals, Dan Geer & Mukul Pareek.  The Cyber Security Index has been collecting 

data since 2014, provides monthly reports, and provides a detailed method and rationale for 

analysis.  This enables a repeatable analysis of the variables collected by the authors.  Of interest 

to my research are the themes of the survey instrument and use of a Likert scale used by Geer 

and Pareek.  In other words, the Cyber Security Index provides a longitudinal stable dataset for 

analysis of cybersecurity threats as perceived by cybersecurity professionals.  Geer and Pareek’s 

survey provided further evidence cybersecurity professionals are conducting ACD operations, 

and this topic is subject to research is being conducted.  As such, I emailed the authors of the 
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Cyber Security Index (Geer & Pareek, 2013) who confirmed that the survey cited is accurate, but 

noted the data were not linked to specific demographics of the survey participants.  The survey 

findings, confirmed as being accurate by the authors, notes 8% of the sample conducted ACD 

which had a positive effect, and 6% who conducted ACD experienced some emotional 

satisfaction but not improved security.  Furthermore, 46% of the survey participants noted they 

are constrained by “uncertainty about the legal defensibility of any offensive countermeasure” 

(Bejtlich, 2004, § Active Defense).  It is important to note the Cyber Security Index participants 

are security professionals responsible for corporations, government agencies, and cross sector of 

industry sectors.  In other words, cybersecurity professionals and personnel are conducting 

hackbacks despite their being illegal (as noted above).   

Findings from a 2016 online survey hosted by Dr. Lin (Director, Ethics and Emerging 

Sciences Group at California Polytechnic State University (Cal Poly)) supports the nCircle and 

Cyber Security Index survey findings. Lin asks: “Is it wrong for victims of cybercrime to hack 

back?” and provides readers with a yes/no choice.  As of December 22, 2016, 67% of the readers 

said it is not wrong for victims to hack back (Figure 4).  

Figure 4 - Lin's Survey: Is It Wrong to Hack Back? 

 

Source: Lin, P.  (2016).  Is it wrong to hack back - to counter-cyber-attack when you’ve become a victim? World 
Economic Forum. 
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This majority voting may be influenced by the tone of the online post which suggests the 

“wheels of justice are systematically stuck...[therefore] our obligation to defer to law 

enforcement is suspended” (2016, ¶5). Lin’s reference to “our obligation to defer to law 

enforcement” is particularly relevant to my utilization of social contract theory.   

Social contract theory (detailed review appears below in the literature section) provides 

an analytical framework to examine the role of explicit and implicit agreement by individuals of 

the civil society agree to social arrangements in which government provides protection to its 

citizens.  As such, the citizen no longer relies on revenge and vigilantism to resolve a conflict.  

Instead the citizen defers to courts and law enforcement (i.e. Lin’s wheels of justice).  However, 

if Lin’s premise of justice is stuck and or obligation is suspended – hackbacks, retaliation, and 

revenge attacks are legitimate responses of a failed social contract.  Visions of the “wild west 

vigilantism” are aroused and can only be resolved by creating a public policy framework which 

legitimizes ACD as a viable cyber deterrence option for corporations and citizens.  From this 

position, my research seeks to reposition cyberdeterrence within the existing social contract and 

examine the role of corporations in the social contract of the information society.   

Summing up this section; Baker’s “need to find a new paradigm”, the three ACD models 

proposed by Rosenweig, McGee et al. and Dewar, combined with nCircle’s, and Geer and 

Pareek’s evidence of corporations conducting hackbacks point to the necessity to modify the 

current cybersecurity legal framework to support ACD as a legal option for victims of 

cyberattacks.   However, there is a caution, nCircle’s and Geer & Pareek’s surveys the term 

retaliation and hackbacks, to which I argue these are loaded terms commonly used, but there may 

be underlying factors influencing survey participants responses.  The ACD I am proposing is a 

legal model that unites the different aspects of deterrence, securitization, and contract theory into 
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a unified framework for analysis to corporate decision makers’ attitudes towards ACD as a 

deterrence option which enables cybervictims to respond in a rational, proportional, and logical 

order.   

 

Active Cyber Defence Legal Framework 

ACD legal frameworks may use existing legal frameworks, or, may be legalized by 

changing the existing legal frameworks, or a by the creation of an entirely new framework.  For 

example, Hopkins (2011) outlined an existing framework the “letters of marque and reprisal” (p. 

12) which would enable government to enlist corporations to conduct ACD operations.  This 

would enable corporations to expand their cybersecurity capabilities and move away from a 

passive defensive model (Baker, 2013).  Moreover, Lachow (2013), Belk and Noyes (2012), and 

West (2012) posit there is a role for offensive capabilities in defending the Internet, whilst Olah 

and Haig (2006) outlined three ACD options exist; preemptive strikes, couunterstrikes and active 

deception.   Each mode of ACD and each legal framework would be coordinated in a continuum 

of harms imposed on the cyberattacker.  The adjudication of, and analysis of the impact of, ACD 

decisions could be done within existing justice systems (Steptoe and Johnson, LLP; 2012).  Or, 

as Hopkins (2011) advocates, a dedicated justice system empowered with legislative authority.   

These multidisciplinary cybersecurity solutions provide an opportunity to utilize social 

science research methods (Gerber & von Solms, 2005; von Lubitz, Beakley & Patricelli, 2008) to 

explore these solutions.  These include privacy breach analysis and legislation (Privacy Research 

Clearing House), software security requirements (Symantec, Norton), law enforcement response 

(Australian Cyber Emergency Response Team), and user knowledge (Public Safety Canada, 

European Commission).   Most recently, these different perspectives contain a variety of public 
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and private actors engaged in complex interactions between the state, public, offender, and 

victim (Matthews, 2009).  Despite the potential for a multi-disciplinary approach, my analysis of 

cybersecurity survey instruments, data sets, and publications reveal that cybersecurity research 

embraces a very narrow technologically deterministic definition of the concepts of security, 

cyber, Internet, user, stakeholder, and information.  I contend that this narrow focus does not 

provide a framework for advancing ACD.  Social science may be able to advance ACD as a 

public good within the social contract and provide society with a new cyberdeterrence option.   

Robert S. Mueller, III (Director of the Federal Bureau of Investigation (FBI) from 

September 4, 2001- September 4, 2013) summed up the general state of the corporate 

cybersecurity threat: “There are only two types of companies: Those that have been hacked and 

those that will be.” (Mueller, 2012, p 4).  Speaking at the annual RSA security conference in 

2012, he was openly stating what corporations already suspected.  Moreover, the associated costs 

have almost doubled in the last three years (Ponemon Institute, 2012a) to recover from these 

attacks (Table 7).  

Table 7 - Cyber Security Breach Costs 

Year Days to Resolve Cost per Day Cost Per Incident 

2012 24 24,475 591,780 

2011 18 22,986 413,789 

2010 14 17,696 247,744 

(Source: Ponemon Institute, 2012, p. 18 – 19) 

In 2013, The Wall Street Journal estimated that cybercrime costs $100 billion (U.S.) 

annually.  By 2015, Lloyds Insurance put the cost at $400 billion (U.S.) a year, and Juniper 

research estimated that between 2013 and 2015 cybercrime costs quadrupled and will quadruple 
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again between 2015 and 2019.  By 2019 data breaches alone (a form of cybersecurity attack) are 

estimated to cost industry $2.1 trillion globally (Morgan, 2016). 

 When trying to understand the role of the corporation in these costs, the Internet Security 

Alliance (2008) concluded that corporations were not actively protecting their information 

assets.  For example, 29% of the executives did not know how many security events their firms 

had, 50% of the senior executives did not know how much data was lost, and 33% of the 

respondents did not use firewalls (Internet Security Alliance, 2008). 

  This is not unique to corporations.  The lack of information security awareness is also 

found in Internet users who are the citizens and consumers of corporations and governments.   

Public Safety Canada’s (2011) survey of Canadian Internet users found 51% of the survey 

participants (n = 5049) rated their online precautions as poor.  When asked why, the participants 

(n=1906) identified “don’t know how to do it” (89%) and “do not pay attention to these things” 

(76%).   While the two groups, corporations and individuals, are different, they do share 

something in common:  both are members of the information society and have specific roles and 

responsibilities as members of this society.  Furthermore, within government and corporate 

personnel, there are those who are assigned the task of conducting cyberattacks for self-defence, 

political, and corporate espionage purposes. 

As such, collectively, there are four groups within the information society social contract.  

Group 1: Citizens as legitimate consumers of food, water, clothing, and shelter.  Group 2: 

Corporations providing those necessities of life.  Group 3: Governments who are unable to 

uphold the Industrial Age social contract, and Group 4: Cyberattackers, who are also citizens and 

consumers, but not promoting public good.  The information society social contract continues to 
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exist to right the harms either through deterrence or some form of justice.  However, it has 

evolved to include corporations.  The origins of the social contract are in the Literature Section.   

As with all contracts, there are two questions: “Who is responsible for what?” and “What is 

the goal of the contract?”  Today information is afforded the level of protection and security akin 

to other resources and commodities such as gold, money, and precious gems.  As a commodity, 

information is safeguarded by those responsible for holding the information, and information is a 

target sought by criminals to be exploited for personal and criminal gains. But there remains the 

simple and yet exceedingly complex question:  What is information?  The next section 

introduces Philosophy of Information developed by Floridi, through which he reconceptualizes 

information as a unique field of philosophy and unite the study of information regardless of 

discipline (mathematics, health, sciences, etc.).    

 

Philosophy of Information 

Individuals have always collected data through their senses, applied some type of 

analysis to create meaning, and then acted on the final product: information.  Arising from this 

acting on the information, a person gains experience and insight (a/ka/ knowledge) and wisdom.  

This transformation from data to information to knowledge (the DIKW) developed by Rowley 

(2007).  in which she identified the processes a person goes through when Through this process, 

individuals assess their environment for threats against their safety and security, find ways to 

secure food, make clothing, and build shelters.  As humans evolved, they began to question how 

we came to know something, how we made decisions, and what data we needed to make 

decisions.  Philosophically, Plato and Socrates essentially questioned the nature of knowing 

(epistemology). They developed “information” as a unit of measure for communicating ideas.  
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This unit of measure essentially remained unchallenged until Claude Shannon’s 1948 seminal 

paper, A Mathematical Theory of Communication, confirmed that information could be encoded 

to binary signals, which reduced signal errors, and made possible long-distance transmission of 

analog messages.  With the introduction of computers and the capabilities to store data, access 

that data, and create information from around the world, there was and is an emerging debate 

about the role of, and nature of, data and information (Floridi, 2002; Gleick, 2011).   

Gleick (2011) examined the effect of separating the spoken word from the speaker’s 

written symbol.  He argued this fundamentally changed who controlled the generating and 

sharing of knowledge.  This evolution in communication continues today led by individuals in 

fine arts, mathematics, philosophy, and government creating a disconnected epistemological 

model of information (Floridi, 2002, 2002a, 2003). Each field of study uses information 

differently to justify its own academic standing or intellectual rigor.  While advancing the field of 

study, the differences also impair the study of information utilization.  The differences, found in 

the definitions of information, are often constructed as an extension of a specific branch of 

science, or a mathematical problem, or a communications problem based on existing paradigm in 

each discipline (Floridi, 2003).   

To overcome this disconnected epistemological model Floridi (2010) approaches 

information and the associated data as an infosphere consisting of information as a biological, 

semantic, physical, mathematical, and economic phenomenon. From this perspective, he 

examines information as a resource, target, or product (p. 104). Moreover, Floridi’s model 

provides a framework to examine the individual experience of information through moral agency 

and existential experience in the infosphere.  Floridi’s ethical framework confirms it is the moral 

agency of the individual corporate decision maker that is relevant when confronted with ethical 
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struggle of strikebacks and hackbacks after being victimized by a cyberattacker.  Floridi’s 

approach aligns with Critical Realism which has been the ethical position I adopted when 

conducting my research (Appendix F provides general note on Critical Realism). 

It is within this context of moral struggles and ethical considerations I examine the 

corporate decision maker’s struggle to protect the information society as a social contract 

obligation.  Specifically, I can examine the corporate decision maker attitude towards ACD can 

be codified into the various components of social contract: justice, existential threat, and public 

policy.  These components are developed further in my Literature Review, in which I establish 

the line of reasoning which demonstrates a person’s ability to exist is mediated by information 

being disconnected from the person’s direct control.  This is the unique trait which separates the 

Industrial Age with the information society. 

However, Webster (2006) states that information has not fundamentally changed; what 

has changed is the “impact of the accelerated industrial capitalism of the nation state” (p. 265) on 

the production of information. Webster is not dismissing Floridi’s perspective, rather he is 

pointing out the power of technology to influence our understanding of information.  This is an 

example of Floridi’s observation of treating information as an extension of the existing paradigm 

to explain information.  Floridi counters this extension, when he demonstrates how 

epistemological values assigned to an action or activity results in changing how a person views 

the world (Castells, 2009; Furner, 2010).  He is also able to link the generation of information to 

human cognitive actions which occur within a specific construct, and finally, he incorporates 

metaphysics, ontology, and epistemology to examine how we come to know something is 

information.  In doing so, he provides a meta-level analysis of information as a unified model. 

This now enables information science researchers to ground their research in a common model, 
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which could lead to better multidisciplinary studies of information in medicine, law, privacy, and 

industry.    

Floridi’s Philosophy of Information, developed approximately 15 years ago, is 

“distinguished from the history, sociology, and politics of information studies as the meta-field in 

which distinctively philosophical questions are posed--and philosophical answers attempted-- 

about information studies as a field” (emphasis in original) (Furner, 2010, p. 165).  Floridi’s 

rationale for a Philosophy of Information is based on the evolving social interaction with 

information.  Floridi (2003) notes, “the computer revolution, the informational turn and the ICT 

(Information and Computer Technologies) society…has been changing the world profoundly, 

irreversibly and at a breathtaking pace…all of which calls for a conceptual analysis and 

exploration.” (p. 460-461).  As such his model enables me to present “information” as a unique 

asset which creates the shift from Industrial Age to the information society.   

Moreover, I can now engage corporation decision makers who are tasked with protecting 

information assets through social interaction to assess their attitudes and behaviors about 

information., This approach is consistent with the larger notion of protecting the information 

society using ACD.  The next section addresses the issue of why my research focuses on the 

individual, rather than the corporation, as a moral agent.   

 

Corporations versus Individuals as Moral Agents in the Information Society 

The final issue to consider in my preamble is whether the “Corporation” or the “Individual” 

is the unit of analysis I will use in this research. 

Corporations influence every aspect of our lives. The historical development of 

corporations can be traced Middle Age gilds which enabled a monopoly on services, to the 15th 
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century reign of Henry VI and the commencement of granting Royal Charters to operate 

independent townships, and more specifically the debate about corporations as legal personal 

entities (Bathurst, 2013; Goodpaster 1983; Schane, 1987).  Examples of corporations are the East 

India Company of 1600 (chartered by Queen Elizabeth) (Bathhurst, 2013). Within this time 

frame corporations have become the dominant supplier of goods and services in society, which in 

turn has led to a significant impact on the environment and community well-being.  In response 

to this corporate influence and control there are efforts (legislative and societal) to hold 

corporations accountable as if the corporation is a person.  Two types of accountability have 

evolved: the philosopher Kenneth E. Goodpaster (1983 as cited by Ranken, 1987) has argued 

that corporations now have a “social responsibility” mandate beyond the shareholders to society 

at large, while the economist Milton Friedman (1970) labelled social responsibility a 

“fundamentally subversive doctrine” (np).   

Decision makers responsible for ACD could rationalize their tactical and strategic decision-

making as an extension of corporate social responsibility to protect information as a commodity.  

Conversely, decision makers could invoke Milton’s position and state that ACD protects 

corporations’ interests which in turn enable the corporations to use their money to make society a 

better place.  Regardless of the position taken, corporate executives and employees (as 

individuals within corporations) have moral obligations (Achbar, M., Abbott, J., Bakan, J., Big 

Picture Media Corporation, & Filmwest Associates, 2004) to the community they work in or the 

corporation they are employed by. However, both arguments evolved from a historical context. 

There is evidence in the literature which clearly shows “corporations as person” and 

individual accountability has been researched by legalists, social scientists, political 

philosophers, and segments of society dating back to the 1400’s.   
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Throughout this historical debate the central tenant has been to determine if a corporation 

has moral agency not just to stakeholders but to society too (Goodpaster, 1983 as cited by 

Ranken,1987).  Goodpaster posits that Corporations do have moral agency which is exhibited by 

decisions to buy/sell assets, collect information and then plan activities based on the analysis of 

that information.  Furthermore, Goodpaster’s position is substantiated by historical legalist 

deliberations circa 1440s (Schane, 1987).  Beginning in the 1440s French and German 

governments began deliberations about the characteristics of corporations. These deliberations 

eventually culminated in two U.S. court decisions in 1809 and 1909 which continue to influence 

the position that corporations are moral agents to be held accountable (French, 1979; Schane, 

1987) as if they have human-like attributes. 

Schane identifies three constructs that imbue corporations with human-like attributes such 

as morals, obligations, and duties.  Schane finds evidence in judicial decisions arguing that 

people who run corporations are comprised of collectives, communities, or groups that behave as 

if they were a single person.  Implicit is the notion the individual’s moral agency is subsumed by 

the corporation.  This argument is also substantiated by Goodpaster (1983 as cited by Ranken, 

1987), Dempsey (2013), French (1979) and Schane (1987).  Collectively, these researchers noted 

jurisprudence and philosophical deliberations, about corporations being persons, were originally 

grounded in a practical linguistic description of a group of men acting as a collective.  However, 

the deliberations expanded to include human rights, citizenship, personhood, and ultimately legal 

rights of the corporation as a legal entity.  This expansion of discourse has created the legal 

fiction of corporations being persons (Schane, 1987, p. 579) (italics added).   Central to this legal 

fiction is the Court ruling (Marshall v. Baltimore & Ohio R.R. Co., 57 U.S.; 1853) that a 

corporation has some form of citizenship but lacks certain rights (ibid, p. 582).   
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Two distinct legal thoughts exist on this issue of corporate citizenship.  First, French (1979) 

and Schane (1987) suggest that the debate is founded on the desire to seek relationships between 

a particular metaphysical belief that seeks to position corporations as something uniquely 

different than humans.  Second, in a contrary position, Dempsey (2013) and Goodpaster (1983) 

seek to position corporate moral agency as a social obligation and in fact the corporation is 

uniquely similar to human moral agency.  Regardless of the position adopted by these authors, 

the key struggle they encounter is reconciling what is means to be moral and have agency.     

Schane (1987) demonstrates how judges sought to position the corporation as a separate 

legal entity from the legal entity of the persons who operated the corporations.8  He advances 

three theories of the corporation as person: the creature, the group, and the person.  He goes on to 

note the “different theories must be understood as explanatory models useful for interpreting the 

Court's decisions. The models bring coherence and structure to what otherwise might be 

disparate events, and they provide a conceptual background against which to trace the evolution 

of American corporate personality.”9 (p. 570).  Schane examines two U.S. court cases to explore 

how corporations can be moral and have agency. 

The first case, an 1809 Supreme Court decision, Bank of the United States v. Deveaux, 

ruled that the persons under the name of the Corporation could not be deprived of their rights as 

a citizen.  This decision enabled courts to hear cases of corporations seeking legal remedies (p. 

                                                 
8 Schane (1987) notes “[a]s early as 1444, it was asserted in the Rolls of Parliament that "they [the Master and 
Brethren of the Hospital] by that same name mowe be persones able to purchase Londez and Tenementz of all 
manere persones." (p. 563-564). 
9 It is noted that corporations as persons is also reflected in Canadian legislation.  The Interpretation Act, RSBC 

1996, Chapter 238, has two relevant sections; Section 17 and Section 29.  Section 17 outlines Corporate rights and 
powers which include the right to sue and be sued, enter into contracts, acquire and dispose of property, and Section 
29 defines “person” to “includes a corporation, partnership or party, and the personal or other legal representatives 
of a person to whom the context can apply according to law;”  
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574-575).  The caveat was that the persons of the Corporation were the ones afforded rights, not 

the corporation itself.  

It would be 100 years later, in 1909, that the second U.S. case, Southern Railway Co. v. 

Greene, would resolve the issue of the human nature of the corporation. Corporations were 

deemed to be a legal entity with similar rights as a person (p. 589). While both cases clearly 

assign the corporation with similar traits as persons, Schane cautions the reader to be cognizant 

of the role language has in legal practice compared to language in everyday practice. He 

concludes that the Corporation is only a person within the context of the law - not within the 

context of society in general and in the context of attribution of moral reason and logic to the 

person. This is consistent with organizational leadership models such as servant leadership, 

transformational leadership, and accountability models – all which focus on the ability to lead 

from a personal framework. 

Schane’s distinction provides a unit of measure in decision making – the individual.  It is at 

the level of the individual that a decision is made and can be accounted for or influenced.  This 

has been repeatedly demonstrated in organizational behavior research, and the psychology of 

decision making.  Moreover, the individual continues to exist separate from the government, 

corporation, or society, and continues to the primary unit of measure in social science research. 

Proposing the Corporation as an entity with person-like traits can be refuted on the 

following lines of reasons: 

1. Labelling a group of people as a “corporation” enables some type of classification of 

activities unique for comparative purposes. For example, energy corporations (gas, oil, 

hydro, and fuels) are responsible for energy development, financial corporations 
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(banks, credit unions, mortgage firms, currency exchanges, credit card companies) are 

those responsible for coordination and distribution of financial services. 

2. Corporate performance metrics such as profits, losses, increased shareholder stock 

values, and mergers and acquisitions reflect how well a corporation as a whole is 

performing against other corporations in a similar classification.   

3. A Corporation is not capable of reflecting on “its” decision which denotes an ability to 

be morally emotive (right or wrong, good or bad, joy or remorse). 

However, all these metrics are the direct effect of individuals within the corporation 

making decisions which require allocation of resources to one plan of action over another.  

Furthermore, it is the individual who experiences moral motives such as good, bad, right or 

wrong.   

My research adopts the position that it is the individual who exhibits these traits which are 

reflected in the activities of the corporation. Furthermore, within cybersecurity research, focusing 

on the person enables me to position technology as neutral, and adopt the ethical stance of “do no 

harm” and social responsibility with the decision maker.   

Summing up the 5 W’s of Protecting the Information Society. 

This section has introduced the Protecting of the information society through the lens of 

who, what, when, where, and why.    

1) Information security and Cyber threat actors who attack the information society;  

2) What software used to defend and attack computer networks;  

3) Why Active Cyber Defence can be a deterrence framework to protect the information 

society; 
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4) Why Philosophy of information provides a nuanced means to measure the individual’s 

experience when protecting the information society; and  

5) Where & when, in corporations through corporate decision makers as moral agents 

responsible for protecting the information society.  

Collectively the Five W’s demonstrate Protecting the Information Society is unique from 

the Industrial Society.  The unique perspective of the Industrial Society was the ability to have 

direct control of natural resources and access to skills necessary to convert the resources into 

necessities to survive.  Individually we could build houses, grow food and harvest crops, design 

and produce clothing.  As a collective group, we built villages, assigned responsibilities, 

developed specialized skills which led to the need for sharing of skills and resources, and 

creation of governments and corporations to ensure efficient use of resources.  With the invention 

of computer and information technology, and global telecommunication networks, information 

and data became the commodities which influence prosperity and productivity. 

The new technologies mediated and distanced our access to the resources we once had 

direct control over.  The technology became a tool of the farmer, builder, and producer, and 

seller/buyer.  No longer did the producer get local resources – these resources were accessed and 

shipped from international locations.  Instead of raiding the local farmer, builder or supplier, 

criminals were able to conduct the same raids online using software to exploit the computer 

networks and steal data.  Protecting these data from the criminal fell to information security and 

information technology professionals who were responsible for designing secured computer 

networks.  Computer and network security achieve deterrence through a passive approach which 

has had mixed results.  Due to these mixed results, victims of these cyberattackers -- corporate 

executives, citizens and government -- are now engaging in retaliatory hackbacks against the 
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cyberattacks.  Despite this being illegal, there is still a growing interest in AD as a legal response, 

albeit with minimal public consultation.  Moreover, since the early 1990s ACD has been the 

focus of several initiatives that have stalled due to technological and legal challenges.  Based on 

the literature review, I adopt the position that ACD development, research, and advocacy may 

benefit from grounding ACD as a multidisciplinary issue in the social sciences.  From this 

perspective, I reposition ACD in the broader context of social contract and use the social contract 

as a framework to explore decision makers’ attitudes and beliefs about ACD. 
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The Research Questions 

My research explores corporate decision makers’ attitudes towards ACD as a viable 

deterrence option for protecting the information society.  Included in this “viable deterrence 

option” are such issues as legal constraints, deterrence models, societal obligations, 

securitization, and motivation to strikeback / counter attack.  From this examination, I intend to 

inform policy, tactical and strategic decision making, and synthesize existing cybercrime, 

cyberwar, cyberterrorism data relevant to my research.   

The research question which guides this exploration is: 

“What are the factors that influence corporate decision-making processes when deciding 

whether or not their organization should engage in active defence?” 

The following sub-questions focus my research: 

1. How does “offensive cyber operation” differ from “active defense?  
 

2. What is (are) the objective(s) of an active defense operation? i) deterrence, ii) 
disruption, iii) deference, and / or iv) destruction?   
 

3. What are the cognitive aspects of the decision-making process which are involved in 
conducting the respective types of active defense cyber operations? 
 

4. To what degree does the decision-maker’s level of confidence in technology influence 
the decision to launch an active defense operation? 
 

5. To what degree does the decision maker’s knowledge of the level of harm to network 
/ information influence the decision to launch an active defense operation? 
 

6. To what degree does the decision maker’s knowledge of the threat influence the 
decision to launch an active defense operation?  
 

7. To what degree does the decision maker’s level of confidence in technology lead to 
adoption of active defence technology? 
 

These questions result from a synthesis of nine years of working with law enforcement 

agencies, non-profit associations, corporations, and academic researchers.  During that time, I 
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have developed a working knowledge of; online child abuse materials cases, fraudulent products 

being sold online, and mass email advance fee fraud operations (e.g. Nigerian Prince 419 scam).  

More specifically, during these nine years, I have noted an emerging frustration amongst law 

enforcement, justice and public safety officials, and corporate decision makers.  This frustration 

is summed up into three thematic questions: 

1. Are we stopping the bleeding? (i.e., can we prevent cybercriminal activity effectively?) 

2. Are we slowing the bleeding? (i.e., how effective are the current justice and public 

safety processes?, and 

3. What can we do differently? (i.e., are active defense operations a viable alternative?) 

These three questions illustrate the complex balance cybersecurity professionals must attain 

when considering the goal of ACD operations. More specifically, cybersecurity professionals 

must balance the roles of deterrence, harm, and threat when securing the Internet, securing the 

data and information stored on information technology systems, and also managing the situation 

when there is a cybersecurity incident such as war, cybercrime, terrorism, or hacktivism. 

Traditional cybersecurity research has tackled these questions or variants of these 

questions as technological solutions which improve the ability of network security to protect data 

and/or reworking existing information security policies to improve passive postures. Such 

policies generally rely upon conventional deterrence models which consider time/space and 

proximity of victim to offender.  My research adopts a different perspective: technologically-

focused solutions need to be realigned to include a social science framework. Therefore, my 

research utilizes the following bodies of knowledge: sense of justice, social contract theory, 

securitization, and Theory of Change, and related research on corporate decision-making. 



75 

(Appendix A provides an overview of variables linked to specific research questions).   The next 

section summarizes the associated literature. 
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Literature Review of Select Theories 

My literature review identifies the various theories currently used in cybercrime, cyber 

deterrence, and where possible identify other literature which inform my understanding the 

research question and sub-questions.  The following theories are incorporated into my research: 

Hobbes’ Social Contract Theory, Rawls’ Sense of Justice Theory, Criminological Deterrence 

(Revenge, Vengeance, Vigilantism), International Relations (Securitization), and Theory of 

Change.  The Philosophy of Theory was covered under the 5 W’s chapter.   

Social Contract theory enabled me to explore the relationship of stakeholders to manage 

information as a resource that requires protection.  Sense of Justice theory enabled me to identify 

how ACD can be organized into a deterrence model which supplements / augments the existing 

social contract.  Building on the traditional deterrence theory found in Social contact and 

expanded by Rawls, I then examine the current state of cyber deterrence being a revenge-based 

model which is outside of the established society obligations of justice.  Having established with 

the deterrence theory a possible cyber deterrence model, I then consider how this model can be a 

positive securitization creating a new public policy for corporations.   

More specifically, I create a change management strategy which is transparent to 

corporations, government, and citizens.  This ensures the social contract continues to evolve in 

the information society.  However, the new model articulates the nuances introduced by 

technology.  Using these theories, I demonstrate the information society in which we live is still a 

society complete with duties and obligations of the individual to society at large.  Fulfilling these 

duties and obligations results in the desire to balance self-serving interests while ensuring that 

those interests are not threatened by others self-serving interests. Within this tension 
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communities arise, natural resources are cultivated and shared, and a balance is sought between 

war and peace.   

Social Contract Theory and Sense of Justice encompass “the view that persons’ moral and/or 

political obligations are dependent upon a contract or agreement among them to form the society 

in which they live” (Friend, 2004, np).  According to Krebs (2011), the SofJ framework is 

attributed to Aristotle’s Nicomachean Ethics’ three forms of justice, distributive, commutative, 

and corrective, and a fourth construct, procedural justice, “which overrides the other three” (p. 

229).  These four forms of justice align with Hobbes’ social contract which outlines how people 

move beyond the brutish and cruel life when competing for scarce resources (Hobbes, 1651). 

Browne (2008) and Rusling (2007) note the social contract is essentially an implicit or 

explicit agreement between society and the governing state.  The social contract is based on the 

following tenets:   

1. People are essentially interested in their own welfare; 

2. There are trade-offs between the state and society which result in tensions; 

3. There is a finite amount of resources; and 

4. There is a struggle within the individual between compassion, self-interest, and morals.   

These four tenants continue to exist in the Information Society.  For example, people’s self-

interest is now extended to include databases and telecommunications which capture their 

personal information in corporations.  Referring to the finite resource component of the social 

contract, the information society is typically characterized by a wealth of data and information at 

our disposal.  There remains the finite resource of time, place (which include the natural 

resources to sustain the ICT infrastructure), and personal skills to manage all these data and 

information assets.  The final tenet, the struggle within the individual, continues to be relevant in 
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the information society.  For example, in order to be an active member of the information society 

you must consent to sharing your personal information but have no power to selectively choose 

what to share. This is exemplified in the contracts for social media in which there is no option to 

select a partial list of accesses provided by the software.  Furthermore, the citizen and consumer 

must navigate the global aspects of the information society within the context of global and local 

issues being interwoven.    

One example of a global issue affecting local issue is the end of the Cold War.  When the 

Cold War ended in 1991, the Berlin Wall came down, Russia’s economy was in ruins, and 

Russian KGB personnel were no longer required (Stratfor, 2008).  This in turn led to “thousands 

of ex-KGB officers [leaving] the state and [joining] organized crime” (Stratfor, 2008, ¶ 8).  

These personnel provided (then and now) hacking services and formed the Russian Business 

Network (Goldman, 2011).  The RBN has been implicated in the 2008 cyberattack of Citibank 

(netting tens of millions of dollars) (Vaidya, 2015, p. 6) and providing rogue cyberattacks during 

the Georgia / Russia war in 2008 (Hollis, 2011). RNB continues to operate today and maintains 

several dark web stolen credit card sites on Tor (free software enabling anonymous 

communication) and is currently linked to cyberattacks associated with the U.S. Presidential 

Elections in 2016 (Suikki, 2017). 

This example demonstrates the interconnected state of the world, but also the new social 

contract emerging in which state sponsored cyberattacks are conducted by private entities 

(organized crime) against other private entities (corporations) which are responsible for 

infrastructure security of a nation. Invoking the social contract framework, it is possible to 

explore how decision makers frame ACD within the four tenets of, and four types of justice of 

the information society social contract. 
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Social Contract Theory 

Social Contract Theory (SCT) has evolved from the intellectual movement established by 

Plato and Aristotle’s original civil society arguments and continued through to the present 

iteration of Rawls’ SofJ) framework (Rawls, 1963; Ritchie, 1891).  The key works considered in 

SCT (as mentioned above) are Aristotle’s Nicomachean Ethics; Hobbes’ Leviathian, Locke’s 

Treatise of Civil Government, Rousseau’s Social Contract, and Rawls’ Sense of Justice.  

According to D’Agostino, Gaus, and Thrasher (2011), “the basic idea [of SCT] seems simple: in 

some way, the agreement (or consent) of all individuals subject to collectively enforced social 

arrangements shows that those arrangements have some normative property (they are legitimate, 

just, obligating, etc.)” (np).  This normative property appears to be based on two assumptions: 

the implicit and explicit expectation that the individual, organization, or ruling government are 

rational beings with the ability to make choices to leave or join the society, and whether or not 

there is a mechanism to ensure all the parties are in compliance with the contract (D’Agostino et 

al., 2011; Krebs, 2011).  Rawls proposes there are three phases of a social contract.  The first is 

the original state of the human being, followed by a need to improve the condition of living, and 

finally the maintenance and evolution of the social contract. 

However, advancing SCT is not without its challenges.  The maintenance of the social 

contract requires mechanisms which ensure compliance, while acknowledging that there is no 

enforcement power to cooperate.  In other words, the social contract needs some coercive 

mechanism, and those responsible for maintaining the social contract need to be prepared to 

“pursue war when peace fails” (cf. Clausewitz, On War; Sun Tzu, The Art of War; Hobbes, 

Leviathen).  Furthermore, the social contract can change as governments and citizens change, 
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either in moral beliefs, obligations, or duties.  This final observation is particularly relevant in the 

information society which has fundamentally changed the scope and scale of interaction between 

individuals, groups, governments, and corporations.     

For example, the Internet Security Alliance (2008) recommendations to the Obama 

Administration and 111th Congress references the “larger social good” that government and 

industry must address (emphasis added) when considering new information security services, 

services which are designed to protect commerce, food, water, investments, and public interest 

(p. 2 -5).   In other words, technology (and the associated data) now mediates access to these 

services and scarce resources. Extending the scarce resources argument to the Information 

Society may seem odd but the reality is that access to commerce, food, water, clothing, and 

shelter was traditionally confined to local resources.  Now, access is facilitated by technology, 

which is managed and protected by information technology decision makers in corporations.    

SCT provides a framework to explore how decision-makers make decisions on protecting 

the technological infrastructure that sustains the information society.  As noted in the preamble, 

research has quantified the impact of failing to protect the information society an existential 

threat to people’s well-being.  For example, the impact of identity theft on the ability to secure 

employment, mortgages, and credit ratings is real (Baum, 2007).  Furthermore, Fraser’s (2010) 

analysis of the impact of approximately 1,400 citizens’ file summaries stolen from British 

Columbia’s Ministry of Housing and Social Development.  He found that files were to be used 

for creating false identification.  This vulnerable population, which receives housing, food, and 

medical assistance from the British Columbia (BC) government, is now exposed to potential 

financial fraud threats, which further jeopardizes citizens’ credit history.  Both examples 

illustrate that people’s ability to access resources is now influenced, not by the physical access, 
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but rather the information about the individual being compromised through identity theft 

(Winterdyk & Thompson, 2008).   

At the infrastructure security level, the existential level is amplified as national and 

international agencies, corporations and government, guided by culturally sensitive social 

contract, must address large security threats such war, state sponsored terrorism, and 

transnational organized crime.  Arquilla (2012) notes the interface between government and 

corporations influences the safety and security of the infrastructure (electric power, natural gas, 

and water dams) which society relies upon.  He argues this enables states and corporations to 

develop Stuxnet, a malware which exploited this interface. In this case Stuxnet was designed to 

seek out Siemens Step 7 software operating on Microsoft Windows operating systems and 

networks (Kushner, 2013).10  Stuxnet is a joint Israeli/U.S. cyberoffensive operation that targeted 

an Iranian nuclear facility using Siemen’s specific centrifuge hardware.  In other words, the 

governments designed malware to attack another government using a vulnerability in Siemen’s 

hardware which controlled another country’s nuclear reactor.  Stuxnet is not an isolated example.  

Selected case studies by Weiss (2010) include: the 2007 Aurora demonstration destroying a 

diesel engine (was applied to all rotating equipment such turbine, compressor, windmill, or pump 

[including smart grid]), 2008 Pacific Energy Resources Leak Detection attack by Mario Azar 

shutting off leak detection in three offshore oil platforms, 2008 City of San Francisco locked out 

of their own FiberLAN for 12 days (unable to monitor performance of city computer networked 

services for vital services such as police, payroll, and the industrial facilities such as waste water 

treatment) (p. 105- 121). 

                                                 
10 For overview of Stuxnet design and deployment read “How Kaspersky Lab tracked down the malware that 
stymied Iran’s nuclear-fuel enrichment program” posted Feb 26, 2013 at IEEE Spectrum blog  
http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet/. 
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The above examples demonstrate the impact of technology on the social contract to 

manage access and equal distribution of scarce resources.  However, Ranum (2010) cautions that 

reporting on technology and harm is not without challenge. Ranum (2010), in a recent “news 

pundits” commentary about cyberwar with Estonia and China, notes these examples are often 

presented without facts or they misrepresent the scope of this emerging relationship.  Similar 

concerns have also been expressed by social science researchers.  For example, the emerging 

nature of cyberattacks as a new phenomenon by groups, such as Anonymous, is characterized by 

the increasing volume of personal information records breached (Marron, 2008); the levels of 

corporate liability when conducting risk assessments (Shavell, 1983); identification of levels of 

risk associated with operational environments (USA Department of Labour, 2009); and 

criminological harm associated with violent crime (Baumgartner, Ferrair, & Salfati, 2005).  

Understanding this shifting phenomenon is possible through the lens of Rawls SofJ model. 

Rawls’ SofJ argues members of society evolve towards a stable view of what is right and 

wrong as a moral psychology (Rawls, 1999, p. 399).  This is especially relevant to ACD research 

which is still evolving a sense of what is acceptable and unacceptable, and what is ethical within 

the existing cybersecurity practices.  However, the existing cybersecurity practices are being 

challenged by the growing discourse advocating ACD.  Rawls’ SofJ addresses this emergence of 

ACD by asking members of society to examine ACD through the specific lens of promoting a 

stable Internet environment which promotes the good of self and others. For example, how 

members of society make sense of the transition from industrial society to information society is 

marked by the rapid emergence of corporations as capable guardians of data and information 

assets.  One possible way to make sense of this emergence is Rawls’ SofJ framework, which 



83 

enables researchers to examine an individual’s ability to navigate the transition and return to a 

stable society. 

One approach to resolving these concerns is to explore how society seeks to balance the 

competing demands for safety and security, while ensuring that society has the ability to correct 

the harms caused by individuals who violate the safety and security of others.  Within the 

information society, these harms are manifested as cyberbullying, child abuse materials, identify 

theft, stolen credit card data, and financial losses.  My research will utilize Rawls’ SofJ model to 

explore how corporate decision makers seek to mitigate the harm caused by cybercrime, 

cyberwar, and cyberterrorism. 

 

Sense of Justice Theory and Deterrence 

The contemporary iteration of SCT is the SofJ developed by Rawls (1963).  According to 

Krebs (2011), Rawls’ SofJ is an evolutionary process by which individuals or groups “distribute 

resources in fair ways (distributive justice), to honor the commitments they make to others 

(commutative justice), to punish cheaters (corrective justice), and to develop effective ways of 

resolving conflicts of interest and making fair decisions (procedural justice)” (p. 232).  Krebs, 

drawing upon psychology and biology, demonstrates that the SofJ can be understood through 

various interactions which promote social good, which promote a goodness of fit to survive as an 

individual and community, and also which identify ways to keep the balance between 

cooperation and retribution.    

Rawls’ SofJ specifically models a means to understand the nuances of the social contract 

treatise proposed by Hobbes, Locke, and Hume (Freeman, 2008).  For example, while all four 

types of justice can be found in these treatises, the means of executing the contract per se is 
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different.   Hobbes proposes that the contract is limited by power and control between monarchy 

and citizens.  Locke and Hume suggest that a republic government should be more controlled by 

the people. Rawls approaches the execution of the social contract from the perspective of 

everyone knowing nothing about anyone else and there is no specific position in society 

maintained by the individual (such as being a tradesman, politician, or member of a specific 

guild, or segment of society).  Called the “original position,” Rawls argues that individuals seek 

to balance their obligations to self and society through distribution of resources to relieve 

inequalities and through a mutually agreeable sense of justice should inequities arise. 

Within the scope of the information society SofJ provides a framework to evaluate the 

tensions between self and society and the role of ACD tactics and strategies utilized by decision 

makers to protect the information society. Of particular relevance is the societal tension of 

maintaining peace and seeking a balanced online deterrence.  This tension is reflected in the 

elegant and succinct Latin quote: Si vis pacem, para bellum, from Publius Flavius Vegetius 

Renatus’ adaption from Book 3 of De Re Militari, the Latin phrase roughly translates to, "If you 

want peace, prepare for war.”  This approach, which articulates two extremes, also articulates the 

extreme example of network security software tools outlined in Table 1.  The tools can be used 

for both extremes, hence the need to explore ACD as a pool to ensure a balanced online 

deterrence model is created to avoid the extreme situation of conflict and war.    

 

Social Contract’s Justice Framework 

Criminologist James Sheptycki (2012), presenting at the Security and Police Conference 

December 12-13, 2012 in Belgium, noted that the increasing attention on security has also led to 

an increasing sense of insecurity.  The paradox can be subjected to analysis through the types of 
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justice embedded in the social contract.  Artistotle’s Nocmachean Ethics Book V introduces three 

types of “justice” as types of behaviors indicative of a civil society. These are distributive, 

commutative, and corrective.  A fourth justice, procedural, addresses how society seeks to apply 

remedies for an injustice incurred.  These four justices are now discussed below.   

Distributive justice means someone is responsible for the distribution of goods from a 

common stock (Pakaluk, 2005, p. 196).  In other words, organizations and governments enter an 

agreement with their citizens and constituents about how resources are distributed, in terms of 

principles of equality, equity, reward, and merit.  Implicit in this distribution agreement is some 

form of negotiation.  For example, Rawls (1963) and Internet Security Alliance (2008) note a 

series of trade-offs between what is best for citizens but also what is necessary for government 

and corporations to fulfill their duties to shareholders and citizens.  A security paradox arises 

though when citizens do not trust corporations to safeguard data, yet do not know enough about 

basic cybersecurity practices to have an informed debate (see Public Safety Canada study below 

for more details). 

Commutative justice is articulated in agreements between people and rulers. The 

agreements are expressed as promises, commitments, and other kinds of social contracts.   It is in 

this context crime is committed.  For example, people expect the government to provide police 

services that protect them from criminals.  However, how do people seek timely recourse for 

identity theft via Internet or privacy breaches when the criminal is in another jurisdiction?  

Seeking recourse is further complicated when the identity information (name, date of birth, 

financial records) is held by private corporations in jurisdictions outside the country of the 

person.   As such, the social contract now extends to include corporations, but it also extends 

globally to cultures which have different social contracts between governments and their citizens.  
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The implications are profound when considering the security of a person’s identity, and 

confirming that person is, in fact, that person.  Rawls points out the need to be able to know who 

the other person is a basic element of trust which promotes a stable society.  The security 

paradox is the seemingly recurring identity theft and breaches which enable criminals to use 

another person’s identity to commit fraud.  The confidence of the citizen–consumer is shaken, 

and a level of anxiety of about safety and security online emerges. This in turn creates doubt 

about the stability of the emerging information society. 

The third form of justice is Corrective justice; it is within this domain deterrence, 

vengeance, forgiveness, revenge, restitution, and retribution exist. In other words, corrective 

justice is the righting of wrongs (Pakaluk, 2005; Ritchie, 1891).  Corrective justice depends on 

the ability of the judge to “correct for an inequality…created through an act of injustice, by 

taking goods away from the offender and restoring goods to the victim, or by simply punishing 

the offender” (Pakaluk, 2005 p. 196).  Traditionally, the restoration of goods, or simply punishing 

the offender, was possible due to the geographic near-proximity of the offender to the victim and 

the goods.  The information society challenges corrective justice since the victim, offender, and 

the “data” stolen are in different jurisdictions, and the offence may only be discovered through 

third parties such as corporations. Hence a new corrective justice component or method needs to 

evolve. 

Within the context of corrective justice, which corrective measure are to be considered by 

corporate decision makers: vengeance, deterrence, retribution, or forgiveness?  Conversely, what 

about the cybercriminal or cyberterrorist?  How do they conceptualize the social contract and 

justice?  Within the cybersecurity domain network security deterrence is the primary mode of 

corrective justice.  According to Linden (2009), and Smith and Gartin (1989) deterrence is 
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designed to impose a cost on criminal behavior and the choices offenders make to commit a 

crime.   There are several factors to consider when reflecting on deterrence in the context of the 

information society offender/attacker:  First, the people who conduct these cyberattacks are not 

deterred by network security; in fact, they see it has a road block, but one that can be 

compromised. Second, the cyberattacker knows that the chances of being caught are extremely 

rare, or if caught, the sentence will be insignificant (Williams & Gibbs, 1981)11 In essence, they 

were oblivious to the deterrence effect. As noted by Kleck and Barnes (2008), the criminal needs 

to be aware of the actual offences for which they can be punished, as opposed to the perceived 

punishment.    

Dogrul et al. (2011), citing T. J. Mowbray (2010), defined cyberdeterrence as the 

“proactive measures that are taken to counter cyberterrorism activities. The mission of 

cybedeterrence is to prevent enemies from conducting future attacks by changing their minds, by 

attacking their technology, or by more palpable means such as confiscation, termination, 

incarceration, casualty, or destruction” (Dogrul et al., 2011, p. 39). O’Connor (2014) adds a 

further criterion; the corporate decision makers must also consider how they can positively 

identify cybercriminals who use false user names and deceptive techniques, and whether some 

computers are part of a botnet.  (O’Connor, 2014). This additional criterion raises issues about 

how much information would be needed to positively identify the cyberattacker (a/k/a the 

attribution challenge, which is discussed below).  

These issues highlight the challenges of addressing computer-related offenses which are 

still evolving as new technology continues to be developed faster than policy.  Regardless of the 

challenges, society must still somehow make sense of this new phenomenon.  Per the principles 

                                                 
11  The members of the hacktivist group Anonymous were interviewed and asked about their understanding of 
getting caught.  Essentially the members did not believe they did not do anything wrong and would not be caught.  
The Story of the Hacktivists (full documentary at https://www.youtube.com/watch?v=i7tQ1VtLMyk.   
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of Aristotle, procedural justice is that concept which helps individuals in society work with 

government to make sense of cybercrime. 

Returning to the security paradox, the deterrence of cybercriminals will only occur when 

they are notified they have violated a specific law. For example, the Digital Millennium 

Copyright Act (DMCA) provides a Do It Yourself process for individuals and corporations 

whose copyrighted content has been stolen and found posted without consent (DMCA Services 

Ltd, 2017).  This legislation is administrated by a private corporation for fee. The company, 

which administers the U.S. statute, is located in Victoria, BC has investor relations, legal 

services, and accreditation processes.  Through the lens of Rawls, the shift from government to 

private administration of law raises the question – is this for the public good which has been 

traditionally the role of the justice system?   Or did the DMCA create a chilling effect on fair use 

provisions, impeded competition and innovation, chilled free expression and scientific research, 

as asserted by the Electronic Frontier Foundation (2016).    

Procedural justice, the fourth type of justice, is the process by which we make fair 

decisions (Krebs, 2011). Rawls goes further, noting that disputes (in this case, cyberattacks) 

occur and there is a need to resolve these disputes while embracing principles conducive to 

realizing human good compatible with human nature (Freeman, 2008).  Examples of resolving 

disputes are found in the pre-amble where corporations sought intervention by various courts in 

United States, France, and Germany, all within the context of the social contract of the Industrial 

Revolution.  In the context of the information society, seeking remedies to correct wrongs is 

complicated by the following issues: 

1. Corporations control the conduits of communication which mediate access to scarce 
resources traditionally controlled by citizen and government; 

2. Procedural justice involving identification security breaches can be either criminal or 
civil and explicitly involve corporations; 
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3. Corporations are actively seeking legislative powers to conduct active defence 
operations; and  

4. The existential nature of the cyber threat is connected to the new social contract of the 
information society. 

These issues position the corporation between government and citizens.  In other words, 

government and citizen’s interactions are mediated and facilitated by a corporation’s ability to 

provide secure communications channels and data storage.  As governments and corporations 

evolve in this new relationship, questions are being raised about how to ensure this data is 

adequately protected.  Bardin (2012) suggests that a level of deterrence within cybersecurity 

operations needs to be balanced along the lines of reasonable force that utilizes a combination of 

technology, social engineering and fear.  Baker (2013), Baumgartner, Ferrair, and Salfati (2005), 

Bardin (2012), Steptoe and Johnson, LLP (2012) have all argued for different ACD tactics that 

can achieve a deterrence effect in cyberspace.  However, within each of their arguments they 

note there is a still a problem around the legal authority to conduct ACD operations.  These 

“problems” include positive attribution of offender, modality of strike back, lethality of software, 

force projection, assessment of harm caused to attacker, and public perception of corporations 

that conduct these operations.   

The paradox of this existential threat, I suggest, lies in the imposition on corporations to 

protect privacy, to endorse passive cybersecurity practices, and to restrict cyber deterrence 

option. All of this shift’s liability to corporations without the ability for corporations (as a 

cybervictim) to defend themselves. Moreover, the current reluctance to publicly debate the role 

of ACD creates a public which is unaware of (or indifferent to?) this existential threat.   

The next section addresses the current state of cyberdeterrence, including revenge as the 

motivation to strike back at the cyberattacker, and securitization. It addresses two theories 

(revenge as motivation cyberdeterrence and securitization theory) and explores what motivates 
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the corporate decision maker to consider the cyberdeterrence action of hacking back.  However, 

before exploring the motivations, cyberdeterrence needs to be defined, and it is necessary to 

develop a better understanding of the issues a ACD policy debate needs to consider. 

 

The Current State of Cyberdeterrence: Revenge and Securitization.   

Active Cyber Defence versus Revenge / Vengeance / Vigilante Justice 

The previous theories provide a framework for examining the information society 

through the social contract and deterrence.  This examination confirms the social contract still 

exists, albeit including the corporation as an extension of government’s role in protecting the 

information society.  This section, the current state of cyberdeterrence, examines the motivation 

of revenge.  Referring to the Cyber Security Index and nCircle’s findings, emotions are a key 

motivator for conducting hackbacks / strikebacks; this section explores three emotional 

motivations: revenge, vengeance, and vigilantism. 

These three emotions provide the cybervictim with a means to rationalize their decision 

to conduct strikebacks / hackbacks.  However, as previously stated above strikebacks / hackback 

may target the wrong attacker, or cause collateral damage to the Internet service provider, and 

may also be a disproportionate response within the context of deterrence theory of 

proportionality.  These strikebacks / hackbacks, if left unchecked, threaten the security of the 

information society.  ACD is one possible response that can enable the cybervictim to defend 

themselves in a reasonably orderly manner.  However, the current state of cyberdeterrence needs 

to be repositioned through a positive securitization communication strategy.  This strategy, drawn 

from the field of international relations, will now be explained. 
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As noted above, victims of cybercrime have conducted acts of online revenge or vigilante 

operations.  These actions are by individuals who have taken upon themselves to spend hours 

spoofing spammers12, infecting fraudulent Microsoft technical help desks13, challenging fake tax 

collection officers14, and call flooding the phisher’s phone lines15. The range of skills represent a 

cross section of highly technical skills to common social engineering skills.  The examples are 

demonstrative of the skills.  For example, Music is a Rainbow used social engineering, while 

James Veitch admit to being spammed with unsolicited emails and solicitations from a Nigerian 

emailer.  Veitch has sufficient computer skills to write scripts to auto-return spammer emails.  

More advanced computer skills appear to Nicole Mayhem and Hexxium.  Both appear to be 

using Kali Linux to generate scripts, and system specific responses.  These four examples 

demonstrate the range of skills which enabled the victims to find the cybercriminal’s website, 

and phone number, spend time calling the cybercriminals, mocking their services, and generally 

creating diversions of criminal resources.  The diversion is then concluded telling the 

cybercriminal – they have been hacked, spammed, and/or they are lying.   These individual 

seeking revenge then posts the entire episode online.  The impact of this strikeback / hackback 

activity is: the cybercriminal’s time is wasted, the cybercriminal’s computer network is exposed, 

and finally, the victim or the individual who does this counter-spam gets a sense of justice that 

they were able to spoof the spammers.   

                                                 
12 See James Veitch (January 27, 2017)  – More adventures in replying to spam  
https://www.youtube.com/watch?v=C4Uc-cztsJo 
 
13 See Hexxium (May 13, 2016) – Revenge against a Microsoft Tech support scammer!  
https://www.youtube.com/watch?v=USu7CDkmBsw 
 
14 See Music is a Rainbow (August 9, 2016) – The Fake IRS makes woman vomit from stress. 
https://www.youtube.com/watch?v=xXgetv3Mda8 
 
15 See Nicole Mayhem (June 24, 2017) – Revenge on a Tech Support Scam – Call flooder [Surprised IRS Scam 
Too] 
https://www.youtube.com/watch?v=EOs_SjPGPNs 
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A more organized example of this revenge model, which evolved into a sophisticated 

legal take- down site, was conducted by “Artists Against 419 (Artists Against 419, 2017a, 

“Home”) (aa419). The origin of aa419 is self-reported anonymous group of people who wanted 

to fight the advanced fraud scheme and educate the public.  This scheme, commonly called the 

Nigerian Fraud or 419 Fraud is named after Section 419 of the Nigerian Penal code, the section 

that specifically prohibits this type of crime. The “artistic” moniker of Artists Against 419 comes 

from their self-described use of “prose”, and artistic challenge of creating prose used to 

formalize their complaint letters directed at the Internet Service Provider supporting the scam 

emails.   

Aa419, is a group, founded in October 2003, initially hotlinked images16 from fake banks 

to drain the fake bank’s bandwidth allowance, causing the hosting internet service provider 

company to close the fake bank’s internet account once they reached their bandwidth limit.  

Aa419 evolved as the fake banks evolved – eventually using bandwidth hogging tools such as 

Mugito and Lad Vampire.  According to Aa419’s website “It (bandwidth hogging) worked, but it 

wasn't very elegant. The feeling was good though, so we called it a "Flashmob" and decided to 

do this on a regular basis for the banks we just couldn't get closed down.” Eventually aa419 

created a database to track which fake banks (aa419, 2017b, “Fake Bank List”) had been taken 

down and identify ones which kept active or returned after the take down.  Aa419 adopted a new 

strategy of formalizing complaint letters to the website hosting company.  Through these two 

tactics they shut down 95% of the fake banks in their database.  As of December 2017, there 

were 127,560 fraudulent websites in the database service providers, 4,559 are still active, 

                                                 
16 Hotlinking occurs when someone redirects your pictures and images to their website using a hotlink.  This hotlink, 
then uses your bandwidth (which you paid for) for their own use. For example, I like a picture on your site, I want to 
save time and bandwidth, I hotlink to your picture, and that picture now shows up on my site.  For details on how to 
stop hotlinking go to http://www.htaccesstools.com/.   
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115,018 are dead, 7981 are hold, and 2 unknowns.  (aa419, 2017, “History”).  These tactics form 

are examples of ACD, being conducted or motivated by revenge or vigilante justice and evolving 

into a more legal formal response.   

The power of this motivation has been captured in studies by Schwartau (1999), NCircle, 

(2012), Geer and Pareek, (2013).  The revenge issue also emerged in my research. The power of 

this issue was experienced in late 2015 early 2016 while I was presenting at four IT 

cybersecurity conferences and workshops.  Phrases such as – ‘they deserve it”, “don’t mess with 

my network”, and “I am not a victim” demonstrate the persistent need for revenge.  This section 

addresses the question: what is revenge?  Do individuals seeking revenge actually get resolution; 

what are the consequences of revenge on the individual who seeks revenge; what are the 

underlying motivations and rationales of those who commit acts of revenge and vengeance; and 

how are revenge and vengeance linked to a larger issue of justice and deterrence theory.    

Understanding revenge and vengeance provides insights into the decision-making process 

of conducting hackbacks and strikebacks.  Hackbacks and strikebacks are not ACD.  ACD is a 

codification of the resources and skills into a statutory framework. I openly take the position that 

my research extends and codifies hackbacks, and strikebacks as ACD, and position ACD as 

uniquely different.  I also acknowledge that just because we code something into a statutory 

framework, does not mean people who seek revenge will follow the statutory framework.  There 

will be people who will seek revenge with the primary aim of hurting the other person (Schmid, 

2005).   

As I apply the concepts of revenge and retaliation to my research, I hypothesize revenge in 

the cyberspace domain is very appealing to individuals and corporate decision makers for several 

reasons.  The primary reason is that the physical relationship between victim and criminal is 
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minimal. Therefore, the rationalization of the act of revenge is more emotional and the 

consequences are extended into the cyber world, which is a distant world.  Secondly, the act of 

revenge on the Internet is a planned, orderly process of gathering the right software, configuring 

the software, and finally conducting the attack– something which appeals to IT professionals 

who are skilled using this software.  This means the person conducting the revenge has time to 

think about the injustice caused and can rationalize the righteousness of the revenge attack.   

However, Lister (2014) and Runions (2013) note revenge is not the same as retaliation.  

Those seeking retaliation are more likely to be aroused by an immediate emotional response 

which is perceived to be rewarding and rationalized.  In contrast, those seeking revenge reflect 

on the injustice and then plan some type of rationalized justified response.   

Regardless of the motivations between revenge and retaliation researchers agree there are 

costs and benefits to the response.  The costs/benefits of revenge have been examined by 

researchers in a variety of diverse topics; corporate slander (Workman, 2012), cyberbullying 

(Runions, 2013), and physical violence and workplace violence.  The populations of these 

studies included adults, adolescence, and youth.  The relevance of these diverse settings and 

populations to my research was the realization that revenge and the motivations for revenge are 

consistent across populations regardless of socio-economic status.   Runions’ (2013) examination 

of adolescents, and Sjostrom and Gollwitzer’s (2015) research on adults noted exhilaration, 

satisfaction, and some sense of “justice served” when revenge acts were conducted.  Similarly, 

Egan and Campbell’s (2009) and Lillie and Strelan’s (2016) analyses of adult’s revenge 

motivation, regardless of work experience, academic achievement, and income, were sustained 

by fantasizing about the revenge carried out, or seeking out online or televised incidents of 

“justice being served”.   
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The real or perceived range of transgressions, compounded by thoughts or actions, 

determine the types of revenge acts considered and/or executed (Schmid, 2005). Schumann and 

Ross (2010), Lillie and Strelan (2016), and Elshout et al. (2014) also note there are distinct costs 

and benefits of revenge.  Elshout et al. (2014, p 14) were able to document how people who seek 

vengeance took time to plan, spent time reflecting on the offence, and sought to change the 

behavior of the person who harmed (p. 13-14).  However, Lillie and Strelan (2016), and Runions 

(2013) caution that those seeking revenge may also have no regard for relationship, but rather are 

seeking perceived social gains and the exhilaration of re-establishing some sense of justice.   For 

those who decide not to seek revenge, those individuals will search for other challenges or 

authorities to resolve an injustice.  Schumaan and Ross’ (2010) synthesis of revenge literature 

concluded those who seek alternative resolutions experience positive outcomes such as improved 

psychological health, increased cooperation, and improved affect. I hypothesize ACD policy and 

procedures could also provide positive outcomes to decision makers who would have a venue, 

which is legal, to vent their frustrations. 

Lister (2014) makes a distinction between revenge and retaliation.  “Acts of retaliation 

arise from a hot and immediate angry response and happen in an instant; in contrast, vengeful 

acts are premediated” (p. 373). However, there is a cost to this “feeling good” and “getting 

revenge.”  That cost is the continued prevailing sense of having nowhere to turn for help, 

continual focus on sense of victimization, and no justice administered.  This leads to anger, 

fantasizing, and lost productivity.  Whilst revenge is a great motivation, hacking back at the 

attacker is still illegal.  I hypothesize ACD policy and procedures could also provide positive 

outcomes to decision makers who would have a venue, which is legal, to invoke an appropriate 

response through ACD.  Creating this legal framework would require stakeholders to engage in a 
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specific dialog which advocates ACD.  One such dialog model is securitization, which is linked 

to the International Relations School of Copenhagen. 

Securitization as Conceptual Model to Create / Guide ACD Policy. 

Cyberthreats have “achieved an indisputable salience in the post-cold war security 

thinking” (Eriksson and Giacomello, 2006, p. 225).  The cyberthreat has been described as 

“[E]lectronic Pearl Harbors”, “information warfare”, and the hyphenation of security and 

cyberspace (Hansen and Nissenbaum, 2009).  The implied message is our personal safety and 

security is at risk and we need to do something.  

This section explores how the cyberthreat debate is turned into a security threat which 

requires a unique and immediate response.  The response (as noted below in detail) is often 

construed as a negative impact.  However, there is also a positive impact which I will utilize to 

promote ACD policy debate.   

 

What is Being Securitized?   

Securitization provides an analytical framework to evaluate cybersecurity discourse.   

The background in which this cyberthreat discourse arises is complex. This complexity is 

influenced by interdependency of economy and technology, society’s trust of government, and 

our ability to secure the necessities for survival (e.g. food, water, shelter, clothing) which is now 

mediated by technological innovation. These components (excluding technology) are in the 

original social contract that Hobbes (1588-1679) developed in Leviathan (Hobbes,1651).  This 

original social contract is no longer solely mediated by human interaction, but also by 

technology.   
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More specifically, the Internet and the infrastructure on which the Internet operates is 

owned and operated by corporations with some government oversight.  The social contract is no 

longer between governments and citizens, instead corporations now mediate the social contract.  

Today the Internet has enabled e-commerce and global connections to secure the necessities for 

survival.  However, there are threats to information technology (previously discussed) which are 

real and have measurable physical world consequences. These threats, now attributed to 

technology, are not contemporary phenomena, but to a certain extent, have historical precedents 

which include using discourse to invoke fear and rationalize how society secures scarce 

resources to ensure survival.    

According to Buzan, Weaver, and de Wilde (1998) this process of invoking fear is a 

specific discourse which they call the “speech act”.  Buzan et al. (1998) have developed a 

conceptual model (securitization) to examine how securitization actors influence each other and 

the targeted audience.  I examine Buzan et al.’s securitization framework and its application to 

cybersecurity. 

Defining Securitization Speech Act 

This section introduces the components of securitization, more specifically the role of the 

speech act, 17 critiques of securitization, and finally, examples of securitization being applied to 

cyberspace and cybersecurity.  The section concludes with a reflection on securitization as it 

relates to my research.   

                                                 
17 The speech act is traced to the disciplines of Philosophy, and Linguistics.  Within Philosophy the speech act is the 
“idea that by saying something, something is done (van Munster, 2014).  Within Linguistics, the speech act is 
considered to have two components: “a content dimension (corresponding to what is being said), and a force 
dimension (corresponding to how what is being said is being expressed)”. (Green, 2017). Specifically applied to 
securitization, “the speech act is where the central issue is not if threats are real or not, but the ways in which the 
certain issue can be socially constructed as a threat”. (van Munster, 2014).   
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Securitization utilizes two distinct perspectives: 1) security as a nation state activity to 

protect society from a range of threats, and 2) threats and vulnerabilities which are articulated 

through a speech act that legitimizes the use of force and application of security measures 

(Klingova, 2013).   Securitization as a conceptual model evolved from a collaboration of three 

researchers, Barry Buzan, Ole Waever, and Jaap de Wilde, at the Copenhagen School of Security 

Studies.  Their research examined the “conceptualization of security and question the primacy of 

the military element” (Buzan, Waever, & de Wilde, 1998, p. 1).  To do this, Buzan et al. sought to 

“gain an increasingly precise understanding of who securitizes, on what issues (threats), for 

whom (referent objects), why, with what results, and, not least, under what conditions (i.e., what 

explains when securitization is successful)” (p. 32).   

The method utilized to gain this precise understanding is based on linguistic theory that 

gained prominence in 20th Century Western philosophy (Mitchell, 2009).  Buzan et al. utilized 

the speech act theory to examine who securitizes, what issue was portrayed as a security threat, 

and the studied the effect of the speech act on the different actors.  Additionally, Buzan et al. 

identified three components of the securitization model: levels of analysis, units of analysis, and 

sectors for analysis.    

The levels of analysis provided IR analysts a framework through which to examine 

securitization by comparing levels of government and systems (p. 164).  Within each level of 

analysis, it is possible to examine for internal consistency such as the presence of military 

complexes within regions.  It also enables the analyst to identify if there is a specific linkage 

between different sectors.  For example, studying military and environment sectors within and 

between levels of analysis provides a rich understanding how the referent object, securitizing 

actor, and functional actors view self and other. If a military complex is operating at the 
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international subsystem (e.g., Middle East, South East Asia) but an environmental crisis is at the 

global level, the levels of analysis provide a way to separate and compare different points of 

view. 

 

Defining the Units of Analysis in the Speech Act 

Having identified the issue which securitized in through the speech act, Buzan et al. 

(1998, p. 33) identified three units of analysis to examine how speech invoked a security 

response to solve a threat. The three units of analysis are referent object, securitization actor and 

functional actor.  The referent object is the issue being existentially threatened.  The referent 

object is identified by the securitization actor as being existentially threatened.  The functional 

actors affect the dynamics of a sector (p. 36).  However, I propose that there is a fourth unit of 

analysis, the audience, which is at the intersection the three units of analysis.18 

It is important to make a distinction between functional actors and audience.  The functional 

actor has a specific role in the securitization process, whereas the audience may be anyone who 

is affected by the referent object.  For example, within cybersecurity: 

• the securitization actor is the Canadian Government’s cybersecurity task force (saying 
threats to cyberspace will destroy our economy), 

• the referent object is our economy and by default our money to buy food, clothing and 
shelter, 

                                                 
18 The audience I am proposing is based on the following:  1. The functional actors and the securitization actor have 
unique knowledge about cyberthreats.  The two actor’s unique knowledge creates a exclusive club in which 
membership is only possible if you understand the technology which is being securitized.  Evidence from the 
literature (I provided above) clearly shows the audience does not have the same powers of analysis to challenge the 
securitization speech act.  Adding the fourth unit of analysis creates a space in the securitization of the referent 
object (technology) linked to the existential threat posed by cyberthreats.  This audience may not know (per 
Balzacq’s critique below).  What happens if the “target audience” does not know about the world of cybersecurity?  
My “audience” does know about the cybersecurity public policy space and chooses to do nothing.  The speech act 
and securitization analysis become a richer level analysis to explain why the audience does nothing, either because 
the speech act failed to reach a sufficient level of alarmist OR because the audience really can not do anything.   
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• the functional actors are the information technology companies (Microsoft, Cisco, IBM, 
and Symantec) who have a vested interest in securing cyberspace, and 

• the audience is the public who use the Internet and are told how secure or unsecure 
cyberspace is. 

Collectively the four interact and a “condition” comes to exist whereby the “speech act” is 

generated.  The securitization actor uses some form of grammar of security (your survival) and is 

in a position of authority (Government of Canada) to the audience. The audience accepts the 

speech acts and the features of the existential threat are articulated regarding the referent object 

(the Internet). 

Creating sectors of analysis enabled Buzan et al. (1998) to examine the sectors for 

internal consistency of securitization.  They identified five sectors: military, environmental, 

economic, societal, and political.  These sectors have unique internal politics and structure which 

enable a comparison of how different sector find referent objects, and also what role the 

functional actor has within that sector.  When considering the military sector in comparison to 

environmental sector each has a unique political structure, engages referent objects differently, 

and also has different audiences. 

Buzan et al. (1998) note that a sector “increases the ability to conduct analysis of 

different qualities of security, it also creates problems” (p. 196).  They also point out that the 

rhetoric of sectors “generates a need for analytical follow-up to get some handles on how these 

consequences might unfold” (p. 196).   One aspect of Buzan et al.’s securitization model which 

warrants further investigation is whether or not information and communication technology 

could be a separate sector or mediator between sectors.  For example, information sharing 

technology was deployed between two law enforcement agencies (Plecas et al., 2011).  This 

deployment created a disruption in the “we can’t share” rhetoric to “we can share”.  Along 

similar lines of research about technology as a disruptor Floridi (2003) and Webster (2006), in 
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separate fields of research (information sciences and philosophy of information), demonstrate 

information technology has enabled military, government, society, and special interest groups to 

become more powerful, intrusive, and continually be vigilant for emerging crises.  These 

examples support the need for a separate sector (Information and Communication Technology) 

within the securitization model.  This would enable researchers to examine the impact 

information across sectors.         

In summary, this section introduced securitization and provided an example of how 

securitization occurs within cybersecurity.  However, the impact of information and 

communication technology since Buzen et al.’s research may not have been readily available for 

analysis in securitization context.  I argue Buzen et al.’s model has a sixth sector: information 

and communication technology.  Introducing the sixth sector acknowledges the pre-eminence of 

information as a commodity on which the other five sectors operate.  For the purposes my 

research, I call the sixth sector information and communication technology (ICT).  Choosing ICT 

binds “information” and “information technology” into a unique relationship which then can be 

compared to the original five sectors of securitization.   

This section outlines some critiques and amendments to the securitization model. As 

previously stated, securitization provides a framework for analysis of International Relations (IR) 

at various units and levels of analysis.  Initially IR was grounded in military force; the new 

securitization model expanded to include five sectors to acknowledge the synergy of sectors 

when examining speech acts of the different actors in the sectors.  Buzan et al. (1998) 

demonstrated where securitization is most likely to be observed (see Table 8).   
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Table 8 - Securitization Levels of Analysis 

Sectors/ 
Dynamics 

Military Environment Economic Societal Political 

Global ** **** **** ** *** 

Non-Regional 

Subsystemic 

** ** ** ** * 

Regional **** *** *** **** **** 

Local *** **** ** *** ** 

****-dominate securitization; ***-subordinate securitization; **-minor securitization; 
*-no securitization 

 Source: Buzan, Waever, de Wilde, 1998, p. 165  Reprinted with permission from Security: A new 

framework for analysis  by  Buzan et al,(1998) Lynne Rienner Publishing . Copyright 2019 by Lynne Rienner 

Publishing.  

Of the 20 dyads, 19 can be securitized and one is not securitized.  Two interpretations are 

possible.  The first interpretation is that virtually everything can be securitized regardless of the 

sector or unit of analysis.  The second interpretation is that the securitization model needs to be 

revised to obtain the level of precision sought by Buzan et al (1998).  Either or both 

interpretations raise a fundamental question.  How is it possible to develop security policy and 

practices which “deal[s] with the problem of order and disorder, being both the ontological 

condition of order, in the sense of an absence of doubt, danger, risk and anxiety, and the political 

means of ensuring that order” (emphasis in original) (Bubandt, 2005, p. 278)? Related to my 

research, what happens when the citizen does not realize the risk or danger, or has doubts and no 

/ little anxiety (i.e., disengaged) about cybersecurity policy? 

The answer is in the moral and ethical positions of Rawls’ SofJ and Bhaskar’s (1975) 

Critical Realist stance (see Appendix F for full explanation).19 Both models establish a baseline 

requirement for emancipation of the human in all endeavors and seek to understand personal 

moral agency results in a stable society. Applied to securitization, the desire to do right, correct a 

                                                 
19 Critical Realism (CR) takes the metaphysical stance that for any scientific investigation to be valid “the object of 
that investigation must have real, manipulable, internal mechanisms that can be actualized to produce particular 
outcomes. 
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real wrong, and hold people accountable result in orderly stable society.  Applied to 

cybersecurity, there is a necessary shift to educate citizens about cybersecurity as an existential 

threat and provide corporate cybervictims a legal framework for ACD operations at the tactical 

and strategic level.  The political motivation to openly discuss ACD is only possible when the 

public is informed.  Both are addressed in a Theory of Change model provided later in my 

research. 

Extending this further, it may be argued security is a feeling (Ainsworth, 1988).  This 

substantiates that a new level of analysis (audience) must be added below the Local Level 

identified in Table 6 (above).   Adding audience is further substantiated by Balzacq’s (2010) 

analysis of securitization.  Balzacq (2010) provides an analysis of the speech act, noting that it is 

a “sustained argumentative practice aimed at convincing a target audience (emphasis added) to 

accept, based on what it knows about the world, (emphasis in original) the claim that a specific 

development is threatening enough to deserve an immediate policy to curb it” (p. 60).   

However, Balzacq’s analysis raises another question. What happens if the “target 

audience” does not know about the world of cybersecurity?  In other words, the public does not 

have enough knowledge to have a critical debate.  Worse, what if the public does know about the 

cybersecurity public policy space and chooses to do nothing?  Public Safety Canada (2011) and 

Geer and Pareek (2013) conducted research which suggests that the public is aware of who is 

responsible (Figure 5), however, their ability to protect themselves from cyber threats is poor 

(Figure 6) and “only scratching the surface” (Public Safety Canada, 2011, p. 22 – 26). 
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Figure 5 – Responsibility for the Security of the Internet  

  
 

Source: Public Safety Canada (2011, p. 50) (Used with permission of copyright holder) 

 

Figure 6 - Perceived Ability to Take Precautions 

  
 
 

Source: Public Safety Canada (2011, p. 26)(Used with permission of copyright holder) 

 

Within the context of IT professionals, they too are aware of a growing risk in 

cybersecurity (Geer and Pareek, 2013). Beginning in December, 2013, Geer and Pareek’s index 

measures cybersecurity professional’s perceptions of cybersecurity risk.   Since then, the Index 
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continues to report, despite the advances of cybersecurity, increased scores (September 2018) 

(Figure 7 – IT Professionals Perception of Cybersecurity as a Measure of RiskFigure 7).  This 

increased Index score may be attributed to survey participants levels of aware and / or 

involvement in cyber incidents such as privacy breaches, phishing attacks, and other forms of 

malware attacks against their corporations.   

Figure 7 – IT Professionals Perception of Cybersecurity as a Measure of Risk 

 

 

Source: Geer and Pareek (2018)(Used with permission of copyright holder) 

 

 Collectively, Figure 5, Figure 6, and Figure 7 suggest professionals and the public 

awareness fail to implement cybersecurity measures due to a variety of reasons.  The public 

perceives high costs of antivirus software, device performance slow-downs attributable to 

antivirus software, and perceives that little can be done to protect oneself online (Public Safety 

Canada, 2011). For professionals, it is the exposure to continued threats and threat assessment 

reports such as new viruses, anti-virus software upgrades, and compliance obligations.   

However, a contradiction emerges when examining levels of responsibility (Public Safety 

Canada, 2011).   

Seventy-six percent of the Canadian public says that is up to individuals to protect their 

own personal privacy.” (Public Safety Canada, 2011, p. 28).  But, when asked about who is 
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responsible for securing the Internet the data show, the public contends that individuals (25%) 

and Internet service providers (20%) are responsible, followed by government at 13% (Figure 5).  

In other words, this data suggests there is a contradiction, the public expects individuals to take 

care of their own internet security, but equally expect government and corporations to take on the 

larger task of protecting the internet.   This supports the notion the social contract is modified 

corporations are instrumental to protecting the information society.  Moreover, the implication is 

that the social contract and the stability of society is in flux.  When this is the case Rawls (1999) 

suggests that the individual will re-visit their assumptions about the social contract. 

  Within the context of the securitization framework, The Public Safety Canada survey 

and Cotter (2015) findings suggest the speech act to securitize cybersecurity as a national 

security problem may not be successful for the following reasons:  

1. the public does not feel threatened by cyber victimization and therefore has not 

developed the emotional outrage to demand something be done, and  

2. the public sees the corporation as the agent responsible for protecting them online.  

Even if there was an emotional outrage and a demand was made, “less than half of 

Canadians has confidence in the media (40%), Federal Parliament (38%), and major corporations 

(30%) (Cotter, 2015, p. 4).  The public has no confidence in the very organizations they would be 

using to demand changes.  Where do they then go to express their outrage?  Similarly, how do 

policymakers engage information society stakeholders and create ACD policy – when the public 

does not trust the policy maker?  The answer may lay in engaging the public at the root level of 

the social contract and providing the public with an extended safety and security model to 

include the mediating role of information communication technology.  The public needs to 
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become critically aware of the trade-off between conveniences of information communication 

technology and its own personal safety/security to obtain the essentials of living.   

I alluded to Hobbes’ social contract at the beginning of this paper.  Abrahamsen (2005, p. 

66) invokes a Hobbesian image of man being in a “state of nature,” without order, where 

“continual fear and danger of violent death” render life “solitary, poor, nasty, brutish and short” 

(p. 66).  Although Abrahamsen is invoking the Hobbesian image of the brutish man, there in fact 

another image which is more relevant, the ability for man to rise above the “brutish” condition 

and engage in a social contract.  Within the social contract there is a “search for material 

resources necessary for living” (Williams, 2009) which may include peace and war.  In the words 

of Hobbes: 

“Every man ought to endeavor peace, as far as he has hope of obtaining 

 it; and when he cannot obtain it, that he may seek and use all helps and 

 advantages of war” (Leviathan, 14.4, emph. Original). 
 

In summary, we are in the primitive state of cybersecurity and need to rise above this and 

become engaged in making changes for the public good, not a select few in society nor for self-

gratification. 

The point here, related to securitization, is that the social contract includes the notion of 

moving society into and out of war and peace to secure survival.  This movement between war 

and peace is a continuum, which involves various actors and their actions to influence each other.  

Fuller examination of this quote reveals that an enlightened and hopeful view of “ma.”. From 

Hobbes’ Levaithan, the shortened quote is part of a larger treatise on the nature of man and the 

ability to move from an individual isolated creature being “solitary, poor, nasty, brutish and 

short” to one who was capable of negotiating a social contract which benefits the individual and 

defines how government negotiates that contract (Merriam, 1906).  Is it possible the social 
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contract, viewed as a positive construct, can provide rules to guide the securitization actor’s 

speech acts? Would this reframing be a “positive” securitization? I consider these questions 

further, after the next section which addresses the notion of securitization and the role of fear.   

Another critique of securitization is the inevitable link to a culture of fear.   De Souza 

(2010), Turner (2013), Wall (2008) and Buzan, Waever, and de Wilde (1998) explicitly note the 

distinguishing feature of securitization is a specific rhetorical structure invoking survival and 

priority action or “if the problem is not handled now it will be too late, and we will not exist to 

remedy our failure” (Buzan et al., 1998, p. 27). 

Given a specific rhetorical structure of the speech act, combined with the existential fear 

of annihilation, and the continual search for a social contract that benefits all, securitization while 

providing an analytical framework must also be tempered with restraint.  More specifically, the 

concept of fear and underlying factors of fear need to be reflected upon.  This reflection will 

enable fear as healthy and positive, not fear of everything without knowing why.   

Cave (2013) and Williams (2011) have been able to demonstrate the culture of fear is 

based on the struggle between an existential threat and fear (such as survival); fear of 

annihilation, loss, and alienation; and the fear of death and ceasing to exist.  Both authors outline 

how humans continually seek to rationalize survival and immortality bounded by birth and death.  

In between is living and securing the material resources to survive.  There is historical evidence 

to suggest that fear is the basis for “securitization”.  However, safety and security were not 

always constructed as something to be feared.   

Sun Tzu, 6th Century (BCE) military philosopher, and Machiavelli (1513), a Florence, 

Italy historian, politician, diplomat, philosopher, and humanist, present meta statements 
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explaining how to manage a crisis to achieve a specific goal.  Machiavelli (1513) (2001 edition 

translated by W.K. Marriott) noted: 

 A wise prince then...should never be idle in times of peace but should 
industriously lay up stores of which to avail himself in times of adversity so that 
when Fortune abandons him he may be prepared to resist her blows.” (Chapter 
XIV, p. 28) 

 
In a similar line of reason, Sun Tzu posited it was necessary to seize the “extraordinary 
moment”, by 
 

Engag[ing] people with what they expect; it is what they are able to discern and 
confirms their projection. It settles them into predictable patterns of response, 
occupying their minds while you wait for the extraordinary moment—that which 
they cannot anticipate20 (United States Joint Forces Command, 2010, p. 12) 
Sun Tzu, Machiavelli, and Hobbes detail the explicit role of government in managing 

war, preparing for war, and maintaining peace.  These traditional models of war and peace are 

still relevant today. However, they now include corporations.  Extending the necessity of war to 

ensure peace, extended to cybersecurity and cybercrime concerns of the information society, 

enables a debate about what is reasonable to protect the information society within the contexts 

of cybercrime, cyber policing, and cyber courts.  The extraordinary moment is exemplified by 

the continuous attack on computer networks, the failure of law enforcement to enforce the peace 

on online, and the seemingly unrelenting attacks on corporations. Although not considered 

kinetic war, these acts, however, create victimization that undermines the ability of government 

to fulfill their deterrence role in the social contract. 

                                                 
20 The quote is used in the United States Joint Forces Command (2010) report The Joint Operating Environment 

(JOE) at page 12.  They attribute the quote to Sun Tzu, The Art of War, translated and edited by Samuel B. Griffith 
(Oxford, 1963), p. 92. I have a copy of that book and reviewed the citation.  There is no such quote on the page (or 
adjacent pages).  Fact checking the quote, it appears to have come from a commentary in Gimian and Boyce”s 
(2008) The Rules of Victory: Strategies from “The Art of War” for Mastering Chaos and Conflict. Analysis of 
Gimian and Boyce’s quote links it to Chapter 5, verse 11 and 12 which is on page 92 of the Sun Tzu text.  Moreover, 
the commentary provided by Gimian and Boyce was picked up and posted by Eric Jackson (contributor) of Forbes 
magazine May 23, 2014 in a blog titled “Sun Tzu’s 31 Best Pieces of Leadership Advice”.  
https://www.forbes.com/sites/ericjackson/2014/05/23/sun-tzus-33-best-pieces-of-leadership-advice/#5f9db8585e5e 
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ACD is the framework whereby governments and corporations can create a significant 

shift in cyberdeterrence and begin the process of educating the public and creating tools which 

can be used by the public as victims of cyberattacks.  However, Bubandt (2005), Williams 

(2011), and Bigo (2002) note invoking security and the existential threat has several problems. 

These include the context in which security is defined, failing to acknowledge security is a 

continuum (between peace and war), and security bounded by risk and fear, which can be 

invoked by “security professionals” to fulfill specific public policy, compete for budgets, and 

exclusive status. 

As such, any discussion about security will be an ontological and epistemological 

problem which implies the security narrative may not be universally accepted (Crick 2012).  For 

the purpose of my research I draw upon Gidden’s sociological approach of examining the ability 

of the individual to develop a narrative which creates a stable view of the world whereby people 

can “build narratives, stories, and plans without being perpetually confronted by the contingent 

nature of their foundations” (Rosedale, 2015, p. 372). A similar view of security is found in 

Maslow’s Theory of Human Motivation (Maslow, 1954, Ch. 2).  Maslow’s theory identified five 

tiers: physiological, safety, belongingness and love, esteem, and self-actualization. He noted 

when people’s psychological needs are: 

“relatively well gratified, there then emerges a new set of needs…categorized as 
safety needs (security; stability; dependency; protection; freedom from fear from 
fear, anxiety, and chaos; need for structure, order, law, and limits; strength in the 
protector; and so on)(p. 18). 

 

Applied to information society, the individual as citizen, consumer, corporate decision 

maker, or agent of/for the government does not feel safe because of the perpetual threat of 

identity theft, minimal freedom from anxiety, and exposure to chaos by continuously changing 
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information threats.  For example, governments and corporations may be seemingly unable to 

stop ransomware attacks, identity theft, or cyberattacks. The evolution of computer technology 

being deployed in the smart car, smart home, and smart city– the cyberattackers have a target 

rich environment to explore and exploit. These examples prevent information security 

professionals from creating a stable predictable view of how to secure the information society, 

leading to a sense of insecurity. From this fear and insecurity, securitization results in generating 

a level of fear which create cybersecurity laws that are “foolish and unenforceable laws likely to 

do more harm than good” (Sterling, 1991 as cited by Taylor, 1999, p. 11).   

This sense of insecurity may be countered by an ontological approach in which security is 

an effort to establish our identity and stratify reality to make sense of risk (Abrahamsen, 2005; 

Bianchi, 2006), & Roe, 2008, Roe, 2012).  This ontological approach specifically notes that 

positive security is within the “normal concerns of our society” (Roe, 2012, p. 278) in which 

personal security is “linked to confidence in managing our relations” (based on McSweeny’s 

analysis of security as a personal perspective).   In other words, security is a very personal 

feeling.  From this perspective, positive securitization is more about enabling the individual to 

make sense of the instability of the information society by engaging in ACD debate. 

Examples of positive securitization to secure funding in Africa (Abrahamsen, 2005) and 

promoting responsible tourism (Bianchi, 2006).  Abrahamsen (2005) notes securitization of 

Africa occurred when UK’s former Prime Minister Tony Blair justified development assistance 

funding as a way of securing Africa’s future from poverty and being the new frontier of the “war 

on terror”. When former PM Blair did this, he linked a security issue “war on terror” to poverty; 

this created a cause and effect that the public could understand.  Once the public understood this 

cause/effect, former PM Blair could make his case for spending in Africa.  From an ontological 
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security perspective, the public needed to make sense of the post 9-11 era, and Blair was able to 

provide the public with this opportunity to make sense.  Blair utilized this point is securitization 

to justify funding to Africa, when there was public resistance to such funding. 

Bianchi (2006) examined tourism and found this too was influenced by securitization of 

tourism policy.  At first glance, the connection between tourism and security is seemingly 

tenuous.  After all, the tourist is travelling independent of the state and for self-interest.  Bianchi 

points out several problems viewing tourism being independent of state.  Travel is in fact 

controlled by the state.  The state controls border access and exit, travel documents, and imposes 

fees for this service.  Buzan et al. (1998) level of analysis is effective here when considering the 

rhetoric that “if one state can do it, so can another.”  As such, tourism is linked to the geopolitical 

environment and exposed to the same risks as the State. The tourist is now an extension of state 

power through risk exposure, and more specifically, the economics of tourism.  While this is 

positive example of the social contract, Bianchi also points out the dilemma; the tourist brings 

money to the local economy, but the impact of tourism on the local economy is not always to the 

benefit of the local tourist industry.   

The tourist case provides an example of unintended consequences of a benefit.  Similarly, 

ACD may also have unintended consequences.  The unintended consequences are the Canadian 

cybervictim who uses ACD may be engaging a Russian sponsored organized crime enterprise 

(e.g., the Russian Business Network).  I argue, engaging a Russian sponsored crime enterprise is 

a positive outcome of protecting the information society.  This is consistent with Roe (2008) 

whom distinguishes two types of security: freedom from (negative) something, and freedom to 

(positive) do something (p. 778).  ACD enables cybervictims to do something which can 
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generate a cost to the cybercriminal, whilst enabling the victim to create a deterrence signal “I 

am not a victim” in the information society.  

Drawing upon McSweeny (1999), Huysmans (2002), and Mitzen (2006) Roe constructs 

positive security as the protection of just values which promote “liberation from oppression as a 

good that should be secured” (Roe, 2008, p. 793). Roe concludes positive securitization is the 

combination of what we do before and after a conflict, and what to do when in conflict, more 

specifically what use of force option is appropriate (p. 794).   

In other words, we prepare for peace by preparing for war, nor should we let fear of 

retaliation silence the use of force debate in ACD.  Roe (2008) concludes his article stating, “the 

use of force should be rethought in such a way that its inclusion is not only necessary but also 

appropriate. This not only concerns the matter of how force is employed, but also concerns who 

sanctions its use” (p. 794).  Returning to the social contract, and four types of deterrence within 

the context of ACD, Roe asks “who sanctions?”  The government has been traditionally 

responsible for imposing sanctions (the forms of justice in the social contract); however, “how” 

(or execution of the sanctions) is no longer the sole purview of government.  Hackbacks, 

strikebacks, revenge, and retaliation are the “how”, “executed by corporations (nCircle, 2012; 

Geer and Pareek, 2013), and private citizens (Hexxium, 2016; Mayhem, 2016; Music is a 

Rainbow, 2016; Veitch, 2016). For the executive decision maker, these options are not legal, and 

the government is not defending the corporation from attacks. The cumulative effect in corporate 

experience is a sense of being unsecure but not being able to make sense of the threat and defend 

themselves when they become victimized.  As a result, they are vulnerable to speech acts which 

invoke fear or the existential threat.  However, I argue my research provides the foundation for 
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an  informed debate and moves away from fear towards a positive social contract which engages 

technology. 

 

Securitization of Cybersecurity and the Positive Social Contract 

Securitization of cybersecurity requires several factors to be successful.  These factors 

include data to support the security speech act, proof of cyber threats that can be utilized to 

create a sense of urgency and demonstrated examples of imminent threats.  Furthermore, there is 

a need for a national security criterion which can be linked to a variety of stakeholders.  This 

section provides examples of cybersecurity and securitization.    

Recall that securitization relies on a speech act typically utilizing fear and uncertainty to 

gain the public’s compliance with the proposed policy in the name of national security or other 

existential harm.  Within cybersecurity, the national security debate has invoked images of 

catastrophic failure of computer networks of the infrastructure such as electrical power dams, 

telecommunication corporations, banking, and healthcare facilities.  Specific examples of 

cybersecurity failures include the National Health System ransomware which resulted in 81 

trusts affected (37 infected and locked, out of which 27 were acute trusts).  Five of the 27 acute 

trusts had to divert emergency ambulances to other hospitals; there were 19,494 cancelled 

appointments (Comptroller and Auditor General, 2017), and the “identifiable cost of emergency 

measures put in place to specifically address the NHS ransomware attack on 12 May 2017was 

approximately £180,000” (Doyle-Price 2017). Another example includes destroying a diesel 

engine, shutting off leak detection sensors in three offshore oil platforms, and city administration 

being locked out of their own FiberLAN for 12 days Weiss (2010).   All examples demonstrate 

the existential level of physically harming individuals through extended physical pain and 
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suffering due to extended delay of emergency treatment and denying the ability of corporations 

to protect their workers, environment, and supply chain of security and safety services to 

citizens. 

Setting the Positive Securitization Framework for ACD 

For the positive securitization of ACD to be successful, it is necessary to identify what is 

being securitized, then quantify the magnitude of the security threat, which in turn is articulated 

in the speech act.  The speech act motivates the citizen to support ACD and agree with the 

proposals governments and corporations are putting forward. The positive securitization begins 

with acknowledging the Internet is one of the fastest growing infrastructures in the world (ITU, 

2012).  Furthermore, the public needs to be educated the cybersecurity problem has a long 

history explicitly linked to the 1980’s commercialization of DARPAnet.  This is a key message 

as the DARPAnet was built by government but was monetized by corporations.  In other words, 

the foundation of the Internet, while originally government to fulfil the social contract of a safe 

and secure society, was adapted by corporations into monetized information.    

Having established the historical context, the policy maker can invoke a speech act which 

articulates how the Internet has become “indispensable…to the average citizen” (Wolfe, 2007, p. 

109) and the transition from government to commercialization brings in the corporation as a key 

part of the new information society social contract. At this point the process of securitization has 

begun since the daily lives of the public are now linked to the Internet. Wolfe’s use of the word 

“indispensable” is noteworthy through the lens of securitization.  It can be construed as either 

alluding to the practical problems of being inconvenienced, or there really is an existential 

survival issue which will result in death, destruction, and chaos. I argue there is an existential 

threat to the information society due to the intermediating effect of technology on securing food, 
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water, clothing, power supply, and shelter.  Furthermore, Bradwell (2010) admonishes us “to 

come to grips with how to manage this newfound way of living” (n.p).  The speech act is 

complete since it creates a level of anxiety amongst citizens.   

In other words, governments and corporations responsible for cybersecurity and national 

infrastructure security (hydro, healthcare, banking, transportation, communication) can combine 

Wolfe and Bradwell’s commentaries into a coherent securitization issue to create an existential 

threat.  This creates the condition of power, authority, and influence public perception of being 

unsafe online, and the threat of hackers conducting identity theft attacks. 

At this juncture of the of securitization process it is essential to examine the deeper 

framework of the anxiety being invoked. It is essential to create positive messaging to ensure 

ACD is promoted as a process of improving the information society and not invoking the Big 

Brother fear typically associated with government’s and corporations’ use of technology.   

It is essential to protect the information society, not out of fear, but through the continued 

development of accruing positive benefits to individuals, corporations, and governments.  The 

positive benefits are expressed in Bruce et al.’s (2004) observation, “Information is the most 

valuable commodity in the world” (p. 11).  Encapsulated in this statement are several concepts.  

First, the power of information, as articulated in Moore’s Law, is only possible through increased 

computation processing speed and efficiency to create, collect, store, retrieve, analyze, and 

distribute information. Second, technology is seemingly ubiquitous, when in fact, the evolution 

of technology is a long and complex process consisting of decisions to include or exclude who is 

involved in the development of technology (Menzies, 1989)21.  As a result of this “complex 

process” the Internet evolved (and continues to evolve) into a vulnerable place where the misuse 

                                                 
21 For further reading on this relationship read Jerome Ravetz’s Scientific Knowledge and its Social Problems. He 
provides a historical perspective of how scientists generate knowledge which is adopted as fact by society. 
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and abuse of technology operates within a new legal cyber deterrence framework (Hopkins, 

2011; Mitchell & Banker, 1998).  I argue ACD as a tactical and strategical framework.     

I posit ACD as positive securitization for the following two reasons: the public needs 

baseline knowledge to appreciate the existential threat to the information society, and, second, 

the public needs to know there is an alternative legal framework (ACD) for corporate decision 

makers tasked with protecting data as a capable guardian as defined in Routine Activity Theory 

(RAT).  Routine Activity Theory hypothesizes that a crime occurs “when the motivated offender 

and target come together in space and time, in the absence of a capable guardian” (Leukfeldt & 

Yar, 2016, p. 265).  Operationalization of RAT is measured by “value, inertia, visibility, and 

accessibility” (VIVA) (p, 265).  Using a specific example of credit card fraud and identity theft.  

The cyberattacker steals the identification of a victim from a patient healthcare record computer 

system, and then uses that data to make a new credit card and commit fraud.  This is only 

possible when the cyberattacker assesses the technological sophistication (using the software 

outlined in Table 1) of the healthcare enterprise such as the National Health Services in 2018.  

Having completed the technological assessment, the cyberattacker can then search for more 

information about the cybervictim on Facebook, Twitter or other social media accounts.  This 

information provides insights into the cybervictim which can be used to fill out the credit card 

application (mother’s maiden name, favorite pet, name of first child, etc.).  Having completed the 

first three phases, the final phase is to gain access to the credit card system and access the 

cybervictim’s credit card.  This enables the cyberattacker to then use the fake credit data to 

conduct fraudulent purchases.  However, Leukfeldt and Yar’s meta-analysis of RAT using a large 

sample size (N=9,161) concludes RAT as an analytical framework to study cybercrime failed to 

provide a clear explanation of cybercrime victimization.   
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However, I argue the corporate decision maker is a qualified, albeit a uniquely different 

capable guardian, due to their professional expertise in computer security.  These decision 

makers have software and intelligence analysis capabilities the average person would not have 

and possess the skills and capabilities to modify the VIVA outcome be creating stronger 

passwords, conducting active surveillance of their networks for threats.  Moreover, VIVA 

operationalization provides the ability to examine ACD as a security framework in which the 

corporate decision maker is now linked back to real-world consequences that can be measured 

against historical patterns.  The data to support this linkage is found in several sources.     

For example, Symantec (2011) provided country specific cybercrime data.  The data 

showed were linked to specific measures such as:   

• 7.3 million Canadian Internet users fell victim to cyberattacks of some kind. 

• These attacks cost the victims $840 million (CAD) in direct financial losses plus another 
$4.7 billion (CAD) in lost productivity. 

• Every minute 14 Canadians were being targeted. 

• Globally, 430 million adults were victimized. 

• It cost the victims $388 billion (USD) in direct and indirect costs.   

The report also estimated the global costs of cybercrime at $100 billion (USD) more than 

the combined value of the global marijuana, cocaine and heroin markets combined (Symantec 

Corporation, 2011).  Measuring cybercrime harm in terms such as costs/benefits, lost 

productivity, and drugs, enables cybersecurity companies to use a common language the 

audience can understand.  From this basis of understanding, positive securitization speech acts 

can be linked to the four types of justice proposed by Rawls and captured in Hobbes social 

contract.  The stakeholders in the social contract can engage in a common ground of deterrence 

discourse.   
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 Moreover, using known harms as a type of cybersecurity measure, cybercrime garnered 

the attention of governments, computer scientists, and social scientists (Government of Canada, 

2013; Hansen and Nissenbaum, 2009; Lachow, 2013).  Collectively the evidence gathered by 

researchers indicates there is a sense of alarm when considering the scale and impact of 

cybercrime – and yet society continues to move towards ever increasing connectivity and 

implementing more and more services online. 

Positive securitization can also invoke ontological security by exposing the complex 

array of technology and services consisting of defensive and offensive practices (Lachow, 2013).  

Stakeholders in the information society are given the knowledge to make sense of the existential 

threat, and to take a collective action to deal with “the vulnerability of computers since the first 

computer was constructed” (Eriksson, 2001, p. 211).  Securing and managing the information 

society (which includes the Internet) is now a multidisciplinary effort consisting of justice and 

public safety personnel, information and computer scientists, citizens, corporations, and 

governments.  This multidisciplinary aspect reflects the scope, complexity, and intrinsic 

economic value society has placed on security data and information. It enriches the 

multidisciplinary input needed to develop effective ACD responses on a broad societal level.  

While positive securitization has been the focus of this section, security researchers have 

used other communication methods similar to securitization to examine how information 

technology is being securitized.  One method, framing theory, aims to identify schemes in which 

individuals perceive the world….by reducing the complexity of information, ...based on 

individuals’ lifeworld beliefs, experiences, and knowledge” (Boyd-Barrett, 2009, p. 407).  

Eriksson (2001) used framing theory to examine the threat politics in the Information Age.  

Focusing on the evolution of Sweden’s IT security agenda, he observed how “information as 
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security problem fits very well into traditional security thinking” (p. 217).  He is also able to 

show how the military and security departments were able to “make sense of complex issues 

through a “power struggle for a shared narrative” (p. 211). 

Framing theory could be tenuously applied to my research; however, there are limits.  

Referring back to Hobbesian social contract theory, framing theory is appropriate as Man and 

State evolve into a shared narrative of common good.  However, there is a significant difference 

between securitization and framing.  In securitization there is no “shared narrative,” the goal of 

securitization is to invoke a sense of urgency and disaster and there is only one right direction or 

answer.  Eriksson (2001) is able to show information technology is being actively reframed from 

military terminology to business terminology.  For example, Eriksson notes: 

 

1. a shift from warfare to operations which results in a perceived shift from military defence 
to civil administrators.  
 

2. an emergence of IT security problems independently from the business world and 
military government world.   
 

3. a shift in how government solves problems by seeking input from industry and subject 
experts. 
 

I am also observing a similar occurrence in ACD terminology used by Dewar (2014), 

Rosenzweig (2013) and McGee et al. (2013) (see above Social Milieu chapter). 

However, this reframing and securitization can also weaken the credibility of the speech 

act.  The examples presented demonstrate how it is necessary to ensure the securitization process 

clearly articulate what is being securitized: the technology or the human intention to use 

technology to create harm.22.  The first example is Dogrul, Aslan and Celik’s (2011) confounding 

                                                 
22 I am aware the critique of fellow colleagues can be construed as attack on the validation of their research.  It is not 
in this spirit that I am critiquing my colleagues, but rather to draw out the lines of logic and nuances cybersecurity 
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of offender types.  Dogrul et al. compared a terrorist group (PKK) to a disgruntled sewage 

treatment plant contractor (Vitek Boden) to illustrate the potential harms a terrorist group could 

inflict.  The second example is Lewis’ (2002) examination of utility supply systems, and Internet 

interconnectivity.  Using the utility supply system securitization attempt, he is able to debunk the 

securitization successfully.  It is the second part of his analysis of Internet interconnectivity 

which leaves room for debate about the whether or not the securitization was successful.  Dogrul 

et al. and Lewis are examined in detail below.   

Dogrul et al. (2011) examined efforts to develop an international cooperation strategy to 

combat and deter cyberterrorism. Two statements in their paper draw attention to the problem of 

securitizing the Internet.  The first statement is, “While some authorities claim that there hasn’t 

been any true cyberterrorism attack yet, others assert that terrorists already take advantage of the 

Internet.” (2002 § 2, ¶1) The authors use this statement but do not source who these “authorities” 

are.  The effect is twofold:  the “authorities” may be or may not be an authoritative source, or, the 

veracity of the cyberterrorism claim is debatable.  In other words, a critical reader and research is 

left with doubt about the validity of the cyberterrorist claim and the securitization speech act is 

not as powerful enough to convince the public the cyberthreat is an existential threat to a person.     

The next reference Dogrul et al. makes is to “a disgruntled employee (who had failed to 

secure full time employment) using the Internet to release 1 million liters of raw sewage into the 

river and coastal waters in Queensland [14].” (2002, § 4, ¶ 2) 

                                                                                                                                                             
researchers struggle with. The contribution of these researchers to my understanding of this struggle inspires me to 
help refine and build on their contributions and serve as solid foundation for my line of research. As I seek to 
contribute to the advancement of cyber deterrence, I am acutely aware of my own bias attributed to my experiences 
in military, library sciences, academia, and most recently in cybercrime and forensics.  Collectively, these biases 
form my pursuit of research, collection and analysis of data, and “:to varying degrees it influences the process as 

well as the findings of research (Lau, 2004, p. 65) 
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Backchecking Dogrul et al.’s (2011) citation “[14]” reveals the following information.  

The citation is an article published in ZDNet, an online newsfeed, which collects information 

technology news from around the world.  In this case, Robert Lemos is contributor.  Lemos 

(2002) was, at that time, conducting analysis of media commentary about cyberthreats and 

identified the Queensland sewage treatment plant incident.  Details of the incident are: 1) the 

“disgruntled employee” is Vitek Boden; 2) the disgruntled employee was a former contractor 

with full access to the sewage treatment facility, and 3) it took him 45 tries to access the sewage 

network.  Within Dogrul et al.’s article this “disgruntled employee” is being discussed in the 

same context as PKK/KONGRA-GEL terrorist organization that killed 15 and injured another 30 

individuals in three physical attacks during a six-month period (June 2001 to November 2010) 

(Immigration and Refugee Board of Canada, 2012). Dogrul et al. rightly point out the 

vulnerability of the sewage computer network.  However, this vulnerability was only possible 

due to the sewage plant management team (human resources, information services) failing to 

suspend/cancel the network user access privileges of Mr. Boden.   

In other words, the comparison of a disgruntled employee to a terrorist must be taken 

with some caution.  In particular, upon reflection, asking whether or not a terrorist would 

consider a coral reef and sewage system a political target which would cause fear and concern 

amongst Queensland’s population? 

Searching into the Queensland incident reveals further levels of complexity of the 

incident.   The “disgruntled employee” (Mr. Boden) conducted attacks from February 9-April 23, 

2000 on the sewage treatment’s SCADA system which generated a series of “faults”.  These 

faults included malfunctioning sewer pumps and alarms being silenced, due to the company’s 

failing to retrieve the laptop from Mr. Boden (Abrams & Weiss, 2008). 
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In other words, the “cyberattack” attributes were primarily human factors: the sewage 

company not collecting the company laptop from a terminated employee, failure to adequately 

assess the risk of the disgruntled worker, and most importantly; blaming the “faults” on physical 

defects. Lewis (2002) also raises the issue of human factors intermingled with technological 

challenges.  Lewis’ analysis of cyberattack risk to utility supply systems revealed: 

• 54,064 separate water systems, of which 3,769 water systems serve 81 percent of the 

U.S. population and 353 systems served 45 percent of the U.S. population; 

• over 3,000 public and private utilities and cooperatives power suppliers. 

 

In other words, the cyberattacker would need to conduct electronic reconnaissance of 

54,064 separate water systems in order to determine which is the most vulnerable to cyberattack.  

The cost/benefit of the reconnaissance begins to function as a form of deterrence.  However, 

Lewis does not provide any insights into the types of software control systems configuration of 

the water systems.  Either the water systems are all operating on the same software with similar 

configurations, or there are many different software control systems that make for a complex 

information technology environment to assess by cyberattackers.  Weiss (2010) addresses this 

issue noting there eight common PLC vendors that dominate the SCADA market which controls 

society’s critical infrastructure.   

Another challenge the securitization actor encounters is the complexity of Internet 

governance rules to ensure the Internet infrastructure operates.  In October 2002, for one hour, 

there was a dedicated attack on this technology.  According to Lewis (2002) 13 “root servers” 

(which form the basis of the naming systems that govern Internet address) were attacked.  Eight 

of the 13 root servers were forced off-line because of the attack. The attack itself was invisible to 

the public and resulted in no effect on Internet users.  Although Lewis was able to demonstrate 
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how the threat was neutralized, backchecking Lewis’ analysis results suggests further 

consideration is required.  ICANN (2007) notes there are hundreds of root servers at over 130 

physical locations in many different countries. ICANN explains there are 12 organizations 

responsible for the overall coordination of the management of these servers.  The 13 root servers, 

which can be accessed using appropriate routing techniques, can be assigned to more than one 

machine (ICANN, 2007).  In other words, the structure of the Internet can absorb this dedicated 

attack and continue to function. Lewis’ focus that “no effect” was noticed by the public is correct 

however, the reason for the “no effect” was not reported.  Citizens and consumers who were to 

read Lewis’ articles would conclude the five remaining root servers were responsible for the “no 

effect” when in fact that was not the case.  In fact, this example demonstrates the resilience of 

DNS to keep operating.   

The examples provided in this section show that it is possible to securitize cyberspace 

however, it is possible to challenge this securitization with a critical analysis of the claims.  In 

other words, for the citizen to appreciate the existential risks and harms associated with 

cybercrime, there needs to be concerted effort to educate the public.  Furthermore, there is a need 

to position cybersecurity as a larger social good which is informed by critical reflection. 

Positioning cybersecurity as a common good must be linked to positive securitization of the 

information society where our food, water, clothing, shelter, and security is linked to ICT.  We 

cannot avoid the reality we live in an interconnected world; rather we need to embrace it and 

work with it. In other words, we need to invoke the positive security framework (outlined above) 

to position ACD as a public good. 

 Using this positive framework, securitization is not a fear-based rhetoric and the notion 

of survival (Turner, 2013; Wall, 2008).  Rather ACD becomes the framework for cybervictims to 
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create common understanding of how to respond to the cyberattackers in an orderly manner.  

ACD enables the victim to protect themselves and fulfill their ability to be safe and secure within 

the specific context of the information society.  One group which is actively exploring making 

sense of this challenge is corporate decision makers who are responsible for cybersecurity of 

corporate data and information assets (which includes the citizen/consumer private information).   

 

Cognitive Aspects of Corporate Decision Makers 

My research draws upon social contract theory and sense of justice to evaluate cognitive 

that influence individual decision-makers’ perceptions of ACD as a tactical and strategical 

component of protecting the information society. These theories encapsulate the Critical Realist 

philosophical stance which concludes that individuals can make rational choices based on lived 

experiences, and those choices tend to create a reality which promotes the emancipation of the 

individual, while seeking the best possible outcome for society (Bhaskar, 1975; Dobson, 2001; 

Duayer & Mederios, 2007; Minger, 2009).   

Upon reflection, it can be argued the Critical Realist approach has the following implicit 

assumptions.  First, the individual is autonomous.  Second, the individual has mental faculty to 

make gather information and data to make to assess the situation.  Third, the individual can 

balance the best interest of self and society.  And, fourth, the individual has moral agency.  In 

historical context, these assumptions are implicitly and explicitly stated by Hobbes, Hume, 

Rawls, and Bhaskar.  These writers place the individual as the central unit of analysis capable of 

reason, logic, and altruism.   

As such, the individual can influence her/his immediate surroundings to share resources, 

consolidate strength, and protect the weak and vulnerable.  Arising from this influence (in part) is 

the social contract which evolves to include the establishment of institutions such as 



126 

governments (imperial and monarchy) and corporations.  While these institutions have their 

origins in colonialism, industrialization and the development of agricultural communities, there 

is evidence that the corporation is now assigned powers normally reserved for government.  As 

previously noted, the corporation is endowed with legal rights, moral agency, and assigned 

human attributes.   I also showed, in the same section, that a contrary position was posited that 

the corporation is not a moral agent, but rather the individuals who make up the corporation are.  

This is consistent with organizational behavior research focusing on individual decision making 

within corporations (Das & Teng, 2001; L’Heureux & Therrien, 2013; Pabst et al., 2013).  These 

researchers examined the role of emotional traits, behaviors, norms, and beliefs which influence 

decision-making.  These researchers have concluded that a decision maker’s ability to make 

decisions include considerations of risk, harm, threat, and information society, and the value of 

information and ambiguity.  These factors appear to be AD tactics and strategic planning.   

Furner (2010), Kennerley and Mason (2008), and von Lubitz et al. (2008) were able to 

link decision-making in the information society to the amount of information available.  In a 

different stream of research about threat perspectives, Buzan et al. (1998), Castells (2009), and 

Webster (2006) note that the blurring of war, terrorism, and crime is creating a seemingly infinite 

combination of threats.  Moreover, corporate decision makers are now exposed to a risk rich 

environment, too much information, and seemingly no clear lines of who is conducting a 

cyberattack against their network. 

Complicating this matter further, the demographics of decision makers is a factor to 

consider. MacCrimmon and Wehrung (1990) examined risking taking propensity and the socio-

economic characteristics of 509 executives.  These researchers constructed 13 measures which 

were then grouped into six specific measures.  The six measures are: personal utility, debt 
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gambling, business utility, risk return, risky assets, and in-basket (see footnote for definition)23.  

In terms of socio-economic variables, 11 were identified which were then subjected to factor 

loads analysis.   

Putting together the risk factors and socio-economic factors the researchers were 
able to conclude, “Success, when it had a significant relationship with risk 
propensity, was always positively associated with risk taking. That is, a higher 
degree of success (i.e., wealthier, higher income, higher position, more 
authority) differentiated the risk takers from the risk averters” (p. 433). 

 

The researchers confirmed that risk taking is rewarded. These findings are relevant to my 

research on two levels. Firstly, launching ACD could be perceived as affecting company profits 

(risk taking), and secondly, the diversity of socioeconomic status of the executives in this current 

research need to be explored within the cautions noted by MacCrimmon and Wehrung (1990).   

Pabst et al. (2013) have also examined decision-making literature and concluded decision 

makers are influenced by perceived “conditions of risk” and “situations of ambiguity” (p. 369).   

Although Pabst et al. (2013) grounded their research in established biological models, they noted 

that decision-making was influenced by intrinsic and extrinsic emotions which can impair the 

sections of the brain associated with decision-making under risk, and decision-making associated 

with ambiguity.  Of particular relevance to my research, Pabst et al. concluded “that acute stress 

in combination with a parallel executive task did not further impair decision-making, but 

rather resulted in beneficial risk behavior indistinguishable from the control group” (emphasis 

added) (p. 378).  The implications are that ACD may be perceived as a beneficial risk behavior 

                                                 
23 “The Risk In-Basket is based on the standard two-action paradigm of decision theory. This paradigm forms the 
core of a series of well-specified, choice dilemma situations which are embedded in an in-basket context. An in-
basket exercise involves having a person play the role of a fictitious manager who must deal with letters, memos, 
and phone calls that have accumulated in his in-basket. Information about the relationship of the focal person to 
other individuals in the organization is provided and a limited time is made available for responding to the in-basket 
items.” (MacCrimmon & Wehrung, 1984, p. 368) 
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regardless of the ambiguous information about cyberattacker attribution.  Furthermore, Das and 

Teng (2001), were able to demonstrate “risk propensity” appears to be a stable individual trait 

towards taking, or avoiding, risk (p 518). 

Das and Teng (2001) note strategic decision-making is influenced through dispositional 

characteristics of decision makers, and situational constraints.  These researchers hypothesize 

risk propensity is influenced by time which is defined by an intersection of two clusters: short 

range/long range risk horizons and individual orientations to near future and distance futures (pg. 

527).  Within the context of ACD, time is a significant factor in the information society in which 

the speed of cyberattacks is measured in seconds, minutes, hours, days, weeks and months. 

However, the time between the cyberattack and when victims experience the harm is measured in 

weeks or months (Allison, Schuck, & Lersch, 2005).  

The timeline of the cyberattack is outlined in the following scenario:  

Day 1: The cyberattacker breaches the firewalls, finds the data, and then steals the credit 

card. 

Day 5: The cyberattacker sells the stolen data in an online market.  

Day 10: The cyberattacker breached the corporation’s network security.  The network 

administrator (who may or may not be working for the company) discovers the breach through a 

routine scan of unusually large number of failed logins.  The corporate decision makers (who are 

separate from the network administrator) do not notify the victims until 90 days later due to time 

delays caused by forensic analysis of the breach.  

Day 7: The stolen credit cards are used online (original card holder does not know, and 

the corporation does not know).  It is necessary to recall the corporation has still not discovered 

the breach and does not know it is a victim of a cyberattack.  



129 

Day 30: Credit card company discovers stolen credit card used when it reconciles its 

accounts with the original credit card owner who now reports it stolen.  

This 30 day timeline may be covered in information security plans, privacy breach 

notification requirements, and crisis planning.  The key point, the victimization occurs in several 

different points independent of the cyberattack.  This example is not unique to cybercrime – 

consider historical examples of people who would write a cheque knowing there was a delay in 

deposits and cheque reconciliation at the end of the month.  In other words, there are multiple 

timelines running in parallel, overlapping, and connected to transactions in real time or delayed 

transactions due to delayed discovery.  

The impact is felt on multiple levels: the corporation that is breached, the card owner who 

has to spend time reconciling the account, the store owner who accepted the stolen credit card as 

payment method.  Furthermore, the corporate decision maker experiences risk not a single event, 

but rather a series of interrupted timelines.  In a conventional robbery or theft which happens in a 

moment, a single, physical event results in specific, limited activity (e.g., rebuild the vault, fix 

the front doors of the bank, report to police). After a cyberattack, the decision maker must now 

consider the cyberattack and the subsequent harms and risks to be a very long timeline of 

potential victimization and revictimization (not to mention redress and recompense). This 

timeline may influence the corporate decision maker’s perception about being a victim and 

his/her rationalization to launch ACD.  Also, does the store who was defrauded of the goods, 

have a victim status which can be rationalized for ACD response?  And finally, what about the 

credit card holder, does he/she have enough victimization to rationalize an ACD response?  What 

impact does the delay discovering the breach of the network, typically discovered 145 days after 

the attack (Hau, Penrose, Hall, and Bevilacqua, 2016) have on the decision?  How does the time 
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for corporations to recover from the breach, from four hours to over 130 hours (Synovate, 2007), 

influence the decision?  Finally, for the original card holder, it is going to cost him/her 

approximately $1,600.00 (USD) (Baum, 2007) to address the harms caused by the cyberattack.  

 

Corporate Decision Makers Responsible for Active Cyber Defence 

The literature revealed corporate stakeholders are influenced by multiple factors. 

Furthermore, Armistead (2004), and Singer and Friedman (2014) also note those responsible for 

protecting the information assets can be grouped into three broad classifications: 

• Those responsible for deploying the software utilized in AD. 

• Those responsible for the legal liability and risks of the organization, and 

• Those responsible for the policies and procedures associated with physical 
security, human resources, and technology/network security.   

 

These groups of decision makers are linked to risk assessment processes and operations 

(Armistead, 2004, p. 68) (Figure 8) or to specific organizational mandates associated with 

protecting information assets (for example University of Washington, 2014) (Figure 9).   

Figure 8 – Cybersecurity Risk, Mandates, and Associated Activities 

 
 

Source: Armistead, 2004 (Used with permission of copyright holder) 
 

Figure 9 - Organizational Cybersecurity Mandates: Strategic, Tactical and Operational 
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Material has been removed because of copyright restriction, however a full citation is retained of 

original material.  
 

 

Source: University of Washington, (2014). 

 

These two models demonstrate the diversity of cybersecurity and organizational 

responsibilities impacted when protecting information assets.  My analysis of the various 

personnel responsible for cybersecurity revealed a diversity of titles including:  Chief 

Technology Officer, Chief Information Security Officers, Chief Information Officer, Legal 

Counsel, and Chief Financial Officer.  Using the titles, I then searched the North American 

Industry Classification System (NAICS) available through Statistics Canada (Statistics Canada, 

2012) and the International Standard Industrial Classification of All Economic Activities, Rev. 4 

(United Nations, 2008) to identify any other related positions or titles of personnel supervised by 

the previously noted titles.  These labor/industry codes provided a further level of cybersecurity 

job titles and job descriptions which aligned with the corporate decision makers.  Within the 

context of ACD, hacking back at the attackers, this group of decision makers has not been readily 

accessible to researchers.  This is specifically addressed in the Methods section. 
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Methods Section 

This chapter is organized as follows:   

• Methodology, in which I describe the procedures for collecting my data, why I used that 

specific procedure, why I focused on the specific sample, and the survey instrument.   

• Results, in which I present key findings from my survey in descriptive, and statistical 

data consisting of text, tables, and/or illustrations. 

• Discussion, in which I explain all observations in context with the research questions, 

relate observations to other relevant studies, draw conclusions from data (decide if each 

hypothesis is supported or not), and suggest why results came out as they did. 

• Conclusion, in which I suggest what future research is needed, and introduce Theory of 

Change. 

 

Methodology 

My research consisted of collecting quantitative data using a pilot study, followed by 

validation of the survey instrument, circulation of the validated instrument, and then analysis of 

the survey results.  Prior to conducting the survey, I completed an ethics review which was 

approved by Royal Roads University Research Ethics Board.  The next section addresses the 

challenges researchers experience in when conducting cybersecurity/cybercrime research. 

Challenges 

Cybersecurity/cybercrime researchers encounter the following challenges: 1) small 

sample size return, 2) difficulty accessing “key actor at each site”, 3) sensitivity of the survey 
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topic, and 4) early stage of research (Roberts et al., Zuckerman, & Palfrey, 2013; Sivo et al., 

2006).    

Challenge 1 – Small Sample Size Return 

Traditionally social science researchers have access to large populations which enable the 

researcher to generate robust sample sizes from the population.  These robust sample sizes result 

in increasingly more stable and precise estimates of population parameters (Meyers et al., 2006, 

p. 41).  This is not the case in cybersecurity and ACD.  The primary reason is that there is a very 

small population of decision makers within a small population within the cybersecurity 

community. (Chawki et al.; 2015).  This was demonstrated in Deloitte and Fraunhofer SIT's 

(2013, pg. 6) study which invited 350 private and public research institutions and industry groups 

from 31 countries to participate in their cybersecurity survey.  Deloitte and Fraunhofer SIT 

reported an “unexpected low response rate” which resulted in findings with a caveat the results 

were not representative.  The survey did not provide any “n” values, the researchers used 

percentages only. Roberts et al. (2011) study of cybersecurity attacks sampled 317 independent 

media and human rights sites administrators.  The response rate was 14% (n=45) which they 

considered sufficient for analysis, while acknowledging the necessity for the use of interviews to 

explore the survey analysis results further.  Furthermore, Lebek et al.(2013) experienced a small 

sample size phenomenon while conducting a systematic review of cybersecurity research.  Their 

analysis of 113 peer reviewed articles, which explored “employees’ information security 

awareness and behavior”, found only five studies had more than 500 respondents (p. 2985).   

Challenge 2 - Accessing Decision Makers 

Kotulic and Clark (2004) provide a detailed analysis of the challenges of accessing key 

decision makers related to information security risk management.  Their study, which they called 
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not successful, provided valuable contributions to my research.  Their research compares very 

similarly to my research on two levels:   

1. Examined an array of cybersecurity countermeasures to mitigate risk, and   

2. Evaluated executive decision making regarding deployment of countermeasures. 

Kotulic and Clark’s pilot study participants were told “that organization and/or individual 

identity would not be revealed. Unfortunately, after reviewing copies of the preliminary 

questionnaires, all of the original five firms declined to continue” (p. 602).  When Kotulic and 

Clark queried the participants about the reason for non-participation, they cited concerns about 

confidentiality, being too busy, issues of job security, and that top management would want 

explanations.  Similar concerns were also raised in Chawki et al.’s (2015) study of impact of 

cybercrime on the UK economy (p. 12 – 20). 

Challenge 3 – Early Stage Research 

 The application of social science to computer science and technology is an emerging 

field of study which may be characterized by struggles to establish sound theory, the lack of 

historical facts accepted as truths, and coherence and cohesion that can be tested (Castells, 2009; 

Lebek et al., 2013; Revetz, 1996).  Examples in cybersecurity include the diversity of theory 

models, small sample sizes, and choices of methodology to create a new body of knowledge 

(O’Ciardhuain, 2004; Roberts et al., 2013).  Such is the case with ACD research.  While today 

the Internet is familiar to society, cybersecurity issues are not as familiar, relative to other social 

phenomena; because they are young, data science as a discipline is still evolving, and our 

understanding of how to measure online deterrence is still developing (Lin, 2013) (see Appendix 

E: Proposed Active Cyber Defence Research Agenda).   
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In summary, the three challenges raise questions about which methodology is applicable 

to which cybersecurity problem being researched.  Moreover, the three challenges may also 

account for the lack of progress in policy development and public dialogue in ACD.   

 

Survey Design as a Method 

I collected data using an online survey which consisted of Likert scales and open-ended 

questions. Online surveys are a cost-effective means of gathering data from a geographically-

dispersed survey sample.  Conversely, online surveys require access to technology.  For my 

research, the online survey is suited for the survey population, which is comfortable with 

technology and the online environment.  Furthermore, my use of online surveys is consistent 

with previous cybersecurity researchers such as Roberts, Zuckerman, and Palfrey (2013) and 

O’Ciardhuain (2004).    

Andrews et al.’s (2003) review of electronic survey methodology literature noted: 

Electronic surveys have distinctive technological, demographic, 
and response characteristics that affect their design, use, and 
implementation. Survey design, participant privacy and 
confidentiality, sampling and subject solicitation, distribution 
methods and response rates, and survey piloting are critical 
methodological components that must be addressed (p.195). 
 

During my research I took precautions to protect the survey participant, in part by 

disabling IP tracking, separating email identifiers captured in the survey log, and removing any 

personal identifiers from the response IP address.  Furthermore, the survey instrument was 

turned off when I downloaded the sample.  This ensured no further emails or requests from the 

survey host or from the survey participant were processed.   
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Survey Instrument Design 

During my research I found eight surveys specifically addressing ACD, revenge attacks, 

and strikebacks. The surveys (Table 9), in chronological order, are: 

Table 9 - Survey Instruments 

Year Author Title Topic 

1999 Schwartau Australian 
Cybersecurity 
Professionals and Cyber 
Deterrence 

Revenge attacks 

2005 RAND National computer 
security survey 

Study of national 
security 

2011 Public Safety Canada Baseline, online 
probability survey of 
Internet users regarding 
cyber security: final 
report 

Study of personal 
attitudes 

2012 Ponemon Institute LLC (2012, 
2012a) 

Cost of cyber-crime 
study & Aftermath of a 
data breach study 

Study of identity 
breaches and costs 

2013 nCircle (as referenced in Lachow 
(2013) 

Blackhat survey Reference to revenge 
attacks 

2013  Geer and Pareek (as referenced by 
Bejtlich (2014)) 

Cyber Security Index Theme question to 
examining active 
defence attitudes 

2013  European Commission Cyber security: Special 
Eurobarometer 404 
study. 

Cybervictimization rates 

 

Five of the surveys focused on corporations’ and individuals’ victim costs: Ponemon (2012; 

2012a), Rand (2005), Public Safety Canada (2011), and European Commission (2013). Three 

specifically addressed hackback, strikeback, and AD: Schwartau (1999), Bejtlich (2014), and 
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Lachow (2013) (aka nCircle).  While the eight surveys have made contributions to society’s 

understanding of cybercrime, the different variables of the surveys do not lend themselves to 

comparative analysis. 

My analysis of the cybersecurity-themed surveys reveals three of the seven surveys (Public 

Safety Canada, Ponemon Institute, and RAND Corporation) collected demographic data of the 

person or organization, types of harm (costs, identify theft) and types of cyberattacks.  Three 

specifically asked about some form of revenge or strike back operation (Schawatau, Cyber 

Security Index, and Lachow (nCircle)); these surveys collected limited demographic information 

sufficient to identify the respondent’s role within their organization.   

The survey outcomes (reported above) and their designs were used to inform my survey 

design.  My survey incorporates some elements of the eight surveys, grounds the survey in social 

contract theory and sense of justice, and deterrence theory.  Grounding my current survey in 

these theoretical constructs provides a framework for analysis and hypothesis testing of results.  

The theory used provided a lens for future comparative studies on the specific concept “Active 

Cyber Defence”, unique from revenge, hackbacks, and strikebacks.  Thus, my research builds on 

previous surveys’ contributions to cyberdeterrence within the context of the information society 

(Castells, 2009; Epstein & King, 1982; Gerber & von Solms, 2005).     

 

Survey Sample Size 

In this section I describe the survey sample as previously outlined in the literature review. 

I used Fluidsurvey to host my online survey and emailed 140 cybersecurity and cybercrime 

professionals from justice and public safety agencies, corporations, and non-profits.  My 

sampling frame is based on professionals tasked with the responsibility of protecting information 
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assets of corporations.  These professionals include information technology managers, public 

safety personnel, and information security officers at all levels of the corporation.  These 

professionals are defined in the North American Industry Classification System (NAICS) 

(Statistics Canada, 2012) and the International Standard Industrial Classification of All 

Economic Activities, Rev. 4 (United Nations, 2008). 

The survey participants were recruited through emails, and conference announcements at 

three professional organizations, POLCYB, IEEE (Vancouver Chapter), and ISACA Vancouver 

Chapter. The three organizations have an international network of cybersecurity professionals 

who have participated in academic research and are familiar with ACD.  The survey was 

conducted in English with a target population of approximately 400 individuals age 18 and older, 

with a job title associated with cybersecurity practices.  Of the 400 potential participants, 144 

emails were collected.  From that population, 12 emails were returned non-deliverable.  Forty-

three individuals opened the survey, and 43 completed the survey.  The survey was hosted online 

at FluidSurvey and open to participants from July 1st, 2015 to September 15th, 2015.   

 

Survey Instrument   

My survey consisted of Likert scale and open-ended questions.  The pilot survey was 

completed by five individuals who have extensive cybersecurity experience. Feedback from the 

pilot survey was incorporated into the revision, and a final version of the survey instrument was 

posted online. My survey consisted of the following sections. 

Protect the Information Society (questions 1 to 6) which explored citizens’ trust of 

governments and corporations, responsibility to protect, and cooperation.  These factors 
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specifically sought to examine decision makers’ perceptions of these variables.  Moreover, there 

was as specific focus on protecting the information society as a general statement. 

. 

Information Society (questions 8 to 14) focused on information society's unique 

reliance on information as an asset, accuracy of information, and positioning Corporate Social 

Responsibility as a mechanism of corporations to address information as a societal asset akin to 

food, water, clothing, and shelter.  The key measure focused on information technology now 

mediates access to resources needed for survival, and in particular, the reliance on databases to 

facilitate access to these resources. 

Deterrence (questions 16 to 22) focused on corporate decision makers’ perceptions of 

cyberattackers’ fear to be being arrested and jailed.  Two deterrence measures were considered: 

the cyberattacker’s technological environment, and their social networks, and if either or both 

should be considered in ACD operations.  The intention was to examine the value of a 

technology only or social networks only, or combination which act as deterrents.  

Active Cyber Defence (questions 23 to 30) quantified ACD into legislation, insurance, 

revenge, and deter verse disruption of the cybercriminals network or technology.  ACD has been 

generally presented as a technical response to be a cybervictim.  However, the literature suggests 

cybercriminals value their social networks also (cybercriminals’ reputation management).  I 

wanted to know if the decision makers considered attacking the cyberattacker’s social network.  

Further, the specific reference to revenge has been a historical concern and found in specific 

surveys to be a common concern.  I wanted to know if this is still the case.   

Demographics (questions 32 to 58) of the survey participants sought to examine if age, 

profession, and industry influenced perceptions of the four factors noted above.   
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Information Technology (questions 59 to 78) captures IT security experience and 

victimization.  More specifically, did the survey participants have specific IT teams, response 

teams, or both.  The literature suggests these factors would be necessary to conduct ACD.   

Comment Sections were provided for Protecting Information Society (question 7), 

Information Society (question15), Deterrence (question 22), ACD (question 31), IT (question 

78), and General (question 79).   

 

Survey Instrument Factors 

Based on the literature review and consultation with industry experts, my survey consisted 

of the following factors:   

1. Protecting Information Society 

2. Demographics 

3. Social Contract Theory & Sense of Justice 

4. Organizational Information Technology and Information Asset 

5. Decision Making 

My draft survey was created through a consultation process with industry stakeholders, and 

then validated by three subject matter experts who completed the survey and provided feedback.  

Revisions were made, and the final survey was posted online. Then, a mass email was sent to 

industry experts. I employed a second recruiting methodology whereby I introduced my research 

to cybersecurity professionals at various national and international cybersecurity conferences to 

increase survey enrolment and participantion.  This secondary recruitment was based on research 

by Kotulic and Clark (2004) (i.e. accessing decision makers was a challenge) who experienced 
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low survey participation.  My survey instrument was available online from July 1st, 2015 to 

January 1st, 2016.    

 

Results Section 

In this section I present the results of the survey, without interpretation.  This section 

consists of a series of tables, texts, and/or charts, and illustrations as necessary.  The 

interpretation is completed in the Discussion Section. The results were generated using Statistical 

Package for Social Sciences version 22 (SPSS v22). The results consisted of descriptive data as 

cross tabs and charts/tables, factor analysis, and content analysis. 

Data collection for my research experienced the same challenges noted in the previous 

sections: difficulty accessing cybersecurity decision makers resulting in a small sample size.  

However, analysis of research methodology literature indicates small sample sizes (n<30) can be 

utilized in exploratory research (Hozo et al., 2005).  Moreover, small sample sizes provide a 

foundation for future research.   

 

Key Findings – Descriptive 

The following descriptive data were extracted from my survey results.  The interpretation 

of these descriptive findings will be discussed in the next section.   

Descriptive Findings: Demographics 

The survey participants’ mean age is 40 years old (min=21 max=66) (Figure 10).  Fifteen 

participants are between the ages of 20 and 42.  The participants are overwhelmingly male 

(n=20), with only one female.  Furthermore, 31 of the 43 participants worked in four of 22 

industry clusters (professional/science/technology, education, administration, 
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information/culture) (Figure 11).  The survey participants consisted of one senior executive, four 

managers, four security specialists, and three consultants (the remaining 12 respondents entered 

n/a) (Figure 12).  

Figure 10 – Participants’ Ages 

 
 
 
 

Figure 11 - Survey Participants by Industry / Service Sector 

 
 
 
 
 
 
 
 
 

Figure 12 – Survey Participants by Job Role 
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Descriptive Findings: ACD, Information Society, and Online Deterrence. 

Fifty-seven percent of the sample (n=21) agreed with the statement, “Cyberattackers can 

be deterred”.  Those who agreed with this statement are 55 to 65 years old.  Conversely, those 

who disagreed (28% of the sample) are between 33 and 50 years old. 

Moreover, 31 participants by job title (v60), answered, “Deterrence does not work in 

cyberspace (v17)”.   Thirty-five percent of the participants (n=11 of 31) agreed with the 

statement, while 39% (n=12 of 31) disagreed. 

When considering industry sectors (v40 – v61) and perception of deterrence working in 

cyberspace,  58% of the participants (n=18 of 31) agreed or strongly agreed with the statement 

deterrence does not work in cyberspace.  The dominant sectors are 

Professional/Scientific/Technical and Information/Culture.  However, 42% of the participants by 

industry sector (n=13 of 31) disagreed with the statement deterrence does not work in 

cyberspace.  (Figure 13) 
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Figure 13 - Survey Participants by Industry – Online Deterrence Works 

 
 

Seven questions explored decision makers’ perceptions of protecting the information 

society.  These questions explored the social contract of government, corporations, and 

citizens/consumers.  Sixty-seven percent of the respondents agreed or strongly agreed that 

citizens do not trust corporations to protect the information society.  Within the context of 

citizens do not trust government to protect the information society, 51% of the participants 

agreed or strongly agreed with the statement. Furthermore, 19% of the participants were neutral 

and 19% disagreed with the statement citizens do not trust government to protect the information 

society. 

90% of the survey participants agreed or strongly agreed that governments and 

corporations can help each other protect the information society.  Similarly, 66% of participants 

agreed or strongly agreed, governments and corporations share the same responsibility to protect 

the information society. This statement elicited the strongest possible response.   

56 %  of the survey participants, by sector, revealed that five of six sectors disagreed or 

strongly disagreed governments can protect the information society.  One industry sector, 
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administrative and support, agreed with the statement governments can protect the information 

society, at 50%.  Moreover, 63% of participants in all six sectors disagreed with the statement 

corporations can protect the information.    

50% of the participants agreed or strongly agreed corporations should be given more 

powers to engage cyberattackers (v12).  The contradiction is that 50% of the participants 

disagreed or strongly disagreed corporations are socially responsible to protect the Internet 

(v13). However, 57% of the participants agreed or strongly agreed corporations would have a 

social obligation reporting to the public about how they engage cyberattackers using ACD (v14). 

Participants were also asked if ACD would deter cyberattackers (v23) sorted by age 

(v32).  Sixty percent of the participants (12 of 20) agreed or strongly agreed with this statement.  

The 12 participants were aged 24 to 65 across the sample.  Moreover, when asked to make a 

distinction between disruption and deterrence (v24 and v25) the participants agreed or strongly 

agreed ACD is a disruptor and deterrence on the cyberattackers computer network. 

The next two results deal with participants’ perception of the value of information.  

Information is the lifeblood of modern society, and information is a commodity similar to oil and 

gold.  Ninety-one percent of the industry sectors agreed or strongly agreed with the statement 

information is the lifeblood of modern society.  Seventy-eight percent of the industry sector also 

agreed or strongly agreed with the statement information is a commodity similar to oil and gold. 

Key Findings – Statistical Analysis (Factor Analysis & PCA Model) 

Statistical Analysis – Factor Analysis 

27 Likert scale questions were used in a Principal Component Analysis (PCA) (rotation 

method: Varimax with Kaiser Normalization).  Eight factors loaded (see Appendix D: Rotated 

Component Matrix).  However, five factors were statistically significant.  These five factors form 
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the key statistical findings of survey participants’ perceptions of social contract and included 

sense of justice, decision making, and protecting the information society.   The five PCA 

components are in Tables 10 through 14. 

 

Table 10 - Component 1 (α = 0.972)  

                                  Variable Label α 

I would conduct an active defence operation if the corporation has liability 
insurance. 

0.988 

Active defence can be insured. 0.987 

I would conduct an active defence operation if the corporation has the legal 
jurisdiction to conduct active defence operation. 

0.987 

Attacking a cyberattacker’s social network will facilitate deterrence. 0.985 

Attacking a cyberattacker’s computer network will deter further cyberattacks. 0.98 

 
 
 
 

Table 11 - Component 2 (α =0 .839)  

Variable Label α 

Active defence will deter cyberattackers. 0.827 

Active defence can be legislated. 0.775 

Corporations should be empowered with more legal powers to engage 
cyberattackers. 

0.749 

Corporations are socially responsible members who can protect the information 
society. 

0.742 

Active defence is a systematic deterrence of a cyberattacker's computer 
network. 

0.524 

 

 

 

Table 12 - Component 3 (α = 0.819)  

Variable Label α 

Cyberattackers fear being captured. 0.952 

Cyberattackers fear jail time. 0.929 

Active defence is a systematic deterrence of a cyberattacker's computer 
network. 

0.544 

Governments can protect the information society. 0.51 
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Table 13 - Component 4 (α = 0.889)  

Variable Label α 

Corporations can protect the information society. 0.761 

Cyberattackers can be deterred. 0.544 

Deterrence does not work in cyberspace. -0.536 

Citizens do not trust corporations to protect the information society. -0.704 

Citizens do not trust governments to protect the information society. -0.76 

 
 

Table 14 - Component 5 (α = 0.784)  

Variable Label α 

Governments and corporations share the same responsibility to protect the 
information society. 

0.808 

Society needs accurate information to ensure we can meet our basic survival 
needs (securing food, water, shelter, clothing).   

0.766 

Information is the lifeblood of modern society. 0.696 

Governments and corporations can help each other protect the information 
society. 

0.659 

 

 

Key Results – Themes Analysis 

In this section, I provide descriptive analyses of the data such as word counts, questions 

answered, and if there are specific responders who contributed.  The survey had 79 questions. 

Six were dedicated to soliciting comments from the survey participants, five on specific themes, 

and one general comment (Table 15).  Twelve respondents provided 41 comments, five 

respondents provided 24 comments (Table 16). The majority of the comments were in four 

questions: 7, 15, 22, and 31.   
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Table 15 - Key Results Themes Analysis 

Theme # of Comments Word Count 

Q7 – Protecting Information Society 9 277 
Q15 – Information Society 8 293 
Q22 – Deterrence 9 279 
Q31 – Active Cyber Defence 8 225 
Q 78 – Information Technology 3 61 
Q79 – General Comments 4 (3 about survey) 92 (29 words) 

 
 
 

Table 16 - Participant Comments 

Participant Number of Comments 

11 5 
12 4 
13 6 
14 1 
15 5 
16 3 
18 4 
19 3 
20 3 
21 3 
22 3 
37 1 

Total =12 Total = 41 a 

a) Count includes three comments about survey 
design 

 

The next section is a discussion of the results. I apply the results to the research 

questions, relate observations to other relevant studies, and draw conclusions from data. 

Following the discussion section, I apply Theory of Change to create an action plan to translate 

my research into practice. 

 

Discussion – Introduction 

This discussion consists of the following sections: Statistical -Results, Descriptive 

Results, Themes Analysis, and Bringing It All Together.  The structured approach ensures each 
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result is presented independently, while the Bringing It All Together provides a holistic 

interpretation.   

Discussion - Statistical Results 

The statistical results revealed five unique components.  These components were then 

subjected to theme analysis and relabeled accordingly (Table 17). 

 

Table 17 - Component Labels 

Component Label α 

1 Insure Corporate ACD 
(Social Networks and Computer 

Networks) 

0.972 

2 Legislate ACD is Corporate Social 
Responsibility Mandate 

0.839 

3 Government Must Punish 
Cyberattackers 

0.819 

4 Do More to Protect Information 
Society 

0.889 

5 Existential Information Society 0.784 

 

These themes are explored in detail below first by table, followed by discussion, and then 

examining how this links to specific research found elsewhere. 

Component 1 - Insure Corporate ACD 

Table 18 -Insure Corporate ACD 

Variable Label α 

I would conduct an active defence operation if the corporation has liability 
insurance. 

0.988 

Active defence can be insured. 0.987 

I would conduct an active defence operation if the corporation has the legal 
jurisdiction to conduct active defence operation. 

0.987 

Attacking a cyberattacker’s social network will facilitate deterrence. 0.985 

Attacking a cyberattacker’s computer network will deter further cyberattacks. 0.984 
 

Five variables loaded into Insure Corporate ACD (α = 0.972) (Table 18).  Analyses of the 

variables indicate survey participants supported the two distinct elements of ACD: attacking the 

cyberattacker’s computer network and attacking the social network the cyberattacker engages. 
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Attacking both elements confirms ACD has both a technical and social composition that must be 

incorporated into the legislative and insurance framework.  Attacking the computer network 

denies the criminal technical resources to conduct attacks and increases the operational cost to 

the cyberattacker to acquire new technology to replace the old.  The implications are that the 

cybercriminal will begin to consider the cost/benefit of conducting future attacks.  This is 

consistent with the criminological theory whereby criminals assess the costs and benefits of their 

criminal activity. Adding the social network to the ACD model is consistent with a body of 

literature examining how criminals manage their reputations on dark webs, social media sites, 

and online exchanges.  Attacking the cyberattacker’s online reputation would make it harder for 

a cybercriminal to access an online market to buy or sell stolen software products and services.   

The “I would conduct” is the possessive ownership and willingness to conduct ACD 

based on legal authority, and/or liability.  The survey participants appear to welcome the 

opportunity to conduct ACD using liability insurance which also implies a legislative framework 

to do this.  Moreover, the willingness to conduct ACD is linked to a specific societal obligation 

in a “Legislated ACD is Corporate Social Responsibility” mandate. 

 

Component 2 – ACD is Legislated as a Corporate Social Responsibility. 

 Five variables loaded into component 2 (Table 19).  Analysis of the variables 

indicate a common theme which supports ACD is Legislated as a Corporate Social 

Responsibility (CSR). 
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Table 19 - ACD is Legislated as CSR  

Variable Label α 

Active defence will deter cyberattackers. 0.827 

Active defence can be legislated. 0.775 

Corporations should be empowered with more legal powers to engage 
cyberattackers. 

0.749 

Corporations are socially responsible members who can protect the 
information society. 

0.742 

Active defence is a systematic deterrence of a cyberattacker's computer 
network. 

0.524 

 

 Should ACD become a legislated responsibility, corporations could then have an ACD 

policy which is both a legal framework in which to operate, and a reporting mechanism through 

which to file a CSR report.   

The concept of corporate social responsibility emerged late in my literature review stage 

as one possible model (the other being a dedicated non-profit governance body similar to IEEE) 

for corporations and government to build a common ACD framework.  However, what is also 

relevant to this discuss is “what did not load.”  Corporate social responsibility is more than 

empowering.  In fact, my survey had nine variables specifically designed to reflect the societal 

role of corporations and information.  Using terminology such as empowered, socially 

responsible members, lifeblood, commodity, lobby, and social obligation I expected survey 

participants to identify corporation social responsibility as a framework for advocating changes 

to legislation.   

Instead, only two variables loaded into this component: “empowered” and “socially 

responsible members”.  This suggests two possible issues.  The first is that the participants are 

fully aware of the practical need for legislation to enable ACD; the second that the participants’ 

view of CSR are somewhat limited.  I would suggest that the former is most reasonable.  This is 

supported by the fact that the other components did load, albeit in components 5, 6, 7, and 8.  In 
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other words, the participants are aware of the components of CSR, but the primary focus is the 

legislative framework. The low loading of the other CSR variables may also be accounted for in 

Component 4 – low public trust of corporations and governments with the specific issue of 

protecting the information society.   

The low public trust may also increase participants’ self-awareness that the corporate 

social responsibility model would be a balance profit and corporate citizen.  Although as 

previously noted by Milton, they are not mutually exclusive.  Moreover, the focus on the legal 

framework would provide a coercive mechanism within the social contract noted by Hobbes and 

Rawls.  In this case, two coercive mechanisms are present: one, on the corporation to conduct 

ACD operations within a legal mandate, and, two, on cybercriminals who are now exposed to a 

new deterrent effect impacting their technological capabilities and social reputation. 

 

Component 3 Government Must Punish Cyberattackers 

 Four variables loaded to make up component 3 (alpha = 0.819).  Survey participants 

clearly believe cyberattackers are affected by deterrence (Table 20).   

 

Table 20 - Government must Punish Cyberattackers  

Variable Label α 

Cyberattackers fear being captured. 0.952 

Cyberattackers fear jail time. 0.929 

Active defence is a systematic deterrence of a cyberattacker's computer 
network. 

0.544 

Governments can protect the information society. 0.51 
 

The participants also realize the limits of ACD.  The argument is that there needs to be 

government response to support corporate victims of cyberattacks. It is not enough to conduct 

ACD, there still need to be legal consequences such as jail time and being arrested.  These 
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deterrents are in conjunction with ACD.  When I began my research, there was a general 

consensus that the state was not doing enough with existing laws.  This is reflected here, and in 

the themes section whereby the participants indicate government needs to fulfil its role 

protecting the information society.     

This deterrence mechanism is consistent with traditional criminal justice models.  

However, the traditional criminal justice model is arguably not working.  This is evidenced by 

corporations not being protected, seeking the legal authority to conduct ACD, but still expecting 

government to enforce the penalty.  This sentiment was also expressed in comments sections by 

participants who said, “Enforce the existing laws”.  This sentiment implies that corporate 

decision makers know the role of government and support that role.  Conversely, the corporate 

decision makers want more legislation power to conduct ACD.  Both sentiments are positive 

movements toward protecting the information society.  

However, the burden of enforcement is exacerbated by a justice system overwhelmed by 

evidentiary practice grounded in precedence law.  While not considered in my research, 

participants also recognized the potential role of IEEE or another non-profit governing body to 

help administer ACD.  This approach by participants is further developed in Theory of Change 

and may be captured in the notion of a cyber-court model dedicated to expediting legal 

proceedings.  This issue of timely legal proceedings is now being considered by accused 

cybercriminals who wish to bring Section 11(b) Canadian Charter challenges. These challenges 

involve due process claims regarding unreasonable time to trial.  As a result, courts are now 

exploring how to decrease time to trial.   
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Component 4: Do More to Protect Information Society 

 Five variables loaded in Component 4 (alpha = 0.889).  Analysis of the variables 

suggests governments and corporations need to Do More to Protect Information Society.  Survey 

participants confirmed that citizens do not trust governments and corporations to do enough to 

deter cyberattackers (Table 21). 

 

Table 21 - Do More to Protect Information Society 

Variable Label α 

Corporations can protect the Information Society. 0.761 

Citizens do not trust governments to protect the information society. -0.759 

Citizens do not trust corporations to protect the information society. -0.704 

Cyberattackers can be deterred. 0.544 

Deterrence does not work in cyberspace. -0.536 
 

  

Survey participants believe citizens (who are also consumers) do not trust corporations 

and governments to protect the information society.  The participants believe they can protect the 

information society, but they are aware of the limited deterrence effect they are currently having.  

This is consistent with the need for a legislative ACD framework, an insurance model which 

provides coverage, and also the need for more government prosecution and enforcement of 

existing laws.  Looking at the preceding factors, Do More to Protect Information Society may be 

considered the frustration of corporations not being able to do enough given the current 

legislative framework and reliance on passive cybersecurity practices.   

However, this frustration may also reflect how new the cybercrime phenomenon is. For 

example, privacy relative state surveillance was enacted in Canada’s Protection of Privacy Act in 

1974 (Cohen, 1983), cybercrime related offences were added to the Criminal Code of Canada in 

1985 and 1997 to include amendments and additions related to cybercrime offences. Canada’s 
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Privacy law emerged in the 1970s; subsequent computer related offences appeared in 1985 and 

were amended in 1997. (Simmons, 2002).  In other words, the law is relatively new, and will 

continue to evolve.  However, survey participants are aware that there are existing laws which 

can be utilized; what is missing is the willingness to enforce and the government assigning 

adequate resources to enforce the law.   

The combination of lack of resources and low citizen trust creates a public debate 

environment which may be driven by fear mongering and rhetoric which is not informed by 

research, but rather by emotion.  My research suggests it is possible to have an evidence 

informed debate to develop ACD tactical and strategic response which must be shared with 

citizen to ensure transparency and promote trust.    

Component 5: Information Mediates Survival (Safety/Security) 

The final component, Information Mediates Survival (Safety/Security) (alpha = 0.784), 

loaded four variables (Table 22).   The term “information society” is premised on the notion that 

information technology now mediates a citizen’s ability to access essentials of living (food, 

water, clothing, shelter) (Castell / Webber / Floridi).  Do those who protect the IT and data, 

which are used to generate information to make decisions, share the same belief system as 

consumers?  The analysis of this component suggests the answer is yes. 

 

Table 22 - Information Mediates Survival (Safety / Security) 

Variable Label α 

Governments and corporations share the same responsibility to protect the 
information society. 

0.808 

Society needs accurate information to ensure we can meet our basic survival 
needs (securing food, water, shelter, clothing).   

0.766 

Information is the lifeblood of modern society. 0.696 

Governments and corporations can help each other protect the information 
society. 

0.659 
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 This confirms the belief that the scarce resources being protected in the social contract 

must now extend to include information and data as another resource.  Society, and the 

individual, can no longer depend on the signals from the physical encounter experienced through 

the human senses to make decisions.  The ability to make sense of the signals generated when 

interacting with the physical world no longer suffice to secure food, water, shelter, and clothing 

that in turn create a sense of safety and security.     

This sense of safety and security is now mediated by information technology. Survey 

participants believe the challenge is twofold: citizens do not trust government and corporations 

to protect information society, and governments and corporations need to do more to protect 

information society.   To address these two challenges, it appears ACD, a legislative and 

insurance framework, and CSR mandate can provide a new deterrence model which can be 

utilized to help corporate decision-makers make informed decisions about how to protect the 

information society.  Before advancing this model, two more discussions are necessary: 

descriptive findings and themes analysis.    

 

Discussion – Descriptive Findings 

The statistical results support the need for ACD legislation, insurance, and CSR mandate.  

However, the descriptive data provide some insights into the contextual nature of how these three 

issues can influence change management for the adoption of an ACD mandate.   

The survey participants fell into two distinct age groups: 33 – 50 and 55 – 65.  The older 

age group tended to agree cyberattackers can be deterred.   However, the younger age group did 

not believe cyberattackers can be deterred.  Moreover, survey participants by industry sector also 

separated into two distinct groups: those who believe cyberdeterrence works and those who do 
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not.  There were only three participants who were neutral.  The data did not allow for analysis by 

job title due to the 12 participants who answered “not applicable.”  This may be indicative of the 

12 participants concerns about being identified / linked to specific industry sectors (as noted in 

previous section – limitations on research).    

The data also clearly show that respondents believe that neither government nor 

corporations can protect the information society. The survey also shows regardless of age, role in 

organization, or industry, 90% of the survey participants agree or strongly agree corporations and 

governments can help each other.  Furthermore, 66% of the agree or strongly agree that 

governments and corporations share the same responsibility to protect the information society.  

In other words, neither can do it alone anymore, and there needs to be some common ground 

across both parties.  ACD may provide that common ground, albeit with qualifiers. 

Survey participants do see ACD as a viable policy option with qualifiers.  First, 50% said 

the corporations should be given more powers to engage cyberattackers, but there are concerns 

about the corporations being socially responsible to protect the Internet.  One remedy is to 

impose a social obligation to report to the public about how corporations have engaged ACD 

response to cyberattackers.  Another remedy (found in the Comments section) includes a unique 

governing oversight (IEEE or similar organization).   

Corporate decision makers were also asked to explore their perception of linking 

information to the survival of society.  Corporate decision maker rhetoric of “information as the 

crown jewels,” “information is the lifeblood of society” and “information is a commodity” 

appears to invoke the power and influence of information technology on the corporation’s safety 

and security.  However, these corporations also use formation technology to mediate a person’s 

ability to secure the essentials of living (food, clothing, water, and shelter), and to some degree, 
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the ability to find an intimate relationship/partner. When asked, 91% of the industry sectors 

agreed or strongly agreed with the statement information is the lifeblood of modern society. 

Seventy-eight percent of industry sector respondents also agreed or strongly agreed with the 

statement information is a commodity similar to oil and gold.   

The differences, by age, regarding the effectiveness of cyberdeterrence may be attributed 

to two factors.  The older survey participants grew up during the Cold War and experienced 

deterrence being successful through the physical attribute of nuclear deterrence, and crime 

prevention/reduction models such as physical deterrence, incarceration, and rehabilitation.  The 

younger survey participants have experienced the effect of continually being reminded of privacy 

breaches in the media and may also be better more familiar with the vulnerabilities of network 

security.  Moreover, the notion of cyberdeterrence is poorly and variously understood and is still 

evolving. 

The descriptive data also confirm government and corporations share the same 

responsibility and must help each other to protect the information society.  Despite sharing same 

responsibilities, corporations do not believe the government can protect the information society.  

This may be re-enforced by government agencies (e.g., prosecutors, police, and courts) not 

providing timely responses to cyber complaints. Another factor to consider is the reluctance of 

government to protect corporations who have been victims of a state-based cyberattack 

conducted by North Korea (Kaplan, 2017) This has led to a two-tier approach to protecting the 

information society that can only be resolved by a policy shift which requires government and 

corporations to share legal powers and resources.  This policy shift may be met by resistance 

from citizens who already distrust government and corporations (see Cotter, 2015 above) or may 

further exasperate the trust issue.   
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 Within the context of my research, the survey participants are aware of the lack of 

citizens’ trust and recognize the necessity to provide a policy solution to address this trust.  One 

such solution is a governing body similar to IEEE (see below for more on this solution).  This 

possible solution first occurred when government began to deliver uniformed fire and police 

service (as noted above) to protect a common good – lives and property.   Similarly, it is now 

necessary for government and corporations to embrace ACD as a new common ground model for 

sharing their responsibility to protect the information society as an essential service equal to fire 

and police services.  The industrial society has evolved to the information society, and there also 

needs to be an evolution in how government and corporations protect information. 

Survey participants also made it clear that the ACD model does not replace the existing 

role of government as deterrence.   In general, there is evidence that participants believe 

cyberattackers fear being caught and jailed.  Participants, in their comments, also expressed their 

belief that jurisdictions will not extradite criminals, and there is a general lack of enforcing 

existing legislation.  The survey participants’ responses also indicate ACD must be governed and 

transparent to all parties.  This is consistent with existing deterrence models such as Health 

Insurance Portability and Accountability Act (HIPPA), and Sarbanes-Oxley Act (SOX).  The 

HIPPA privacy rule “strikes a balance when public responsibility supports disclosure of some 

forms of data – for example, to protect public health.” (US Department of Health and Human 

Services, 2018).  This is achieved by providing compliance rules for health care providers, 

placing limits on use and lease on health records, and can impose civil and criminal penalties if 

the violators violate patient’s privacy rights.  The Sarbanes-Oxley Act (formal title is Public 

Company Accounting Reform and Investor Protection Act of 2002), enacted in 2002, was 

designed to fix auditing of U.S. public companies and…create the Public Company Accounting 
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Oversight Board (PCAOB) to enforce existing laws against theft and fraud by corporate officers 

(Coats IV, 2007, p. 91).  The overall intention of the PCAOB was to incentivize corporations to 

spend money on auditing and accounting controls.  Both legislations (HIPPA and SOX) 

demonstrate government can provide direction for corporations which can empower the 

corporation to conduct themselves in the best interest for all concerned (stakeholders, public, 

government, and more broadly the society the corporation is a component of).  These models 

may translate to a similar model for cyber deterrence.  

 

Open Ended Questions Analysis 

Here, I present and describe the data found in the open-ended question at the end of each 

survey section.  The survey respondents’ comments provide contextualization of the survey 

findings and enrich this social science research approach to ACD (Denzin, 2010; Hesse-Biber, 

2010; Maxwell, 2010).  Analysis of the responses may also provide further avenues of research 

(O’Cathain & Thomas, 2004; Hancock et al., 2009).  Analysis was conducted in the following 

steps:  

1. Survey participants’ comments were extracted from the survey instrument and 

collected into a Word document.   

2. The content was reviewed for keywords.  Keywords such as policy, definitions, 

and legal framework emerged.   

3. The keywords were then compared across survey sections.  For example, the key 

theme policy appeared in two survey sections, Active Cyber Defence and 

Information Society.   
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4. Analysis was then conducted of the theme policy to see how participants situated 

policy in these variables.    

 

Why are Open-Ended Questions Relevant to ACD 

Survey participants have been actively involved in cybersecurity and cybercrime research 

that is technologically orientated.  My research took the unique position of asking survey 

participants to consider only ACD within a social science context.  More specifically, I asked 

survey participants to consider four factors: protecting the information society, information as a 

lifeblood of society, active cyberdefence as a deterrence, and IT Security Community reflections.   

During my initial extraction of the comments, I was immediately struck by the survey 

participants’ interconnectivity between factors.  The comments section was designed to elicit 

responses to the specific factor.  Instead participants linked sections of the survey to each other 

through their comments.  This created a rich reflective qualitative source of data that helped 

contextualize the survey instrument.     

 

Theme 1 Privacy & Trust 

Privacy was not specifically mentioned in my survey.  However, survey participants 

linked privacy and trust as an integrated issue.  The International Association of Privacy 

Professionals (IAPP) defines privacy as “the right to be let alone, or freedom from interference 

or intrusion. Information privacy is the right to have some control over how your personal 

information is collected and used.”  The distinction of information privacy and freedom from 

interference acknowledges there are different types of privacy which exist.  Similarly trust in a 

virtual environment is different than trust in the material world.  Ibrahim and Walid (2013) 
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(citing Mahammed-Isa, 2011) note that trust is rooted in people’s value, vision, and personal 

experience as aspects of transactions (p. 555).  Within the virtual environment, trust includes 

how security is related to information reliability.  Moreover, virtual trust extends to the computer 

system, policy setting, and system functionality (Ibrahim & Walid, 2013, p. 561).  The two 

factors, trust and privacy, must be built and then sustained by corporations who are considering 

ACD as a means of protecting the information society.  Participants identified the need for an 

integrated approach to information privacy between governments and corporations.  There was 

also evidence to suggest citizens need to be actively engaged by corporations and governments to 

build that trust.  The participants who provided this feedback did not indicate what kinds of 

engagements would promote this trust. 

 

Theme 2 Legislative Framework 

There were two distinct contributions:  enforce existing laws and provide guidance and 

direction. The survey participants who promoted enforcing existing laws also provided reasons 

why this was not happening.  The first reason was that regulations need to be consistently 

applied across industry, and the second that of legal jurisdiction.  These two reasons were also 

found in the literature.  However, the survey participants linked “information society” and 

“information as asset” to the legislative framework.  It can be hypothesized if the existing laws 

are enforced across all sectors then there is a larger societal protection.   

The survey participants’ second reason, direction and guidance, is insightful.  Other 

surveys clearly had a dichotomic framework.  Strikebacks and hackbacks were good or bad.  In 

my survey, that was not the case.  The participants posited ACD as a viable legislative option, 

with caveats.  If there is ACD legislative framework, there needs to be an international focus, and 
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consideration of how to mitigate state-based hacks versus independent hacks. Further, there need 

to be specific directives for corporations of what are acceptable or allowable ACD actions. Two 

comments linked the threat vector to legislative framework.  The survey participants identified 

the necessity to be aware of the variances of threat vectors which continue to evolve.  There will 

be technical issues and social policy issues which need to be addressed in the legislative 

framework.  Specific examples provided were technology for radicalization, and subliminal 

channels for social engineering.   

Theme 4 Government and Corporation Protect the Information Society 

The overarching message: corporations and governments as individual entities cannot 

protect the information society (as framed in this research).  Survey participants were clearly 

divided into two groups: Group 1 asserted that corporations are motived to protect their profits 

and stakeholders.   Group 2 suggested that governments are not sufficiently resourced. Both 

groups framed their comments as a dichotomy indicating that an entity can have profits or social 

responsibility but not both, or you can have community-based participation which directs 

government and corporations.  The open-ended responses contextualized the statistical model 

which clearly showed government needs to take the initiative and provide direction.  In fact, the 

government first needs to educate the public about ACD and provide a public consultation 

process and position ACD as a common good conversation grounded in the social contract.   

Theme 5 Active Cyber Defence 

Survey participants are cybersecurity professionals who have been exposed to the 

hackback debate.  They have also been exposed to the conversations and have intimate 

knowledge of the Google attacks attributed to China, Stuxnet attributed to Israeli/American 

teams, and Anonymous hacks.  The participants confirmed the need for clear policy and 



164 

procedures linked to specific threats (state-based vs independent vs activist) that are scalable 

depending on the threat vector.  What was particularly interesting was the theme “other 

stakeholders”. These stakeholders may include insurance companies and open source initiatives.  

Survey participants referenced other stakeholder models such as “community-based 

community driven initiatives like open source foundation” and “liability insurance.”  The 

reference to community driven initiatives and open source foundation may be reflecting the 

influence of the open source software sector extensively used by hackers and network security 

professionals.  As previously noted in this research preamble, the network security software 

originated in the open source world such as Kali Linux, Java, and C++.  The reference to liability 

insurance is one example which has emerged as a risk-based management process and will be 

discussed further in the final chapter.   

Theme 6 Cyberdeterrence 

Survey participants’ comments can be grouped into two areas: cybercriminals are very 

adaptive, do not fear jail time or being caught; and jurisdictional challenges. One participant 

noted cyberdeterrence can include infiltrating the social network which would create constraints 

on trust/threat models from the cybercriminal’s operational security perspective.  This 

observation has been noted in DefCon conferences by hackers who have provided extensive 

“Opsec”24 workshops.   These Opsec workshops focus on the technical and social threats a 

hacker must consider.  For example, can the targeted victim (e.g., corporation, person, 

government) trace back the attack and create attribution, and how secure is the hacker network 

from retaliation?  The final comments from participants were related to “effectiveness of 

                                                 
24 Opsec = operational security.  How does one protect themselves before, during, and after an operation against a 
target? 
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deterrence”.  The respondents were explicit that measuring of cyberdeterrence is a means for 

cost-benefit of conducting ACD.    

 In summary, the comments section provided additional data that contextualized 

the survey model and provided a nuanced perspective of an ACD policy and legislative 

framework.   Survey participants’ comments also clarified why the statistical model 

demonstrated government needs to take the lead, and corporations will provide the ability.  Of 

interest was the reference to a third-party community-based approach.  This was not anticipated; 

however, upon reflection, it does make sense.   
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Methods Conclusion 

In this chapter I close the research findings and discussions and introduce the transfer of 

knowledge from academic to industry.  I introduce Theory of Change of model at the meta level 

only.  The exploratory research in this Doctor of Social Science lays the foundation from which 

to build a space for Active Cyber Deterrence public policy debate and research which 

intentionally engages international multi-disciplinary researchers and cyberdeterrence 

professionals grounded in social science and technology.  Moving towards this goal, I propose a 

Theory of Change model and identify future research opportunities. 

 

In conclusion, the dominant themes arising from answering these questions are: 

1. Through the lens of a social contract – government is not capable of protecting 

corporate information assets; corporations need legislative authority to do more than 

passive cybersecurity; and there needs to be dialog about ACD to promote ACD as a 

viable option. 

2. Through the lens of Sense of Justice in which government is responsible for the 

administration of justice, corporations are now a third party to this process.  This third 

party status is established when the corporation (and by default the decision maker) is 

being assigned responsibilities normally assigned to the state.   

3. Through the lens of sense of justice – ACD is currently characterized by revenge 

attacks, and there is currently no standard use of force model for measuring 

cyberdeterrence effect of software suites that are utilized in cyberattacks and defence.   

4. Through the lens of information society and securitization – there is limited public 

awareness that information is a protected commodity and asset based on a 
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technological solution.  The existential link between a person’s survival and being an 

active member of the information society is not clearly established.  Therefore, any 

discourse must avoid a fear-based rhetoric, primarily because the public is not afraid 

and does not know enough to be affected by fear-based rhetoric.  Furthermore, every 

effort must be made to avoid hastily-designed legislative and policy changes. Positive 

securitization provides a framework for levels of analysis and linkages between 

different types of security needs.   

5. Through the lens of Theory of Change, there is an opportunity for ACD to evolve into 

a robust response to threats and harms caused by cyberattacks.   
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Answering the Research Questions – Bringing it All Together 

In this chapter, I use the literature, and research findings to answer the questions 

originally set out. 

What are the factors that influence corporate decision-making processes when 

deciding whether or not their organization should engage in active defence? 

Factor 1 – Lack of policy and law enabling Active Cyber Defence operations at the 

corporate level.  This was the key factor throughout the literature and confirmed in the survey.  

While it has been a factor dating back to the 1990’s and confirmed in various surveys, my 

current research made a distinction between technical challenges versus societal obligations.  

Previous ACD research posited hackback as a predominately technical issue, my research took a 

social science approach and linked the active cyber security to a social contract model, sense of 

justice, securitization, and to a limited degree, governance.  Corporate decision makers want to 

conduct ACD but need direction from government.  The technical capability to do ACD has 

matured, but the legal framework has not.  This enabled the current research to test if there was 

as societally-based approach that may enable change.  My research concludes ACD can be 

posited as a social sciences problem.   

Factor 2 – Cost-benefits of Active Cyber Defence within the context of the role of 

corporations in society.   

This factor did not figure as prominently as I had anticipated; however, there is evidence 

in the literature and from survey participants this factor does influence decision makers.  The 

strongly worded comments by survey participants “never forget” that the role of corporations is 

first and foremost a dedication to shareholders and directors.  This may correlate to information 

as a corporate asset and the obligation to protect that asset.  The literature, previous surveys, and 
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to some extent my survey (although not to a statistically significant value) confirm corporations 

can invoke a corporate social responsibility model which extends to information society as a 

social contract.  The survey results also provide exploratory evidence the costs and benefits of 

ACD must factor two costs of conducting ACD: the ability to impact the cyberattacker’s 

technological capabilities, and the cyberattacker’s social network reputation management.    

Factor 3 – What can we do? 

This question may be restated – how to do we challenge the status quo of cybersecurity 

practices which is a passive model?  If we could legally conduct ACD operations, where do we 

start?  What are the steps of the ACD ops? What does the partnership among government and 

corporation and citizen look like?  Within the literature there is a pointed reminder – police, fire, 

and health care services were once private corporations which were taken over by government as 

a public good.  Is this the case of ACD?  The survey participants support this kind of model.  

Implementing the model could include a think tank to explore ACD, advocate for ACD 

legislation, and educate the public. 

 

How does “offensive cyber operation” differ from “active defense”? 

The original position adopted in this research was offensive cyber operations and ACD 

form a response continuum.  That position has been modified. The literature clearly places 

offensive cyber operations within the exclusive domain of military and government operations 

and, I argue, must remain there.  Offensive cyber operations are cyberattacks which are 

unprovoked and designed to achieve a specific military or state-based tactical objective with a 

larger strategic military plan.  Offensive cyberattacks are state-based and sanctioned use of 

computer networks and software suites to support an offensive strike against a known enemy or 
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asset of the enemy.  The key conceptual premise is that offensive cyber operations can occur 

without any provocation.  Active Cyber Defence and online cyber deterrence are responses to 

being victimized.  For those who conduct DDoS attacks using botnets, they are conducting 

offensive cyber operations to which a victim can conduct an ACD response.   

Positioning ACD as an orderly response by a cybervictim to a specific cyberattack would 

require a prescribed legally defendable use of force.  Currently there is a limited number of ACD 

models available to corporations, and there is no legal framework which facilitates ACD.  

However, it must be noted this is quickly evolving.  For example, the U.S. state of Georgia has 

introduced a cyberdefence bill proposing cyberdefence as a legal remedy (Jones, 2017).   

Adopting ACD as a legal option would disrupt the status quo of cybersecurity practices related to 

better firewalls, improved cybersecurity education, and require an investment of funds, research, 

and policy development. However, disrupting the status quo requires there be a model ready to 

fill the void.    

 

What is (are) the objective(s) of an active defense operation – deterrence, disruption, 

deference and/or destruction?    

This question is revised to read “active cyber defence.”  This question was explored in 

the survey.  The survey participants want a two-pronged approach: destroy the cyberattacker’s 

ability to conduct online attacks and destroy the cyberattacker’s reputation.  However, 

cyberdeterrence research needs to be conducted to develop a foundation for ACD (Lin, 2013).  

The research posed 73 questions across eight categories (escalation, action/reaction, 

globalization, reciprocal//consensual limitations, operational considerations, declaration policy, 
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and theoretical framework).  My research provides one framework to ground Lin’s proposed 

research agenda. 

Research is urgently needed considering the evidence of corporations already utilizing 

variants of ACD to deter, disrupt, and destroy a cyberattackers’ capabilities to conduct attacks.  

This is evident by Dewar’s model, and evident from the deployment of Stuxnet: someone can 

design a cyber weapon with specific targeting and physical destruction capabilities.  The ability 

to deter cyberattackers is found the in the literature, and now openly discussed at cybersecurity 

conferences (BCAware,  2017; Blackhat, 2016; and Defcon, 2016).  Corporations are conducting 

hackbacks and strikebacks, which is a revenge-based approach.  Furthermore, the emergence of 

private contractors who conduct hackbacks also creates the necessity to legislate this practice.  

Efforts to legislate ACD is currently happening in the United States with the release of its report 

“Into the Gray Zone:  The Private Sector and Active Defence against Cyber Threats” (The Center 

for Cyber & Homeland Security at the George Washington University, 2017).  Similarly, U.S. 

Congressman Tom Graves introduced in 2017 the Active Cyber Defense Certainty Act.  The 

proposed bill amends Title 18, United States Code to “provide a defense…. for persons 

defending against unauthorized intrusions into their computers.”  (Graves, 2017).  This could be 

a significant step to confirming my research; however, the bill has been introduced in committee 

but not yet acted upon in the U.S. House of Representatives. To become law in the U.S., the 

proposed legislation would need to be approved by committee, then the full House of 

Representatives. It would then need to be passed by the Senate, signed by the President and then 

enacted (and enforced). 
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What are the cognitive aspects of the decision-making process that are 

involved in conducting the respective types of Active Cyber Defence operations? 

Several cognitive aspects have been hypothesized to affect decision making: technology 

adoption and usage, stress, socio economic status, risk taking, and cyber threat actors.  The 

literature clearly indicates that stress and socio-economic status do not statistically affect 

decision making but the willingness to take risks does.  My research sought to consider the 

cognitive awareness of the social contract dynamic regarding the information lifeblood of 

society, the information society, and corporate social responsibility.  The data suggest that 

decision makers are aware of the value of information in the information society and are willing 

to consider ACD as means to protect the information society.  Furthermore, government and 

corporations need to share the responsibility for protecting the information society.  It is no 

longer just government.   

How this would be translated into action is explored further in the next chapter.  Returning to 

the issue of cognitive aspects, there is a noted absence of research regarding decision makers’ 

perceptions of the software suites they use for protecting their networks.  This must be further 

explored using the Technology Acceptance Model (TAM) research which has been validated in 

cybersecurity research. 

User’s perceptions of ease of use, attitudes towards usage, and usefulness has been the 

focus of research using the TAM. TAM was developed by Davis (1989) to measure three factors: 

perceived usefulness (PU), perceived ease of use (PEOU), and attitudes towards usage (ATU) of 

the system (Davis, 1989).  TAM would provide one more level of analysis of the relationship 

between the technology and ability to conduct ACD operations.   
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Regardless of the technology being used to conduct ACD, there continues to be concern 

amongst decision makers about cyber threat actors.  This was also reflected in the literature and 

in a previous unpublished survey by Schwartau (1999).  Should companies be engaged in active 

cyberdefence operations if the attacker is state-based or state-sponsored?  No definitive model 

emerged from the literature or from the survey themes analysis.  This issue can be explored 

through positive securitization framework to examine the specific role of a public-private 

partnership model.  The model could help develop a legislative framework and decision tool that 

guides the level of engagement.   

 

To what degree does the decision-maker’s level of confidence in technology influence 

the decision to launch an active defense operation? 

 

This question underwent several revisions during the literature review stage of my 

research.  The computer network security literature clearly demonstrated the software used for 

defending a network is the same software used to attack a network.  The surveys noted in the 

previous chapter suggest it is not the technology that informs the decision to launch ACD, but 

rather the motivation of revenge and vigilantism.  My research did not find these emotional 

factors, rather there are concerns about what kind of partnership would emerge to enable 

government and corporations to work together and conduct ACD operations.  This finding is 

influenced by my focus on the social contract, and rationalization of a deterrence effect.  Even 

when participants were given the opportunity to the open-ended section to make comments, 

emotion as a motivator did not appear.     
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To what degree does the decision maker’s knowledge of the level of harm to network 

and information influence the decision to launch an active defense operation? 

The concept of harm is captured in the concept of security breaches, types of 

cyberattacks, identity theft victimization, lost revenue, and victimization.  The key issue theme 

emerging from the data is summarized as “difficult to measure”.  This is consistent with the 

literature and previous cybersecurity harm studies.  The complexity of measuring harm can be 

illustrated by the notion of time.  Cyberattacks can be discovered immediately or months after 

the attack.  The corporation as a victim knows when it becomes victimized, however the person 

whose identity is stolen may not realize his/her victimization until many months later.  The 

decision maker’s ability to act on the harm is also limited by law and the ability to identify to 

whom to attribute the attack.   

This leads to corporate decision makers being frustrated with the current cybersecurity 

environment.  This frustration for corporate decision makers is captured in Baker’s statement in 

the Senate Committee, “We can no longer defend our way out of this situation.”. Within the 

survey – a statistically significant model emerged of government leading the changes and 

corporations willing to work within that guideline.   This leads to the next issue – how to respond 

to the different threats. 

 

 

To what degree does the decision maker’s knowledge of the threat influence the 

decision to launch an active defense operation? 

There is no lack of literature or feedback from survey participants about the issue of 

threats against information and data assets.  The feedback from survey participants aligns with 
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the literature – there are many threats, and each threat presents several challenges. These 

challenges include insider threats to databases, poor physical and cybersecurity practices, and 

lack of cybersecurity threat awareness. Analysis of the survey data indicates corporate decision 

makers regard the government as being responsible for protecting the information society; 

however, there is a need for direction from government to conduct ACD.  In other words, 

corporations and governments need to develop a mutually agreed ACD model which address the 

various threat actors and cybervictimization, and harms caused by the cyberattack.   

This ability to reach agreement can be through positive securitization.  As previously 

noted positive securitization would provide an analytical framework for discussions about ACD, 

and also provide a communication model for educating the public.  The securitization model 

would have a new element added, “information and communication technology.” This addition 

of ICT to the securitization analysis is supported by Castells’ extensive analysis of the networked 

society and my research, which posits ICT as a dominant factor in each sector (military, 

environment, economic, societal, and political) (Table 23).  What remains to be considered is 

how effective the securitization “speech act” is within ICT.  My literature review suggests the 

speech act will be problematic due to the diversity of ownership of ICT assets, and the 

embeddedness of the ICT as a way of life.  However, positing ICT as an analysis sector will 

provide a unit of analysis which can be developed further. The three sectors (military, economic, 

and societal) are the most likely to be affected by the ACD mechanism and therefore would be 

the first to be considered in future research. 
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Table 23 - Proposed ICT Securitization Analysis Framework 
Sectors/ Dynamics Military Environment Economic 

(Scalability) 

Societal 

(Deterrence) 

Political ICT 

Global **** **** **** *** *** **** 

Non-Regional 

Subsystemic 

** ** ** ** * ** 

Regional **** *** *** **** **** **** 

Local *** **** ** *** ** * 

****-dominate securitization; ***-subordinate securitization; 
**-minor securitization;*-no securitization 

Red Bold indicates Proposed ICT securitization 
 

Source: Adapted from Buzan, Waever, de Wilde, 1998, p. 165 

From this unified framework the corporation and government can educate the public 

about the role of ACD within their lives as a continuum of issues.  Using a theory of change 

model, I demonstrate how this may be achieved. 

 

To what degree does the decision maker’s level of confidence in technology lead to 

adoption of active defence technology? 

This question was tentatively answered.  The decision maker uses ACD technology in 

his/her daily activity within their corporate ITC environment.  Network administrators 

conducting penetration testing, and cybersecurity professionals conducting identify breach 

investigations use the same tools as cyber attackers.  After conducting my research, I propose the 

real question being considered is:  To what degree do decision makers have confidence in their 

ability to weaponize software to inflict harm on an attacker?  This question is tentatively 

explored when I had to create a Theory of Change model and an ACD technology adoption 

model.  Consistent with a Critical Realist approach, I continue to seek a positive deterministic 

solution of how corporate decision makers can gain the “freedom to do” ACD, weaponize 

software, and legally protect themselves from cyberattackers..    
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Moreover, advancing ACD research would need to be grounded in methodology similar 

to the measurement model developed by Giacomello (2002).  Giacomello posits Computer 

Network Operations (CNO) can “break things and kill people”, which is no longer restricted to 

industrialized countries.  Instead any measure of CNO must now include industrialized, newly 

industrialized, and emerging industrialized countries.  Moreover, there is also a need to 

appreciate CNO is now the “poor man’s weapon of mass destruction” (Giacomello, 2003, 14-

16).    CNO as a weapon invokes the measurement criteria of a compliance with a force 

continuum within ACD as a strategic policy and tactical escalating lethality.   Corporations must 

consider this perspective as they continue to be engaged in globalization of economics and being 

present in many jurisdictions at the same time.   

The next chapter converts my research into a public policy process which creates ACD 

policy and guidelines for corporations, engages society as a whole, and provides a guideline for 

debate.   
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Active Cyber Defence as a Public Policy – Theory of Change 

My research enabled me to identify a shift in the social contract whereby corporate 

decision makers and corporations serve as the third party to social contract.  Moreover, I could 

demonstrate a significantly statistical model for corporations and governments to work together 

and explore ACD as a deterrence option within the information society.  Furthermore, I was able 

to adapt Buzan et al.’s securitization model which positions information and communication 

technology (ICT) as a new sector within the securitization model.   

Based on these factors, I now propose a Theory of Change model to guide and direct 

ACD model development and policy and procedures framework.  My model builds on social 

contract theory which positions the corporation as a mediator between governments and citizens.  

Of relevance is the confirmation corporations and governments (as societal stakeholders) 

acknowledge they need to actively explore ACD as policy option.   I had hypothesized that the 

need to discuss ACD would be relevant, but not to the statistically significant level found in the 

model. 

Collaborations between governments and corporations to create policy that protects 

shareholders and the public are not new.  For example, the Sarbanes-Oxley Act of 2002 (SOX) 

was passed to improve the accuracy of corporate disclosures and prevent accounting errors and 

fraudulent practices (Rouse, 2014).  Askary, Goodwin, and Lanis (2012) found the SOX model 

did impact IT security posture, but there continue to be evolving compliance and enforcement 

models to promote better IT security practices. This SOX example demonstrates government 

intervention to protect the economic well-being of the public.  In the public safety domain, fire, 

ambulance, and police services were once delivered by corporations.  Fire departments by 
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private insurance companies in London, England were formed to protect private properties 

insured by the company (London Fire Brigade, 2016). In 1833, 10 independent fire insurance 

companies united and formed the London Fire Engine Establishment to provide the public with a 

more resourceful and effective fire service.   In the United States, private fire brigades competed 

with one another to respond to fires because insurance companies paid for brigades who saved 

buildings.  In times of war, the Marquis Letter for private ships to act on government orders 

occurred (Hopkins, 2011).  Currently governments have sought to control software as a weapon 

as a restricted trade commodity, and as a criminal code offence.   

In United States the International Traffic in Arms Regulations (ITAR) and the Export 

Administration Regulations (EAR) are two export control laws that affect the manufacturing, 

sales and distribution of technology (U.S. Department of State, 2016). In Canada software export 

controls are listed in the Export Control List (Global Affairs, Canada, 2016) with specific 

reference to software which has dual use capabilities associated with military and civilian 

operations. Canada’s Criminal Code (Section 342.01(1)) (Government of Canada, 2017) 

specifically references “instrument” and “thing” in reference to computer-related crimes, whilst 

Germany’s Criminal Code (Strafgesetzbuch) Section 202c (1)(Federal Republic of Germany, 

2013)  makes specific reference to “whosoever prepares the commission of an offence” such as 

data espionage and phishing. These examples demonstrate efforts to control software as a 

weapon and a criminal offence.  However, based on my research, the legislation also needs to be 

amended to enable ACD. 25 

As shown in the statistical model utilized in this research, there is a need for an ACD 

legal and insurance framework that would guide corporations’ decision making and deployment.  

                                                 
25 http://www.penal.org/sites/default/files/files/RM-8.pdf Exams the efficacy of the German law. 
https://www.theregister.co.uk/2009/06/07/germany_hacker_tool_law/ 
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Some elements of the ACD framework to be considered are: attribution of the cyber attacker, 

identification of computers functioning as part of a botnet, responsibility for monitoring active 

cyber deterrence activity, electronic evidence preservation and production, and ACD risk 

management.  These concepts have been considered in previous research by cyber deterrence 

scholars cited in my research who are advocating for ACD dating back to the early1980s. 

Despite this advocacy, paralysis has occurred in the development of ACD policy and 

procedures, with some exceptions.  Gordon (2008) developed a weaponization measure schema 

to define and measure lethality; Kelsey (2008) argues for expansion of international 

humanitarian laws to encourage the use of cyber warfare; and Padmanabhan (2012) suggested 

the creation of legislation to hire former hacktivists. West (2012), Mitchell and Banker (1998), 

and Kesan and Hayes (2012) provide legal frameworks that fit within the current research model: 

deputation of corporations, the provision of a licensing schema for private individuals and 

corporations, and mitigative counterstriking.  Collectively these frameworks provide the balance 

of government oversight, and also define ACD as a public good which “advances important 

societal and government interests”. (Mitchell & Banker, 1998, p. 705).  These interests are 

accountability, deterrence, and clarification of existing laws. 

My research contributes to the development of a policy debate about the entire ACD 

development spectrum, but grounded as a social issue, not a technological response.  Moreover, 

borrowing from Butler’s (2013) commentary about transparency (within the context of U.S. 

military cyberoperations) there is a need for “increased public engagement in and knowledge of 

the decision- making process related to cyberoperations, and the legislature and private sector 

must be involved in the standards-setting and decision-making processes to maintain the balance 

between civilian and military power….” (Butler, 2013, p. 1207 - 1238).  I would suggest this 
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extends to citizens and corporations who are conducting ACD.  The process of engaging the 

various stakeholders is outlined using a social science Theory of Change model which utilizes a 

logic model.  The next chapter provides specific example of applying Theory of Change to ACD.     
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Active Cyber Defence as Public Policy 

Protecting data and information is a passive process of firewalls, passwords, and 

cybersecurity education which rests on the premise of waiting for the cyberattacker to attack and 

meet the attack at the gates of the corporation.  These passive techniques have been effective, 

provide a limited form of deterrence, and primarily technologically-based solutions.  However, 

there is a growing frustration by corporations, citizens, and governments who want to take the 

fight to cyberattackers.  The frustration is compounded by the attackers being located outside of 

the victim’s jurisdiction, the problematic identification of cyberattackers due to their ability to 

hide, and complex conflicting laws.  In response to this frustration, companies and individuals 

have begun to conduct strikeback, hackback, and revenge cyberstrikes at cyberattacker’s 

computer networks and physical assets.  There are several problems with this approach: it is 

illegal, the motivation is revenge, and the deterrence achieved is not readily measured. Beginning 

in the early 1980’s cybersecurity professionals began to question the passive approach and 

explore how to quote / unquote take the fight to the attacker.  

Emerging from this questioning is a growing interest in ACD as a policy and procedural 

option for corporations (Baker et al).  However, advocates position (ACD as a technological 

response to a cyberattack.  Despite the advocacy of ACD as a viable option, there remains 

resistance to implement ACD policy and procedures26.  Regardless of the resistance to ACD 

legislation, I continue to argue ACD is a viable public policy option and the status quo is no 

longer an option.  I formulated my research questions in consultation with cybersecurity 

professionals, law enforcement agencies, and corporations. The questions and focus on corporate 

                                                 
26 Senator Graves’ (U.S., Georgia) H.R. 4036 and Governor Deal’s (U.S., Georgia) S.R. 315 are active defence bills 
which provide legal remedies for cybervictims up to and including active defence operations inside the intruder’s 
own network.  S.R. 315 was vetoed after Deal received formal protests from Google and Microsoft.  Graves’ H.R. 
4036 has been given a 12% chance of succeeding.    
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decision makers was based on consensus within the group – corporations bore the brunt of the 

cyberattacks and have the legal burden to protect information and data without the legal 

framework to deter cyberattackers.   

 As noted in the above Discussion section, corporations and governments share the 

responsibility to protect the information society.  The social contract exists but with corporations 

mediating the relationship of access to the essentials of life, and “data as lifeblood of society” 

considered.  Moreover, there is a significant relationship between governments and corporations 

sharing the responsibility to protect the information society.  Based on the findings, the question 

remains, what does it take to move ACD debate forward to become policy? 

This section describes one possible means of translating the research into policy and 

challenging the policy makers understanding of the policy issue (des Rosiers, 2003). Within 

social sciences, Stachowiak (2013) has examined advocacy and policy change theories to 

identify how change theories “can help to untangle beliefs and assumptions about the inner 

workings of the policy making process and identify causal connections supported by research to 

explain how and why a change may or may not occur” (p. 1-2).  She was able to identify 10 

social science theories which are organized into global theories and tactical theories.  Global 

theories provide a broad perspective of policy change, while tactical theories provide specific 

activities that can be carried out by an advocate or change agent. 

Each global and tactical change theory is organized into conditions, underlying 

assumptions, and application to advocacy.  I reviewed the 10 global and tactical change theories 

with the following factors in mind: the industry group consisted of a coalition of corporations 

and government agencies who work together and believe in the primacy of an information 

society; there is a very specific agenda to implement ACD; the information society positions the 
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individual both as a consumer and a citizen; and, ACD is a radical departure from existing 

cybersecurity policy.  Furthermore, advocating for ACD is actively challenging public policy and 

the well- established, powerful cybersecurity status quo.     

Based on the traits noted in the previous paragraph one global theory and one tactical 

theory provided a means for facility knowledge transfer to influence policy development.   

The global change theory relevant to my research is “Large Leaps” Theory of Change 

which postulates, “Change can happen in sudden, large bursts that represent a significant 

departure from the past” (Anderson, 2005, p. 4).  This theory, also known as Punctuated 

Equilibrium, was developed by Frank Baumgartner and Brian Jones.   

The tactical theory aligning with my research is “Messaging and Frameworks”.  This 

theory posits individuals make rational decisions by weighing costs and benefits, and the option 

which will benefit them the most (Anderson, 2005).  Moreover, the tactical theory also notes 

people make their decisions “based on the ways in which options are presented or framed” (p. 5).  

Messaging and frameworks also align with speech acts utilized in securitization.   

The next two sections use Large Leaps and Messaging and Frameworks to translate my 

research into an action plan and potential milestones.    
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Large Leaps / Punctuated Equilibrium & ACD 

The Large Leaps model has 15 items which enable me to explicitly address three 

components:  underlying theory, underlying assumptions, and advocacy.  Using these 15 items, I 

translated my research in to action plans and began to shape my research into consistent unified 

messages (Table 24).  For example, my research confirms the social contract messaging is a valid 

message, and the positive framing of the message can be achieved using appropriate speech acts. 

Having established this, Large Leaps confirms there is a sequence of actions to convert my 

research into a public policy with which the public can conceptually understand and have 

informed debates.   

The Large Leaps model also identified how I can only engage software engineers and 

venture capital funders when I have a consistent messaging framework (Items 8 and 9 in Table 

21).  With an established messaging framework, presented at conferences, workshops, and to 

industry stakeholders, I can then design the ACD software and policy debate tools based on the 

feedback (see Items 11 and 13 in Table 24).  I was also able to see why “a change may not occur” 

(Stachowiak, 2013, p. 2).   

As I completed my first draft and saw the potential for start-up I attended BC Tech Summit with the intention of 

Summit with the intention of exploring how technology start-up companies secured funding for post doc research and 

post doc research and product development.  This resulted in me meeting with Vancouver based “angel investors” 

“angel investors” interested in my company proposal. However, this line of enquiry quickly ended when I was unable to 

ended when I was unable to demonstrate how to make the policy changes sustainable.  Using the Large Leaps, I 

Large Leaps, I discovered the need for a business decision model.  To address this shortcoming, I conducted further 

conducted further research and was able to create a meta-model to meet the Large Leaps requirement for policy changes 

requirement for policy changes and future knowledge translation ( 

Table 25 and Table 26).  With the concepts in place, I can engage software developers and venture capital funders, 

presenting my research evidence to develop evidence-based policy (see footnotes 25 - 31 for examples of activities 
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conducted using Large Leaps.  The anonymization of the names and agencies is consistent with the executed non-

disclosure agreements).   
Table 25, consisting of preliminary examples, translates my research into a continuum of 

project milestones. These milestones provide a logical order and identify the “inner workings of 

the policy making process and identify causal connections” (Stachowiak, 2013, p.1). Focusing on 

“issue reframing” ensures my knowledge translation from research to implementation is 

grounded in a clear message.  That message then translates through Table 22 from a conceptual 

idea (grounded in research) followed by a strategic plan to create ACD software, training 

programs, and formal curricula.   
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Table 24 - Large Leaps Applied to ACD 
Theory condition Applied to current research 

1. Issue defined differently • Shift from technical solution to social policy 
solution27 

2. New dimension added • Right to Self Defence – software lethal force 
continuum model development28 

3.  New actors involved • Research using quantitative methods in social 
science, ACD advocates, think tank 
development 

4. Heightened media attention • Continued media interest in cyberattacks and 
identity theft – then posit how ACD would be 
deployed 

  

Theory underlying assumptions Applied to current research 

5. Government institutions as status quo • Data model supports government and 
corporate partnership to change status quo 

6. Different stakeholders can influence • Citizens’ education to create ACD awareness 
– corporations can now lobby for change   

7. Prevailing policy is being redefined • U.S. Senate and House hearings, 3 surveys 
show revenge hackbacks emerging as policy 
choice by corporations 

8.  Media has influence / drives influence • Media is a speech act in securitization.  My 
research focused on the stakeholders.  I have 
identified a cybersecurity media liaison expert 
and he provided a positive securitization 
model for media.  

9. Large scale change disruption to institutions 
(redefine, eliminate) 

• Justice system has weak response, too slow, 
not able to address international impact of 
cybercrime. 

  

Theory application to advocacy Applied to current research 

10.   Question policy at fundamental levels • Corporations need policy direction to work in 
partnership of government29 

11.  Administrative or rule change • My research provides the decision framework 
for software developers  

12.  Issue definition mobiles new stakeholders • Privacy debate is reframed, right to self-
defend on the Internet reframed 

13.  Issue Framing • New model created using my research to 
design software tools for ACD30 

14.  Mobile Supporters • Continue to raise interest 31, 32 
15.  Media Advocacy • Positive securitization messaging 33 

                                                 
27 XYZ media firm has been identified and Non-Disclosure Agreement is being drafted. 
28 Lin (2013) provides extensive future research agenda consisting of approximately 80 lines of research. 
29 ABC, LLC is currently negotiating non-disclosure for software assessment with my research. 
30 Private Investor XYZ has met with me to review future funding for think tank. 
31 Six conferences and workshops (BC x3, AB x2, Tx x1) familiarization of ACD policy problem. 
32 Presenting at Organized Crime Research in February 2018. 
33 Analysis of positive security messaging through joint partnership (XYZ media NDA being reviewed). 
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Table 25 - Large Leaps Itemized ACD Strategy 

Refine Issue: Current Passive CyberSecurity Do Not Deter CyberAttackers 
Issue Framing: Corporate CyberVictims Need a New Tool (Active Cyber Defence) 

Mobilize new actors 

• Public, Government, 
Corporations 

 Get Media attention for focus on new definition or 
aspect of ACD policy. 

Speaking engagement confirmed 

• Privacy, Hackers, and Law 
Enforcement Agencies 

 Media release notes would be created and ready for 
legal review.   

Form Active Cyber Defence think 

tank (Policy Group & Research and 
Development Team) 

 Engaging media group(s) that report on 
cybersecurity and privacy breaches. 

Strengthened alliances 

• Increased number of allies / 
partners 

• Engaged 3 potential partners in 
United States and Canada to 
create policy debate and 
software / education products 

 Strengthened base of support 

• Increased media attention 
• Working with media channels of potential 

partners 
• Increased visibility of issue 
• Presented preliminary ACD research finds at 

4 cybersecurity conferences in Canada and 1 
business conference in United States 

Shift in social norms 

• Increased issue awareness 
• Increased agreement about 

issue definition 
• Increased agreement for need 

for change 
• Increased salience of issue 
• Increased prioritization of issue 
• Increasing interest in ACD 

model as a social issue 

 Increased interested in academic institutions to apply 
findings to computer response simulation models 

 Strengthen base of support 

• Increased political will 
• Increased public will 
• Formal presentation to political or public 

groups 
• Establishing support (financial / logistical) 

with think tank. 

Improved policies 

Draft ACD policy based on new model – public consultation.  Draft insurance policies for ACD, create new 
legislative oversight, create new ACD standards group (within R&D model above). 
 

Significant changes in institutions 

Draft insurance policies, create ACD team, develop training modules for conducting ACD. 
 

Significant changes in policy 

Implement ACD policy at national and international levels and public transparent process. 
 

Impact 

New deterrence in cyberspace. 
 

Changes in social and/or technical conditions 

Increased corporate confidence and abilities to defend self on the Internet. 
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Messaging and Frameworks Theory of Change  

Messaging and Frameworks (Table 26) Theory of Change is a tactical level model which 

identifies specific behaviors in the target audience to change.    

 

Table 26 - Message and Frameworks for ACD (Positive Securitization) 

Theory underlying assumptions Applied to current research 

2. Issues / Choices ACD is a deterrence option which needs to be implemented 
as policy and procedures.   

3. Changes in Behavior ACD must be included in the decision-making model of 
corporations who are victims of cyber attack. 

4. Changes in Attitude Research and Development needs to be funded to build 
ACD policy and procedures. 

5. Simplify Decision making 
option 

Software is already weaponized, a lethal force continuum 
must be implemented to guide decision making and 
response. 

6. Provide Specific Options Develop software for cybervictims. 
  

Theory application to advocacy Applied to current research 

7. Issue Framing Move from Technical solutions to Social Contract 
8. Message Development Cyber Deterrence Research and Development is organized 

and funded 
9. Targeted Communications Cyberdeterrence is a viable public policy tool / option 
10. Media Advocacy Incremental messaging about the role of cyber deterrence 
11. Propose new Social Norms Deterrence is a public issue and corporations who are 

victims of cyber attacks can defend themselves. 
 

 

Tables 24 to 26 provide a Theory of Change to translate research knowledge into policy 

and software design, and to implement changes that enhance the protection of the information 

society.  These changes are designed to provide an opportunity for increased public engagement 

and direct the development of ACD as a consultation process and provide transparency to the 

decision making process related to ACD operations. (Butler, 2013, p. 1207). The proposed 

changes are also informed by the evidence of the analysis conducted in my research.  The change 

model for example could engage the specific issue of ACD as a legal action (West, 2012).   
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West (2012) proposed a legal regime that would privilege the use of hackback 

completely, or at the very least, protect companies from criminal liability.  West’s specific 

contextual issue was how the legal regime would fit within the statutory constraints of the 

CFAA.   

Using the Large Leaps and Framing theories of change, I suggest the development of a 

communication plan which will engage the stakeholders through positive securitization.  The 

message would be that there is an alternative to the current state of cybersecurity and privacy 

breaches; it would then provide a mechanism for imposing cyberdeterrence on the cyberattacker.  

The public would be encouraged to have an informed debate to ensure that corporations do not 

invoke calls for silence and speed with the intent of suspending democratic processes such as 

judicial reviews, public consultation and other oversight processes” (Roe, 2012).  Instead, there 

needs to be a positive security model which has multiple actors contributing to ACD policy and 

procedure development. 

The media would be engaged and show there is research which shows government and 

corporations are both responsible for protecting the data of citizens and consumers.  Under the 

current cybersecurity practices, the passive mode of protection is no longer sufficient.  

Corporations would be responsible for working within strict guidelines and consider the elements 

of ACD operations.  The elements of the model are found in Figure 14 and Figure 15 (below).  
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 Figure 14 – Hypothetical ACD Measurement Model - Corporate Perspective 

 
 

 These elements comprise the Social Contract Theory, and Sense of Justice models used 

throughout this research.  The research findings are the first to use a statistical model which 

found corporations need ACD but government needs to provide the structure.  Furthermore, there 

needs to be transparency.  This is captured in the final step, regardless of activating or not 

activating ACD, corporations need to produce reports which demonstrate their decision making. 

This integration of technology, social science, and public policy does influence technology 

adoption, and a new measurement model is needed.  Such a model draws upon Premkumar and 

Bhattacherjee’s (2008) integrated TAM model. The model would also provide a measurement 

and evaluation archetype which would enable the public to understand how corporations would 

use ACD. 
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Future Research 

As with any research, I would be remiss to ignore untested issues which require further 

research.  Five issues require future research:  

1. TAM as means to measure ACD software influence on decision making,  

2. Creating a dedicated cyber deterrence research and development thinktank.  

3. Conducting ethical framework debate unique to ACD,  

4. Employing structural equation modeling to test ACD theory and a larger sample size.  

5. Botnet neutralization.  

Technology Adoption Model (TAM) 

   TAM is generally recognized as the most influential and commonly employed theory in 

information systems to examine how people adopt computer technology (Benbasat & Barki, 

2011; Colvin & Goh, 2005). TAM is adapted from the Theory of Reasoned Action, a social 

psychology model that examines the key determinants of intended behaviors. Per the model, “an 

individual’s performance of a behavior is determined by his or her behavioral intention to perform 

the behavior, and behavioral intention is determined by multiple factors including a person’s attitude 

and subjective norms” (Jones, McCarthy, & Halawi, 2010, p. 43).  Four TAM models have emerged 

which examine the experience of the computer user as either an experience of the technology used, or 

the expected experience of the technology used (Premhkumar & Bhattacherjee, 2008).   

TAM is particularly relevant to ACM modelling for several reasons.  TAM will enable ACD 

software designers to assess the impact of shifting from passive security, which has been the 

traditional model.  This shift has often been received with negative connotations noted in the ethical 

hacking research (Palmer, 2001) and it influences the IT professional’s willingness to do so.  Based 

on the research reported above, the TAM model would be influenced by a number of factors noted in 

Figure 12. 
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Figure 15 - Hypothetical TAM Model (ACD Software Usage) 

  

 

The TAM model is contextualized within the deterrence framework of the social contract 

and moves from a technology-only model, to include the need to assess the deterrence achieved 

within the legislative policy framework, and also within the context of the transparency factors 

noted in gray text boxes.  The next factor is the ethical issues raised by ACD.      
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Developing Critical Realist Ethical Framework: Do Something. 

Since I began this research, cybercrime has continued to attract attention as daily activities 

continue to migrate online (Bohme & Moore, 2012).  While the migration continues, protecting 

the online environment is becoming increasing complex and ethically challenging (Lovet, 2009).  

That complexity is particularly relevant to ACD due to the complexity of the cyberattack itself, 

the various cyberattackers who could be involved, and the harm experienced by the corporation 

as a victim of the attack.  Moreover, the current ethical dilemma arises when corporate decision 

makers are tasked with protecting the information society while being denied the right to defend 

themselves using ACD. 

In response to the ethical challenges they face, IT professionals have sought to engage 

workable ethical theories that “respect the ethical point of view and make it possible for a person 

to present a persuasive, logical argument to a diverse audience of skeptical, yet open-minded 

people” (Quinn, 2017, p. 56). Nine ethical theories are put forward34; five are considered 

workable ethical theories because these theories provide a set of rules to evaluate the ethical 

dilemma (ibid, p. 94).  The five workable ethical theories are: Social Contract Theory, Rule 

Utilitarianism, Kantanism, Virtue Rheory, and Act Utilitarianism.   

Social Contract Theory has been utilized in this research, however one other ethical 

model is further considered; Brashkar’s Critical Realist (CR) model.  This ethical stance provides 

an added value to the ACD debate.  CR provides a structured analysis of the ethical issue as an 

ontological good even in the face of harm.  Critical Realism approaches this situation by 

examining the meta-ethics of freedom and solidarity (Norrie, 2012).   Norrie, while agreeing 

ethics is a struggle, postulates that CR can engage the notion of good and evil.  Specifically, 

                                                 
34 The nine theories are: Subjective Relativism, Cultural Relativism, Divine Command Theory, Ethical Egoism, 
Kantianism, Act Utilitarianism, Rule Utilitarianism, Social Contract Theory, Virtue Ethics, 
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Norrie draws upon the notion that “good” is possible even in cases of assisted suicide (p. 84).  

The good arises when the real-world situation and the human agency act in the ‘best interest” of 

the person who wishes to commit suicide.  From a CR perspective – searching for the “good 

death” encompasses the willingness to begin a dialogue that is uncomfortable.  This is 

particularly relevant to ACD being proposed.  The current discourse utilizing “active defence,” or 

“passive security” are in fact terms that describe ACD operations, operations which are 

conducted to protect the information society’s lifeblood “information” and seemingly for the 

good of society.  The application of CR’s ethical stance provides a framework to examine the 

ethics of ACD as an emancipatory power to the stakeholders in the information society.    

The framework consists of acknowledging the contribution of the scientific discoveries and 

examining the existing world through an emancipation of society (Duayer & Medeiros, 2007; 

Dobson, 2001; Minger, 2009).  Adopting this approach, the ACD debate continues to be 

grounded in the real- world challenges of ACD, navigates the issue of unintended consequences, 

and posits how to deter the cyberattacker.   

Adopting an ethical approach, the ACD advocate is obliged to consider these ethical issues 

when designing the dissemination of a warning message system, or the deployment of a 

weaponized payload against a cyberattacker:   

1. If ACD operation(s) are an exertion of force, what is a reasonable level of force and when 
does this force become construed as revenge? 
 

2. Executive decision making to conduct ACD is contingent on harm experienced by the 
corporation as a victim, shareholder’s interests, and public safety.  How does the 
executive balance the needs of the consumer and corporation against the needs of the 
citizen and government?  
 

3. ACD is a transparent operation which must be fair and reasonable in the public opinion.  
How is this achieved? 
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These are ethical issues due to the struggle with the perceptions and experiences which 

require judgments of whether the instruments and materials are suitable for the realization of the 

ends in view (Duayer & Mederios, 2007, n.p.).  From the victims’ and public’s perspectives, 

different perceptions, experiences, and judgments will influence the understanding of 

corporations’ using ACD.  These questions form one level of knowing can be positioned within 

the stratified ontological model as factors which influence causality: 

1. How does society make sense of cybercrime? 

2. Can society use the security software resources to enable a safe and secure transaction 

on the Internet? 

3. Does society appreciate the layers of public and private organizations which control 

the Internet?   

Minger’s (2009) application of critical realism within the context of businesses noted there 

has been shifts in business practices due to a rise in fundamentalism within culture and religious 

context, globalization of economies, and increasing evidence of global warming (p. 173).  These 

shifts influence decision making and inform the role of technology either as a facilitator of the 

shift or a response to the shift (Duayer & Mederios, 2007; Evans et al., 2012). 

 

Dedicated ACD Research and Development Think Tank.   

ACD is a unique deterrence mechanism which requires further research.  Institutions such 

as the Centre for Cyber and Homeland Security at George Washington University and the 

University of Toronto’s Munk School of Global Affairs Citizen Lab have produced excellent 
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research on the relationship between global and national security, human rights, and technology- 

facilitated crimes.  Similarly, there is excellent research on cybersecurity at all levels of 

academia, the private sector, and government.  While conducting my research I came to realize 

ACD is not adequately addressed as a social science issue which can inform technology policy.  

The research would not be, in the words of Goodman and Lin (2007) able to “solve the problem 

of cybersecurity once and for all” (p. 77), but rather would provide a longitudinal examination of 

the evolving ACD domain.  The specific research domains include: public policy, positive 

securitization, ACD lethality, force projection, and cyberdeterrence through ACD.  The research 

goal is ultimately to provide tools and resources to help corporations, governments, and citizens 

defend the data and information on and about themselves through a powerful coordinated 

deterrence message and signal to cyberattackers.   

The think tank would serve as a public/private partnership and as a starting point of 

intellectual and practical inquiry using Lin’s (2013) proposed framework (see Appendix E). 

Moreover, it addresses the need for further research consistent with the recommendation from 

the Charted Commission on the Theft of American Intellectual Property (National Bureau of 

Asian Research, 2013). 

 

Advanced Statistical Modeling to Explore ACD Decision Making 

Future ACD research must generate more data for analysis. More data would enable me 

to explore the ACD decision making model using robust statistical protocols.  Two models, 

structural equation models (AMOS) and decision analytics (ROC), would support my ability to 

provide insights into the relationships between the components in my research, and to test which 

variables influence the TAM model.   
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Botnets, Zombies and ACD 

Botnets will continue to evolve, and the threats they pose to the information society will 

continue to escalate.  My literature review, and discussions with those involved in botnet 

research confirm this.  The literature and discussions also revealed an impasse has occurred.  The 

impasse is twofold.  First, technology is seen as the solution. Second, there is an overly cautious 

approach to changing regulations.  The first impasse creates a technology-only solution and 

minimizes the role of accountability for individual and corporate accountability in the 

information society.  The second impasse has created a policy framework which effectively 

restricts and frustrates the cybervictims.  An overly cautious approach also creates a legislative 

framework which does not deter the cyberattacker.  Further research needs to be conducted that 

can measure the effect of escalating deterrence on the cyber attackers’ decision making processes 

and rewarding the corporate decision maker.   
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Conclusion 

The world as we know it fundamentally changed with the introduction of computing 

machines in the 1940s. When I began my research, a group of cybersecurity, law enforcement, 

and corporate representatives were asking me to explore one primary and seven secondary 

questions.  The primary question was: What are the factors that influence corporate decision-

making process when deciding whether, or not, their organization should engage in active 

defence? Four years later these questions are answered, and a knowledge mobilization strategy 

has been created and rolled out.  During this doctoral process, I realized that my research had to 

be include change management to ensure my findings were mobilized into action.  That 

mobilization into action resulted in launching a small business promoting ACD (which includes 

public education, software development, and continued research into ACD).   

In one sense the cyberattacker is winning and the current cybersecurity framework is not 

working.  Evidence in the literature supports this statement.  Costs to cybervictims have doubled 

in the three-year period between 2010 and 2012; and corporate victims of cybercrime are 

engaging in hackback/strikeback/revenge tactics to impose harm on cyberattackers.  As 

cybervictims, they are motivated by revenge and frustration due to the seeming ineffectiveness of 

government agencies in administrating justice on behalf of cybervictims.   

As my research evolved, the real question emerged: Can cyberattackers be deterred?  And 

if they can be deterred, who is really capable of deterring the cyberattacker?  And what do we 

mean by deterring?  Did we want to disrupt cyberattackers’ computer networks or take away 

their tools?  Or, is cyber deterrence a more nuanced response by the cybervictim?  To answer 

these questions I conducted a literature review which revealed ACD research dating back to the 
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1990’s and overwhelmingly focused on the technical challenges.  Missing from the debate was 

any reference to the social contract between governments and citizens, and the extension of the 

contract to include corporations.   To address this gap, I developed a survey instrument using, 

gather data and discovered some key findings in the literature.  My survey utilized social contract 

constructs, deterrence theory, and decision making theory.  The survey provided tentative 

answers to the seven sub-questions.  The short answer:  ACD is a viable response for 

cybervictims, but there needs to be: 

• significant changes to legislation, 

• creation of an independent ACD governance body, 

• exploration of an insurance-as-a-risk transference option, and 

• longitudinal cyberdeterrence research.   

Translating my research into a decision model for conducting ACD needs to be tested, 

and finally, there is a need to develop a systematic change management strategy in order to 

educate society. The key finding is the development of a statistically significant model whereby 

corporations would be willing to engage in ACD operations, but within a specific legislated 

mandate.   

My research adopted the unique approach of embedding a technological debate into a 

social science debate and provided a specific theoretical framework (social contract theory and 

critical realist theory).  This approach enabled me to examine ACD in a logical, systematic 

manner.  This examination resulted in a tentative Theory of Change strategy, which is now being 

actively executed and developed further.   

Despite the value-added statement, there are a number of shortfalls.  ACD research is still 

very new and there is a strong avoidance of admitting ACD is being conducted in industry.  This 



201 

avoidance is due to the illegal nature of ACD, and participating cybersecurity professionals’ 

being worried about career and personal ramifications.  More research is required.  One 

promising piece of research which I am actively pursuing is a dedicated ACD research agenda 

which was proposed by Lin (2012).  I am also actively promoting ACD discourse in conferences, 

and now engage Canadian and United States government decision makers in ACD debates.  The 

attempt to implement the Active Cyber Defence Certainty Act in the United States, the 

publishing of “Into the Gray Zone”, and most recently, calls for a cybersecurity paradigm shift 

all point towards a renewed interest in alternative cybersecurity practices, of which ACD is now 

a serious option. 
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Research questions Themes (Variables?) 

Corporate/Attacker 

How does “offensive cyber operation” 
differ from (distinction between) of 
offensive cyber operations versus 
active defense? 
 

1. War (Information Society) 
2. Private (Information Society) 
3. Public Perception of Words (SCT) 

What is (are) the objective(s) of an 
active defense operation? i) deter, ii) 
disruption, iii) deference, and / or iv) 
destruction?   

 

1. Corrective (SCT/SofJ) 
2. Procedural (SCT/SofJ) 
3. Distributive (SCT/SoJ) 
4. Commutative (SCT/SoJ) 
5. Use of Force (Legal Construct) 

What are the cognitive aspects of the 
decision-making process which is 
involved in the conducting the 
respective types of active defense 
cyber operations? 
 

1. Stress (Risk Tolerance) 
2. Personal Success (Information 

Society) 
3. Obligations (SCT) 
4. Duties (SCT) 

To what degree does the decision-
maker’s level of confidence in 
technology influence the decision to 
launch an active defense operation? 
 

1. Perceive Ease of Use (TAM) 
2. Perceived Usefulness (TAM) 
3. Types of Attacks (Information 

Society) 

To what degree is the decision maker’s 
knowledge of the level of harm to 
network / information influencing the 
decision to launch an active defense 
operation? 

1. Defining Harm (Information Society) 
2. Situational Awareness (Information 

Society) 
3. Risk Tolerance (Information Society) 

 
To what degree is the decision maker’s 
knowledge of the threat influencing the 
decision to launch an active defense 
operation? 

 

1. Terrorism (SCT) 
2. Criminal (SCT) 
3. Hacker (Information Society) 
4. Insider (Information Society) 

To what degree does the decision 
maker’s level of confidence in 
technology lead to adoption of active 
defence technology? 

 

1. Risk Tolerance (Information Society) 
2. Perceived Ease of Use (TAM) 
3. Perceived Usefulness (TAM) 

Demographics 1. SoJ and SCT 
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 Advocating for policy changes related to ACD requires a roadmap.  Having a 

roadmap provides means for evaluating the impact of the policy, identifying opportunities for 

improving the policy, and provides a common framework for guiding and informing change.  

More specifically, those who wish to make changes: policy makers, researchers, public interest 

groups have beliefs and assumptions which influence perceptions of “conditions are necessary 

for success, which tactics to undertake in which situations, and what changes need to be achieved 

along the way.” (Stachowiak, 2015, p. 1)  

 Stachowiak (2015) provides a summary of 10 Theory of Change models related to 

advocacy and policy change efforts (Table 27).  The theories consist of two types: Global 

theories are theories that explain how policy change occurs more broadly, and Tactical theories 

are theories from various social science disciplines that apply to common advocacy tactics that 

are likely part of broader advocacy efforts or campaigns. (p. 2) 
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Table 27 - Theory of Change (Tactical / Strategic) 

 
Source: Stachowiak, S. (2013). Pathways for change: 10 theories to inform advocacy and policy change efforts. Centre for Evaluation 
Innovation.  Seattle, WA: ORSIMPACT.(Used with permission by copyright holder)  
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Appendix C: TAM Models 
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Source: Holden, R. J., & Karsh, B. T. (2010). Methodological Review: The Technology 
Acceptance Model: Its past and its future in health care. Journal of biomedical informatics, 
43(1), 159-172. (Used with permission by copyright holder).  
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Appendix D: Rotated Component Matrix 

Rotated Component Matrixa Component 

1 2 3 4 5 6 7 8 

Governments can protect the information society.     .510           
Corporations can protect the information society.       .761         
Citizens do not trust corporations to protect the information society.       -.704         
Citizens do not trust governments to protect the information society.       -.759         
Governments and Corporations can help each other protect the information society.         .659       
Governments and Corporations share the same responsibility to protect the information society.         .808       
Society needs accurate information to ensure we can meet our basic survival needs.         .766       
 Information is the life blood of modern society.         .696       
Information is a commodity similar to oil and gold.           .776     
Corporations should lobby the government to actively engage cyberattackers who threaten the 

information society. 
            .772   

Corporations should be empowered with more legal powers to engage cyberattackers.   .749             
Corporations are socially responsible members who can protect the information society.   .742             
Corporations have a social obligation to inform the public about how they will be engaging 

cyberattackers. 
            .746   

Cyberattackers can be deterred.       .544         
Deterrence does not work in cyberspace.       -.536   -.571     
Cyberattackers fear jail time.     .929           
Cyberattackers fear being captured.     .952           
Attacking a cyberattackers computer network will deter further cyberattacks. .984               
Attacking a cyberattackers social network will facilitate deterrence. .985               

Active defence will deter cyberattackers.   .827             
Active defence is a systematic disruption of cyberattacker's computer network.           -.583     
Active defence is a systematic deterrence of a cyberattacker's computer network.   .524 .544           
Active defence is a revenge attack on a cyberattacker's computer network.               .938 
Active defence can be legislated.   .775             
Active defence can be insured. .987               
II would conduct an active defence operation if the corporation has liability insurance. .988               
  I would conduct an active defence operation if the corporation has the legal jurisdiction to conduct 
active defence operation. 

.987               

Extraction Method: Principal Component Analysis. 
 Rotation Method: Varimax with Kaiser Normalization. 
a. Rotation converged in 14 iterations. 
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Lin (2013) summarized 15 papers which formed a response letter to the U.S. deterrence 

strategies and developing option being proposed at that time (circa 2012).  Lin identifies the 

following broad themes 

A. Theoretical Models for Cyberdeterrence 

B. Cyberdeterrence and Declaratory Policy 

C. Operational Considerations in Cyberdeterrence 

D. Regimes of Reciprocal/Consensual Limitations 

E. Cyberdeterrence in a Larger Context 

F. The Dynamics of Action/Reaction 

G. Escalation Dynamics 

H. Collateral Issues 

Furthermore, he provides detailed questions applied to a broad range of cybersecurity deterrence 

options.  I have taken Lin’s questions and customized to address ACD as proposed in my 

research.  The result is 73 questions which would form the foundation for developing ACD.  

These questions would address the Chartered Commission on the Theft of American Intellectual 

Property concerns about the “larger questions of collateral damage caused by computer attacks, 

the dangers of misuse of legal hacking authorities, and the potential for nondestructive 

countermeasures such as beaconing, tagging, and self-destructing that are currently in 

development to stymie hackers without the potential for destructive collateral damage. Further 

work and research are necessary before moving ahead (National Bureau of Asian Research, 

2013, p. 83).   
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 A. Theoretical Models for Cyberdeterrence 

1.  Is there a model that might appropriately describe the strategies of state actors 
acting in an adversarial manner in cyberspace? 

2.  Is there a model that might appropriately describe the strategies of organized 
crime actors acting in an adversarial manner in cyberspace? 

3.  Is there a model that might appropriately describe the strategies of non state 
actors funded by state actors acting in an adversarial manner in cyberspace? 

4.  Is there an equilibrium state that does not result in cyber conflict?   
5.  How will any such ACD strategy be affected by mercenary cyber armies for 

hire and/or patriotic hackers?   
6.  How does massive reciprocal uncertainty about the ACD capabilities of the 

different actors affect the prospect of effective deterrence?   
7.  How might adversaries react technologically and doctrinally to actual and 

anticipated ACD policy decisions intended to strengthen cyberdeterrence? 

8.  How might adversaries react technologically to actual ACD policy decisions 
intended to strengthen cyberdeterrence? 

9.  How might adversaries react technologically to anticipated ACD policy 
decisions intended to strengthen cyberdeterrence? 

10.  How might adversaries react doctrinally to actual ACD policy decisions 
intended to strengthen cyberdeterrence? 

11.  How might adversaries react doctrinally to anticipated ACD policy decisions 
intended to strengthen cyberdeterrence?   

12.  What are the strengths and limitations of applying traditional deterrence theory 
to ACD?   

13.  What lessons and strategic concepts from nuclear deterrence are applicable and 
relevant to cyberdeterrence? 

14.  What lessons and strategic concepts from crime reduction are applicable and 
relevant to cyberdeterrence? 

15.  What lessons and strategic concepts from crime prevention are applicable and 
relevant to cyberdeterrence?   

16.  How could mechanisms such as mutual dependencies (e.g., attacks that cause 
actual harm to the attacker as well as to the attacked) and counterproductivity 
(e.g., attacks that have negative political consequences against the attacker) be 
used to strengthen deterrence? 

17. 
 
 

How might a comprehensive deterrence strategy balance the use of these 
mechanisms with the use of traditional mechanisms such as retaliation and 
passive defense? 
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 B. Cyberdeterrence and Declaratory Policy 
  
18.  What should be the content of a declaratory policy regarding cyberintrusions 

(that is, cyberattacks and cyberintrusions) conducted against corporations? 

19.  Regarding ACD responses, what are the advantages and disadvantages of 

having an explicit declaratory policy? 

20.  What purposes would a declaratory policy serve?   
21.  What longerterm ramifications accompany the status quo of strategic ambiguity 

and lack of declaratory policy?   
22.  What is the appropriate balance between publicizing ACD tactical and strategic 

models in order to discourage/deter attackers and keeping them secret in order 
to make it harder for others to foil them?   

23.  What is the minimum amount and type of knowledge that must be made 
publicly available regarding corporate ACD capabilities for any deterrence 
policy to be effective?   

24.  To the extent that a declaratory ACD policy states what a corporate victim will 

not do, what ACD operational capabilities should the corporations be willing to 

give up in order to secure international cooperation? How and to what extent, if 

at all, does the answer vary by potential target (e.g., large nation-state, small 

nation-state, subnational group, and so on)?   
25.  What ACD declaratory policy might help manage cyberattacker’s perceptions 

and effectively deter cyberattack? 

26.  What ACD declaratory policy might help manage shareholders perceptions and 
effectively deter cyberattack? 

27.  What ACD declaratory policy might help manage government perceptions and 
effectively deter cyberattack? 
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C.  Operational Considerations in Cyberdeterrence 
  

28.  On what basis can a corporation determine whether a given unfriendly cyber 
action is an attack or an exploitation? 

29.  What is the significance of the corporation mistaking an attack for an 
exploitation or vice versa?   

30.  How can uncertainty and limited information about an attacker’s identity (i.e., 

attribution), and about the scope and nature of the attack, be managed to permit 

corporate decision makers and policy makers to act appropriately in the event of 

a national crisis? 

31.  How can overconfidence or excessive needs for certainty (attribution) be 

avoided during a cyber crisis?   
32.  How and to what extent, if at all, should clear ACD declaratory thresholds be 

established to delineate the seriousness of a cyberattack? What are the 
advantages and disadvantages of such clear thresholds?   

33.  What are the tradeoffs in the efficacy of ACD deterrence if the victim (i.e. the 

corporation) of an attack takes significant time to measure the damage, consult, 

review options, and most importantly to increase the confidence that attribution 

of the responsible party is performed correctly?   
34.  How might international interdependencies affect the willingness of nations & 

corporations to conduct certain kinds of cyberattack on other nations? How can 
blowback be exploited as an explicit and deliberate component of a 
cyberdeterrence strategy? 

35.  How can the relevant feedback loops be made obvious to a potential attacker? 
36.  What considerations determine the appropriate mode(s) of response (cyber, 

political, economic, traditional military) to any given cyberattack that calls for a 
response? 

37.  How should an ostensibly neutral nation (or corporation/or botnet)  be treated if 
cyberattacks emanate from its territory and that nation is unable or unwilling to 
stop those attack 

38.  Numerous cyberattacks on corporations and governments have already ocurred, 
most at a relatively low level of significance. To what extent has the lack of a 
ACD response undermined the credibility of any future ACD deterrence policy 
regarding cyberattack? How might credibility be enhanced with different 
stakeholders (consumers/citizens)? 

39.  How and to what extent, if at all, must governments be willing to make public 
its evidence regarding the identity of a cyberattacker if it chooses to respond 
aggressively? 

40.  How and to what extent, if at all, must corporations be willing to make public 
its evidence regarding the identity of a cyberattacker if it chooses to respond 
aggressively? 

41.  What is the appropriate level of government to make decisions regarding the 
execution of any particular declaratory or operational policy regarding 
cyberdeterrence? How, if at all, should this level change depending on the 
nature of the decision involved? 

42.  What is the appropriate level of corporation to make decisions regarding the 
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execution of any particular declaratory or operational policy regarding 
cyberdeterrence? How, if at all, should this level change depending on the 
nature of the decision involved? 

43.  How might corporate cyber operations and capabilities contribute to national 
military operations at the strategic and tactical levels, particularly in 
conjunction with other capabilities (e.g., cyberattacks aimed at disabling an 
opponent’s defensive systems might be part of a larger operation), and how 
might ACD cyber capabilities contribute to the deterrence of conflict more 
generally? 

44.  How should operational policy regarding ACD be structured to ensure 
compliance with the laws of armed conflict? 

45.  How should operational policy regarding ACD be structured to ensure 
compliance with the laws of force continuum and right to defend self? 

46.  How might possible international interdependencies be highlighted and made 
apparent to potential nation-state attackers? 

47.  What can be learned from case studies of the operational history of previous 
cyberintrusions? What are the lessons learned for future conflicts and crises? 

48.  Technical limitations on attribution are often thought to be the central 
impediment in holding hostile cyber actors accountable for their actions. How 
and to what extent would a technology infrastructure designed to support high-
confidence attribution contribute to the deterrence of cyberattack and cyber 
exploitation, make the success of such operations less likely, lower the severity 
of the impact of an attack or exploitation, and ease reconstitution and recover 
after an attack? What are the technical and nontechnical barriers to attributing 
cyberintrusions? How might these barriers be overcome or addressed in the 
future? 
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 D. Regimes of Reciprocal/Consensual Limitations 

  

49.  What regimes of mutual self-restraint might help to establish cyberdeterrence 
(where regimes are understood to include bilateral or multilateral hard-law 
treaties, soft-law mechanisms [agreements short of treaty status that do not 
require ratification], and international organizations such as the International 
Telecommunication Union, the United Nations, the Internet Engineering Task 
Force, the Internet Corporation for Assigned Names and Numbers, and so on)? 

50.  Given the difficulty of ascertaining the intent of a given cyber action (e.g., 
attack or exploitation) (ACD Makes no distinction) and the scope and extent of 
any given actor’s cyber capabilities, what is the role of verification in any such 
regime? What sort of verification measures are possible where agreements 
regarding cyberattack are concerned? 

51.  What sort of international norms of behavior might be established among like-
minded nations collectively that can help establish cyberdeterrence? What sort 
of self-restraint might the corporations and governments have to commit to in 
order to elicit self-restraint from others? What might be the impact of such self-
restraint on ACD deterrence model? How can a “cyberattack taboo” be 
developed (perhaps analogous to taboos against the use of biological or nuclear 
weapons)? 

52.  How and to what extent, if any, can the potency of ACD be meaningfully 
enhanced by establishing supportive agreements and operating norms? 

53.  How might confidence-building and stability measures (analogous to hotline 
communications in possible nuclear conflict) contribute to lowering the 
probability of deploying ACD during a crises and avert actual deployment? 

54.  How might agreements regarding nonmilitary dimensions of cyberintrusion 
support national security goals? 

55.  How and to what extent, if at all, should corporations be willing to declare some 
aspects of ACD thresholds be off limits to itself? What are the tradeoffs 
involved in foreswearing ACD force continuum operations, either unilaterally 
or as part of a multilateral (or bilateral) regime? 

56.  What is an act of war in cyberspace? Where do corporations fit within thei 
declaration of war in cyberspace? Under what circumstances can or should a 
cyberattack be regarded as an act of war35?  How and to what extent do unique 
aspects of the cyber realm, such as reversibility of damage done during an 
attack and the difficulty of attribution, affect this understanding? 

57.  How and to what extent, if any, does the Convention on Cyber Crime 
(http://conventions.coe.int/Treaty/EN/Treaties/html/185.htm) provide a model 
or a foundation for reaching further international agreements that would help to 
establish cyberdeterrence? 

58.  How might international and national law best address the issue of patriotic 
hackers or cyber patriots (or even private sector entities that would like to 

                                                 
35 The term “act of war” is a colloquial term that does not have a precise international legal defi-nition. The relevant terms from the UN Charter are 

“use of force,” “threat of force,” and “armed attack,” although it must be recognized that there are no internationally agreed-upon formal defi-nitions for these terms 

either. 
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respond to cyberattacks with cyber exploitations and/or cyberattacks of their 
own), recognizing that the actions of such parties may greatly complicate the 
efforts of governments to manage cyber conflict? 
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 E. Cyberdeterrence in a Larger Context 
  
59.  How and to what extent, if at all, is an effective international legal regime for 

ACD dealing with cybercrime a necessary component of a cyberdeterrence 
strategy? 

60.  How and to what extent, if at all, is deterrence applicable to cyberattacks on 
private companies (especially those that manage government critical 
infrastructure)? 

61.  How should a corporate cyberdeterrence strategy relate to broader national 
security interests and strategy? 
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 F. The Dynamics of Action/Reaction 

  
62.  What is the likely impact of corporate actions and policy regarding the 

acquisition and use of its own ACD capabilities on the courses of action of 
potential adversaries? 

63.  How and to what extent, if at all, do efforts to mobilize ACD posture prompt 
potential adversaries to believe that cyberattack against the corporation is a 
viable and effective means of causing damage? 

Used with permission from copyright holder  
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 G. Escalation Dynamics 
  
64.  How might conflict in cyberspace escalate from an initial attack? Once ACD 

has been deployed, how can further escalation be deterred? 
65.  What is the relationship between ACD response and the onset of kinetic 

conflict? How and under what circumstances might cyberdeterrence contribute, 
if at all, to the deterrence of kinetic conflict? 

66.  What safeguards can be constructed against catalytic cyberattack? Where do 
corporations fit within the overall security & safety framework? 
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 H. Collateral Issues 
  
67.  How and to what extent do economics and law (and regulation) affect efforts to 

enhance cybersecurity in the private sector? What are the pros and cons of 
possible solution elements that may involve (among other things) regulation, 
liability, and standards-setting that could help to change the existing calculus 
regarding investment strategies and approaches to improve cybersecurity? 
Analogies from other “protection of the commons” problem domains (e.g., 
environmental protection) may be helpful. 

68.  What are the civil liberties implications (e.g., for privacy and free expression) 
of policy and technical changes aimed at promoting ACD, such as systems of 
stronger identity management for critical infrastructure? What are the tradeoffs 
from a global community perspective? How would other countries see these 
tradeoffs? 

69.  How can the development and execution of an ACD policy be coordinated 
across every element of the government (local, state, federal) and corporations 
in different jurisdictions?  What organizational or procedural changes should be 
considered, if any? How will government and corporation intelligence 
community work together in accordance with existing authorities? What new 
authorities would be needed for effective ACD cooperation? 

70.  How and to what extent, if any, do private entities (e.g., organized crime, 
terrorist groups) with significant cyberintrusion capabilities affect any ACD in 
corporations?  Private entities acting outside government control and private 
entities acting with at least tacit government approval or support should both be 
considered. 

71.  How and to what extent do current legal authorities need to be modified, created 
to provide clear direction for ACD?  What standards should govern whether or 
not a given ACD operation takes place? How does today’s uncertainty about 
authority affect cyberdeterrence? 

72.  ACD may be an effective defensive tool.  How should ACD effective be 
measured? Are there force continuum models which can be tested? 

73.  ACD research contributions will have greater value if the research focuses on 
concrete analyses of the offensive actors (states, criminal organizations, 
patriotic hackers, terrorists, and so on), motivations (national security, financial, 
terrorism), actor capacities and resources, and which targets require protection 
beyond that afforded by passive defenses and law enforcement (e.g., military 
and intelligence assets, critical infrastructure, and so on). 
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Appendix F: Critical Realism & Specific Application to ACD 
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 This appendix introduces Critical Realism theory with specific application to Active 

Cyber Defence (ACD).  The introduction consists of defining critical realism, application of CR 

metaphysics, epistemology, ontology and methodology to ACD. 

 The Critical Realist stance developed by Bhaskar (1998) argues science research must 

challenge the “taken-for-granted assumptions about science and causality in social sciences” 

(Kurki, 2007, p. 377).  Critical Realism (CR) takes the metaphysical stance that in order for any 

scientific investigation to be valid “the object of that investigation must have real, manipulable, 

internal mechanisms that can be actualized to produce particular outcomes. Moreover, CR has 

been applied to criminology (Lippert & Stenson, 2010; Matthews, 2009), information sciences 

(Bygstad & Munkvold, 2011; Dobson, 2001; Fox & Do, 2013), international relations (Kurki, 

2007; Whitham, 2012).  These various applications of CR are relevant to my research.   

Argued in my research, users experience real consequences when using the Internet.  The 

consequences are not found in “cyberspace” nor the “Internet” but in a lived reality which create 

an existential threat to safety and security of the individual.  The existential threat occurs when 

the individual experiences (in the real lived world) technological interference which denies or 

limits their access to essentials of living such as food, clothing, water, and shelter and thus 

impacts their hierarchy of needs similar as outlined by Maslow36.  The information society must 

examine the convenience of technology (which has been sold to the masses) against the has been 

sold to the masses, the existential threat to the safety and security of the individual is only now 

being realized.    

Critical Realism enabled me to ground my research in the consequences of the real world, 

provide a framework to examine the causality between technology, the ability to protect oneself; 

                                                 
36This is reminiscent of Maslow’s hierarchy of needs and recent securitization research which examines the recent 
phenomena of escalating the protection of food, climate, shelter, and natural resources as a national strategy. 
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all within the notion of emancipation through a safety and security discourse relative to the real 

ability to protect yourself and others from harm by providing clothing, shelter, water and food.  

 

Using the Big 4 to Explore Critical Realism 

Royal Roads University Doctoral of Social Sciences uses an applied research approach to 

conduct research which makes a difference.  To achieve this goal doctoral students are 

introduced to the Big Four: metaphysics, ontology, epistemology, and methodology.  Using the 

Big Four, I outline how CR informed my ACD research. 

 

Distinguishing & Applying Critical Realist Metaphysics 

Metaphysics poses the question:  What is the nature of reality?  Is there something 

outside of our senses?  In other words, does the world exist in a way that is unchanging?   Within 

social sciences the two extremes of reality are nominalism and realism.  Nominalism proposes 

that social reality is relative and the social world consisting of names, concepts, and labels which 

help us structure reality.  Realism proposes that the real world is “hard” intangible structures that 

exists irrespective of our labels; the social world we live in exists separate from our perception.  

In other words, social scientists who are realists believe there is as social world which can be 

measured.  Somewhere in between these two realities (nominalism and realism) is critical 

realism.   

Critical Realism is attributed to Bhaskar’s philosophy of transcendental realism (Dobson, 

2000).  Bhaskar’s Critical Realism argues there is a reality which exists separate of our 

interactions which can be the subject of scientific experiments. 



Protecting the Information Society:  ACD as Online Deterrence Option 

257 

From a CR perspective – researchers operate from specific assumptions.  Sayer (1992) 

(as cited by Easton, 2010) identified eight assumptions in CR.   

1. The world exists independently of our knowledge of it. 

2. Our knowledge of the world is fallible and theory-laden. Concepts of truth and falsity fail 

to provide a coherent view of the relationship between knowledge and its object. 

Nevertheless, knowledge is not immune to empirical check and its effectiveness in 

informing and explaining successful material practice is not mere accident. 

3. Knowledge develops neither wholly continuously, as the steady accumulation of facts 

within a stable conceptual framework, nor discontinuously, through simultaneous and 

universal changes in concepts. 

4. There is necessity in the world; objects—whether natural or social—necessarily have 

particular powers or ways of acting and particular susceptibilities. 

5. The world is differentiated and stratified, consisting not only of events, but objects, 

including structures, which have powers and liabilities capable of generating events. 

These structures may be present even where, as in the social world and much of the 

natural world, they do not generate regular patterns of events. 

6. Social phenomena such as actions, texts and institutions are concept dependent. We not 

only have to explain their production and material effects but to understand, read or 

interpret what they mean. Although they have to be interpreted by starting from the 

researcher's own frames of meaning, by and large they exist regardless of researchers' 

interpretation of them. A qualified version of 1 therefore applies to the social world. In 

view of 4–6, the methods of social science and natural science have both differences and 

similarities. 
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7. Science or the production of any kind of knowledge is a social practice. For better or 

worse (not just worse) the conditions and social relations of the production of knowledge 

influence its content. Knowledge is also largely—though not exclusively—linguistic, and 

the nature of language and the way we communicate are not incidental to what is known 

and communicated. Awareness of these relationships is vital in evaluating knowledge. 

8. Social science must be critical of its object. In order to be able to explain and understand 

social phenomena we have to evaluate them critically.  (p. 120) 

 In brief, a social science researcher assumes; the world exists independently, our 

knowledge of the world is forever evolving, and accessing this knowledge and independent 

world, it is possible to examine social interaction, and must critically reflect on the knowledge 

gained from research. CR enabled me to examine ACD as open-ended social phenomena 

constructed and reconstructed by Criminals, Victims, State, Corporations, and Public.  All of 

which exert their own material effects.  These effects can be measured as decisions, actions (or 

inactions) which can be then addressed through reflection and consideration.  CR also enabled 

me to bring forth the explicit role of communication which requires the researcher to consider 

the words “offensive”, “cyber”, and “operations” individually and collectively (similar to the 

notion of speech-acts in securitization). 

Critical realism's metaphysical perspective aligns with Ariely’s (2008) observation that cyber 

terrorism, and by extension, cybercrime is a “societal phenomena that is closely integrated to our 

knowledge society” (p. 7-8).   In other words, ACD can also be positioned as a societal 

phenomenon as a response to the various actors using the Internet which mediates individual 

safety and security (access to food, clothing, water, and shelter) and the tools to protect 

themselves online.  
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Distinguishing & Applying Critical Realist Epistemology 

The ways of knowing and knowledge within critical realism are derived from an 

intersection of stratified ontology of the real, actual, and empirical: which generates an open 

ended system not…through a closed system experiment (Carlsson, 2003; Dobson, 2001).  

According to Bhaskar (1975) this way of generating knowledge “is under developed in social 

sciences” (p. 100).  Bhaskar’s examination of the underlying assumptions of scientific enquiry 

shows that social science needs a nuanced approach which captures the complexity of social 

interaction(s).  

According to Bhaskar’s analysis of positivist enquiry, applied to social sciences, there are 

no means to “discover the enduring and transfactually active ‘mechanisms’ of society and man” 

(1975, p. 124).  In other words, while social sciences have advanced in some areas, how we 

come to know something in research needs to be developed.   This sentiment has also been 

expressed by researchers in criminology (Carlsson, 2003), international relations (Wikgren, 

2005), and information sciences (Fox & Do, 2013). These researchers conclude that traditional 

social science research methods attempted to predict a specific outcome, as if the researcher were 

viewing the case through a closed system model. This results in generating prediction but did not 

address how the subjects of the research came to “know”.   

This way of knowing has also been expressed in cybercrime research which utilized 

discourse analysis and content analysis.  For example, Cavelty’s (2013) examination of 

cybersecurity discourse alludes to the influence of time and place.  Using discourse theory and 

the linguistic and the sociological approach of Securitization, she mapped the field of 

cybersecurity discourse.  She points out the adoption of discursive language which puts 

cybersecurity as having “no linear distances, no bodies, and no physical co-presences” (p. 112).  
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While her research implies that there may be problems in predicting patterns, CR provides a 

nuanced perspective which suggests that distance, bodies, and co-presences can be recreated 

through social interactions.  I argue re-connecting the real world social interaction to a cyber-

interaction provides a linear effect and it is now possible to search for how users come to know 

cybercrime, conducting revenge attacks, and knowing the current cybersecurity passive 

framework is not enough.   

Moreover, behaviors of cyber offenders, victims of cybercrime as corporate decision 

makers, consumers, and citizens is a series of social interactions in the lived world.  This is 

consistent with Kress’ (as cited by Locke, 2004) notion of stability and repeatability of a social 

situation leads to the stability and conventionality in textual forms.  This stability can be the 

interaction of cyberattackers and corporations (their victims) on the Internet (social situation) and 

confined to specific actions (repeatability) such as targeting only victims which have historically 

weak information technology security.  

Using this specific example, CR would examine “how” we come to know about the 

cyberattack, the challenge is identified how ACD tactical and strategic models would enhance 

the existential safety and security for the information society. Bhaskar proposes one possible 

model of analysis: stratified ontological analysis.  

  

Distinguishing & Applying Critical Realist Stratified Ontological Model 

According to Reid (2001) (as cited by Wikgren, 2005, p. 13)  Bhaskar specifically 

applied his metaphysical stance to social science enquiry and sought to develop “ontological 

depths and identifying causally efficacious mechanisms.”  By doing this, Bhaskar sought to 

provide a framework for examining the causality of social interactions.  Bhaskar identified three 
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distinct levels of reality which had specific domains (see  Table 28 below) existing outside o 

mind and self (Easton, 2010; Wilkgren, 2004).  

 

Table 28 - Critical Realism Ontological Levels 

Critical Realist Ontological Level Domains 

  
the ‘real’ structures with their associated ‘causal 

powers 
the ‘actual’ events and processes 
the ‘empirical’ the part of the real and the actual that is 

experienced by social actors. 
 

 
Utilizing this stratified ontological model (Table 29), I was able to tentatively map the 

reality which occurs between the intersection of technology, social interactions and the four 

stakeholders.  Moreover, I was able to contemplate a reality in which ACD is to be 

contemplated.  This cyberspace environment is a combination of events and process (the actual), 

while the four groups (state, offenders, victims, offenders, and public) are the real with their 

inherent structures and ability to cause effects on the actual.  The empirical level of the critical 

realist ontology then becomes how the components interact and those interactions then emerge as 

activities which can be the units of analysis (as it appears in the bottom right quadrant of the 

model. 
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Table 29 - Stratified Ontological Model for ACD 

CR Ontological 

Level 

ACD Domains Existential Information Society 

The Real Actors (all mediated by 
technology)  
 

• State 

• Offender 

• Victim 

• Citizen 

• Corporation 
 
 

Structured 
communication with 
their associated causal 
powers: 
 

• ability to influence, 

• ability to be 
influenced 

Design software which is neutral, or malware 
which is lethal,  
 
Interaction with technology as tool for safety 
/security existential awareness 

The Actual • ID Theft,  

• Kill Chain 

• ACD model 

• Revenge / Retaliation  

• Strikebacks / Hackbacks 
 
 

Events and Processes 
which creates links 
between real and 
“cyber” actions.  

Sensory awareness of technology generating 
signals alerting to emerging threat.   
 
Ability to convert awareness into a protective or 
beneficial action in the real world.  

The Empirical Failure of hardware and 
software.  
 

The part of the real and 
the actual that is 
experienced by social 
actors. (Physical and 
emotional safety / 
security) 

Loss of OR Gained ability to  

• personal ability to protect self  

• access to essentials of living. 

• access to government 

• trust 

• self determination 

• control personal identity 
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Further refinement is necessary, however, with this tentative model, I can consider a 

methodology for future research using CR.   

 

Distinguishing and Applying Critical Realist Methodology Stance 

 
CR’s methodological perspective is a quantitative and qualitative methodology which was 

originally designed into my research.  However, as I progressed and discovered the limitations of 

cybersecurity research (the irony is not lost of conducting research which requires trust to fill a 

survey online, and then having encountered reluctance to do so).  Regardless of this reluctance, 

CR enabled me to consider how future ACD researchers can replicate my research and develop 

deeper knowledge.  Tsang and Kwan (1999) examination of critical realism as a methodology 

found that social scientists engaging CR had to be aware of their “ambivalent attitude toward 

replication” and engage a “multifocal pattern of knowledge accumulation” (p. 776).  In other 

words, social scientists engaging CR can benefit by seeking data which can enable replication 

and to conduct research which is designed for replication.  Tsang and Kwan identify case study, 

secondary data analysis, surveys, and simulations as some examples of knowledge accumulation.  

While Tsang and Kwan do not identify specific integration of quantitative and qualitative 

methodological stances in CR, Scott (2007) does. 

 Scott (2007) specifically provides a means of resolving quantitative and qualitative 

methodology within a CR framework.  Scott reaffirms Tsang and Kwan’s observation that 

knowledge accumulates, he adds that quantitative methodology can be applied to real objects 

which are at the actual level and qualitative methodology can be employed at the social level.  In 

other words, Scott adopts the perspective that both methodologies can identify the “emergent but 
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real nature of the world and equally to the transient nature” (p. 13-16) of the real world. The is 

particularly relevant to the cyber domain as technology continue evolves, however the real world 

impact is confined to real world measures.   

 

Applying Critical Realist Ethics in Cybersecurity Research 

Cybercrime continues to attract attention as daily activities continue to migrate online 

(Bohm & Moore, 2012).  While the migration to online service deliver continues, protecting the 

online environment is becoming increasing complex and ethically challenging (Lovet, 2009).  

The ethical dilemma arises when those who are tasked with protecting the information society 

and by extension the Internet must operate within the rules deemed acceptable by society, while 

cybercriminals operate outside these rules.  As a social scientist conducting research which 

proposes to open a dialogue advocating corporate ACD operations, CR provides the ethical 

framework for this dialogue. 

Bhaskar CD was concerned with scientific discoveries advancing the human end (Duayer 

and Medeiros, 2007) while concerned with the existing world.  From this position Dobson (2001) 

and Minger (2009) argued CR enabled an unfettered debate committed to an emancipated 

society.  In other words, previous researchers (Dobson, 2001; Duayer & Mederios, 2007; 

Minger, 2009) presents Bhaskar’s ethical position is being positivist in nature: always for the 

betterment of society and substantiates this position by citing Bhaskar’s emancipatory obligation 

of researchers.  Applied within the context of ACD,  Bhaskar’s stance would encourage debate 

exploring reasonable force doctrine being considered in cybercrime discourse, the just war 

doctrine applied to cyberdeterrence decision making, and Tri-Council Ethics requirements for 

ethical research. These different perspectives acknowledge the necessity to balance the sanctity 

of lives and limiting the levels of harm inflicted to ensure a safe and secure information society. 
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Adopting this approach, I now consider two ethical positions; the ethics of conducting 

ACD tactical and strategic operations, and ethics of a cyber force continuum framework.  Both 

were alluded to in the main body of my research and provided as a research questions in 

Appendex E Cyber Deterrence Research Agenda. More specific questions are:  

1. What is reasonable force in cyberspace: ACD is an exertion of force, what is a reasonable 

level of force and when does this force become construed as a revenge? 

2. How is harm measured in cyberspace:  Executive decision making to conduct ACD 

operations is are contingent on harm to victim (such as economic harm), and to the wider 

mandate (public safety and security).  How does the Executive balance these ethical 

struggles of risk management? 

3. Is fear inevitable: ACD operations utilize technology, social engineering, and fear as a 

combination to achieve deterrence.  What is the balance required to achieve this 

deterrence?   

These are ethical issues arise due to the struggle with the perceptions and experiences of the 

public which require judgments of whether the instruments and materials are suitable for the 

realization of the ends in view (Duayer & Mederios, 2007).  From the victims and publics 

perspective different perceptions, experiences, and judgments influence their understanding of 

ACD.  These questions form one level of knowing which can be positioned within the stratified 

ontological model as factors which influence causality: 

1. How does society make sense of cybercrime? 

2. Can society use the security software resources to enable a safe and secure transaction 

on the Internet? 
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3. Does society appreciate the layers of public and private organizations which control 

the Internet?   

Encompassed in this ethic struggle is the notion of right, wrong, and human emancipation.  

Minger’s (2009) examination of ethics and critical realism is within the context of business.  He 

notes that there have been shifts in business practices due to a rise in fundamentalism within 

culture and religious context, globalization of economies, and increasing evidence of global 

warming (p. 173).  There is also the context of businesses being assigned the trait of being a 

morally responsible agent as if the organization is an entity.  However, my research takes a 

contrary approach and posits the organization is not an entity but rather as a reflection of social 

interactions of individuals within the organization and influenced by society.  Ultimately, the 

individual makes decisions to launch ACD.  That decision is bounded by ethics and morals 

which arise out of personal experience (Duayer & Mederios, 2007).   

In other words, within the context of ACD, the business called XYZ and the Executive Ms. 

ABC are two separate entities and the notion of “the business did this” is examined through CR.  

Within CR’s ontology there is the possibility to examine causality which is in fact the same 

entity or could be construed as separate persons. Hence an ethical issue arises, who is responsible 

for the ACD decision?   This question may be resolved when considering the ethics within 

computing sciences spans the range of personal world views, what is acceptable role of 

technology to facilitate specific actions, and about how technology can, or cannot, be used to 

limit access to specific kinds of information (Evans et al., 2013).   

Critical Realism approaches this situation by examining the meta-ethics of freedom and 

solidarity (Norrie, 2012).   Norrie, while agreeing ethics is a struggle, postulates that CR can 
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engage the notion of good and evil.  Specifically, Norrie draws upon the notion that “good” is 

possible even in cases of assisted suicide (p. 84).  The good arises when the real-world situation 

and the human agency to act in the ‘best interest” of the person who wishes to commit suicide.  

From a CR perspective – searching for the “good death” encompasses the willingness to begin a 

dialogue that is uncomfortable.  This is particularly relevant to ACD whereby I am challenging 

the status quo and survey participants and audiences (where I have presented) are visibly 

uncomfortable with my research position.   

The current discourse utilizing “active defence”, “passive security” are in fact terms 

which describe offensive cybersecurity operations which are conducted to protect the 

information society’s lifeblood “information” and seemingly for the good of society. 37 The 

discovery of CR’s ethical stance reminds me there is an obligation to protect the information 

society and must provide an emancipatory power to individuals and society.  From this position, 

revenge, strikebacks, hackbacks must be regulated and provided a structured response which 

clearly signals to the cyberattacker the victim will strikeback (but in an orderly fashion with the 

state actor supporting the victim).   

Conclusion 

 

 My research has been deeply influenced on several levels by Critical Realism (CR).  The 

first was the ability to position the strikeback / hackback / revenge discourse as a security 

response in the absence of government being the responsible guardian.  The second was the 

critical need to position ACD as a real-world response and to put the real world back into the 

Internet as a thing called cyberspace.   

                                                 
37This notion of information as the life blood of society is a power metaphor, which will be further examined within 
the current research.   
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From these discoveries my research posited reality is external to the person and there are 

consequences when that reality is influenced.  This enabled the applied aspect of doctoral 

research (study causality which can create a safe and secure world).  Moreover, the emancipation 

of the individual is linked to safety and security in the real world mediated by technology.  This 

final observation was first a tentative hypothesis, however, as my research evolved the 

information society concept became clearer as did the need for ACD as a tactical and strategic 

option.  


